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Abstract 

The aim of this thesis is to construct an efficient, well-balanced and predictable 

indirect liability system for dealing with digital copyright infringement in China. In 

order to address the digital revolution that has challenged copyright protection, 

China has carried out a series of legislative attempt on developing an indirect 

copyright liability system in recent years. The joint tort oriented, knowledge­

centred liability attribution rules and a set of borrowed safe harbour provisions 

from the United States have set out the rudiments of the indirect copyright liability 

regime to deal with digital copyright infringements. 

However, there have been constant debates on the confusing joint tort law 

underpinning, the inconsistent knowledge standard and the conflicting nature of 

safe harbours. Incomprehensive attribution rules and incompatible exemption rules 

are major factors impeding the effective copyright law enforcement and the 

efficient operation of the intermediary's business. 

This thesis seeks to establish five principles. First, it takes a deep look at history 

and economics of the copyright law, suggesting that principles of technology 

neutral, balance and efficiency are three fundamental principles underpinning the 

establishment of an indirect copyright liability system. Second, the long ignored 

general tort law should serve as guidance for the establishment and interpretation 

of indirect copyright liability rules. Third, the study of the United States' doctrines 

of contributory liability, vicarious liability and inducement liability suggests 

culpable-conduct based rules for liability attribution in China. Fourth, through the 

study of authorisation liability in commonwealth countries, this thesis proposes the 

transplantation of multi-factors analysis in interpretation of attribution rules into 

China. Fifth, by examining and comparing the United States' and the United 
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Kingdom's safe harbour provisions, the study argues for integrated safe harbour 

rules in China. 

Through learning the Anglo-American experience, this thesis finds that compared 

to the borrow-to-use approach, a more efficient build-to-suit approach for a viable 

legal transplantation is recommended. Th.is thesis proposes an independent-tort 

theory oriented, culpable conduct based indirect liability system, with modified safe 

harbour provisions, in China. In this way, a justified and compatible indirect 

liability system can be optimised with equilibrium among relevant partieies. 
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Chapter 1 Introduction 

1.1 Research Background 

1.1.1 Digital Copyright Infringement: Challenges and Reforms 

This thesis deals with the research question of 'how to construct an efficient, well­

balanced and predictable indirect liability system for dealing with digital copyright 

infringement 1 in China'. The significance of the study is to identify major 

problems exist in current copyright rules under the digital environment, and to 

provide workable framework and principles for the establishment of indirect 

copyright liability system in China. 

Ever-improving technological advances, especially the rapid development of digital 

technologies and the popularisation of the network, have provided impetuses as 

well as challenges for the application of traditional copyright law principles, which 

have been tested within the digital environment to see whether the balance 

between copyright and commerce has been interrupted and whether changes are 

needed. Since the adequacy of direct copyright liability has been challenged on 

many occasions,2 the increasing recourse to indirect copyright liability regime has 

1 Digital copyright infringement refers to the infringing activity conducted in the digital 
environment, for instance, sharing unauthorised files through the Peer-to-Peer system, 
uploading unauthorised copyrighted materials onto websites, or providing links to copyrighted 
materials. 

2 lt is difficult for copyright holders to enforce their rights in the digital environment because of 
the negative publicity and the difficulty of identifying, locating and suing individual infringers, 
who often lack the financial resources to compensate for their infringements. The RIAA cases 
in the United States set an example on negative publicity. The defendants were individual 
infringers, who could be customers or potential customers of the copyright holders. See RIAA 
To Stop Mass Lawsuits, Rolling Stone, Feb. 5, 2009, at 18; Also see Antony Bruno, A New 
Battle Plan: Fresh Approach Needed in RIAA's Fight Against Piracy, Billboard, Oct. 18, 2008, 
at 16: 'After suing 35,000 people since September 2003 for illegally sharing music files online, 
the Recording Industry Association of America announced in December that it has halted its 
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been pragmatically meaningful to copyright holders, based on grounds of 

efficiency and on moral grounds.3 The justification exists in the fact that it is more 

efficient for indirect infringers to identify or locate direct infringers and to stop 

infringement with lower costs, and the fact that the indirect infringers are culpable 

in terms of intention or knowledge. Therefore, the indirect copyright liability 

regime becomes the crux of the contradiction between copyright law and 

technology. 

Indirect copyright liability is a term used to describe the liability that is imposed 

upon a defendant who is not the primary infringer,4 but whom the law nonetheless 

holds liable for damages which the copyright owner suffers from the 

controversial lawsuit campaign. 'It isn't working for them,' says a major-label source. 'Massive 
piracy hasn't decreased.' The RIAA will immediately change its strategy: It plans to team up 
with internet service providers to identify copyright infringers, send warning letters and, in 
extreme cases, shut off service.' Citing from William Henslee, 'Money for Nothing and Music 
for Free? Why the RIAA Should Continue to Sue Illegal File-Sharers' (2009) 9 The John 
Marshall Review of Intellectual Property Law 1, footnote 2. 

3 See Lynda J Oswald, 'Secondary Liability for Intellectual Property Law Infringement in the 
International Arena: Framing the Dialogue' in Robert Bird & Subhash C Jain (ed), The Global 
Challenge ef Inte//ectttal Properfy Rights (Edward Elgar 2008) 37: 'Imposition of secondary liability 
has been justified both on efficiency grounds (that is, as a mechanism to shift costs to those in 
the best position to prevent future harm) and on moral grounds (that is, those who intend to 
bring about a harm should be held liable even if another party was the direct cause of the 
harm incurred by the plaintiff). Citing Mark Bartholomew and John Tehranian, 'The Secret 
Life of Legal Doctrine: the Divergent Evolution of Secondary Liability in Trademark and 
Copyright Law' (2006) 21 Berkeley Technology Law Journal 1363, 1366. 

4 lndirect copyright liability is premised on direct copyright liability. Different forms of copyright 
infringement and liabilities exist in legislations or case laws across jurisdictions and apply 
variously under different jurisprudence. Copyright law prescribes 'acts restricted by copyright' 
that are enjoyed by copyright owners. A direct (or primary) copyright infringement takes place 
when an infringer conducts an infringing act that he is not entitled to, such as when the 
reproduction or communication to the public of a copyrighted work is committed. The direct 
liability applies when a direct copyright infringing act, such as reproduction or communication 
to the public, is committed. Many acts performed by internet users, for example posting, 
streaming, or uploading protected content, thus constitute direct copyright infringements. 
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infringement,5 if the defendant (also being referred to as the 'indirect infringer') 

assists, promotes, facilitates or benefits from6 the direct infringement. The indirect 

copyright liability rule has different names such as secondary liability or derived 

liability, 7 and has various forms across jurisdictions. 8 For instance, the United 

Kingdom adopts the notion of 'authorisation' in its copyright legislation to deal 

with intermediaries who authorise the infringing acts done by the third party. 9 The 

United States, on the other hand, has developed doctrines of contributory liability, 

vicarious liability and inducement liability through case laws.10 In China, however, 

there has been no notion of 'indirect liability' in the copyright law regime. The 

5 See Paul Goldstein & Bernt Hugenholtz, International Copyright (3"1 edn Oxford University Press 
2012) 337: 'The law in most countries will, under prescribed conditions, impose secondary 
liability on those who, though not directly infringing copyright, have materially contributed to 
the infringement.' 

6 These are requirements under the different forms of indirect liabilities such as contributory 
liability, inducement liability and vicarious liability. 

7 Alain Strowd (ed), Peer-to-peer File Sharing and Secondary Uability In Copyright Law (Edward Elgar 
2009) 1. Also see Jane C Ginsburg, 'Separating the Sorry Sheep from the Grokster Goats: 
Reckoning the Future Business Plans of Copyright-Dependent Technology Entrepreneurs' 
(2008) 50 Arizona Law Review 577, 580: the indirect liability was referred to as 'derivative 
liability'. 

8 For instance, the indirect copyright liability takes the form of an exclusive authorisation right in 
the common law tradition, and in the United States, it encompasses contributory infringement, 
vicarious liability and inducement liability. See D avid Bainbridge, Intellectual Property (9th edn 
Longman 2012) 182-185. 

9 Section 16(2) of The Copyright, D esigns and Patents Act (CDPA 1988) provides that 
' [copyright] in a work is infringed by a person who without the license of the copyright owner 
does, or authorises another to do, any of the acts restricted by copyright' (emphasis added by the 
author). 

10 See Allen N Dixon, 'Liability of Users and Third Parties for Copyright Infringement on the 
Internet: Overview of International Development' in Alain Strowel (ed), Peer-to-Peer File Sharing 
and Secondary Liability in Copyright La1v (Edward Elgar 2009) 15. 
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issue of indirect copyright liability has been dealt with under the joint tort liability 

regime.11 

Within the Internet environment, Internet Service Providers (ISPs) are facing 

potential liability for the acts of subscribers who are using their services to access, 

upload or download information. However, they seek to exculpate themselves 

based on the following reasons. First, they are service providers rather than 

content providers; second, imposing liability on them will curb the motivation to 

innovate and inevitably decrease their incentives for utilizing new technology and 

participating in e-commerce; third, they have no obligation to monitor the 

Internet. 12 The inherent tension between the copyright holders and the 

intermediaries has important implications for the development of indirect liability 

rules for copyright infringement on the Internet. 

1.1.2 Terminologies 

This thesis majorly discusses liabilities imposed on service providers under the 

network environment. The term of 'Service Provider' is defined differently across 

jurisdictions. The United States Copyright Law13 defines service provider in both 

11 See Yiman Zhang, 'Establishing Secondary Liability with a Higher Degree of Culpability: 
Redefining Chinese Internet Copyright Law to Encourage Technology Development' (2007) 
16(1) Pacific Rim Law & Policy Journal 257,257: 'The current legal framework, which premises 
copyright liability upon a direct infringement and joint liability theory, unfortunately has 
produced considerable ambiguity both within the judiciary and the affected industries.' 

12 It has been generally accepted by many jurisdictions that no monitoring obligation be imposed 
on ISPs. For instance, Article 15 of E-Cornmerce directive provides that 'Member States shall 
not impose a general obligation on providers, when providing the services covered by Article 
12, 13 and 14, to monitor the information which they transit or store, nor a general obligation 
actively to seek facts or circumstances indicating illegal activity'. 

13 Copyright Law of the United States and Related Laws Contained in Title 17 of the United 
States Code (17 U.S.C.). 
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broad and narrow sense.14 In the narrow sense, section 512(K) (1) (A) prescribes 

that the term 'service provider' means 'an entity offering the transmission, routing, 

or providing of connections for digital online communications, between or among 

points specified by a user, of material of the user's choosing, without modification 

to the content of the material as sent or received'. In the broad sense, section 

512(k)(1)(B) provides that it means 'a provider of online services or network access, 

or the operator of facilities therefore, and includes an entity described in 

subparagraph (A)'. 

Under the European Union E-Commerce Directive15 that relates to the topic of 

this thesis, 'Service Provider' refers to 'any natural or legal person providing an 

information society service'. 16 By 'information society service', Article 1 (2) of 

Directive 98/34/EC17 provides that it means 'any service normally provided for 

remuneration, at a distance, by electronic means and at the individual request of a 

recipient of services'.18 97(A)(3) of the United Kingdom Copyright, Designs and 

Patents Act 1998 ('the CDPA 1988' hereafter) provides the same definition of 

14 See 512 (K)(l) (A) and (B) of the U.S. Copyright Law. 

15 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on 
certain legal aspects of information society services, in particular electronic commerce, in the 
Internal Market [2000] OJ L 178/1 

16 Article 2(6) of the E-Commerce Directive. 

17 Direct 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying 
down a procedure for the provision of information in the field of technical standards and 
regulations [1998] OJ L 204/37, as amended by Directive 98/ 48/EC of the European 
Parliament and of the Council of 20 July 1998 amending Directive 98/34/EC laying down a 
procedure for the provision of information in the field of technical standards and regulations 
[1998] OJ L217/18. 

18 According to Article 2(a) of the E-Commerce Directive, 'information society services' means 
services within the meaning of Article 1 (2) of Directive 98/34/EC as amended by Directive 
98/48/EC. 
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'service provider' with the above mentioned Directives.19 

In China, there has been no definition of Network Service Provider in copyright 

laws, but this term has been used in all relevant laws regulating those service 

providers who provide network services in information networks. 20 The services 

include automatic access service, automatic transmission service, automatic storage 

service, storage space service, and searching and linking service. 21 

In recent years, digital copyright infringement especially the Peer-to-Peer (P2P) 

illegal file sharing activity calls for a renewed context for redressing the copyright 

owners. In order to define the P2P developer's copyright liability it is essential to 

understand this technology.22 Peer-to-peer technology allows people to 'exchange 

information over the Internet via many equal or "peer" machines linked across a 

19 97(A)(3) of the CDPA 1988 provides that 'service provider' has the meaning given to it by 
regulation 2 of the Electronic Commerce (EC Directive) Regulations 2002, which prescribes: 
'"information society services" (which is summarised in recital 1 7 of the Directive as covering 
"any service normally provided for remuneration, at a distance, by means of electronic 
equipment for the processing (including digital compression) and storage of data, and at the 
individual request of a recipient of a service") has the meaning set out in Article 2(a) of the 
Directive, (which refers to Article 1(2) of Directive 98/34/EC of the European Parliament 
and of the Council of 22 June 1998 laying down a procedure for the provision of information 
in the field of technical standards and regulations(c), as amended by Directive 98/ 48/EC of 20 
July 1998(d)).' 

20 This term is used in Article 36 of the 2010 Tort Liability Law, the 2006 Regulation and the 
2013 Interpretation. See Section 1.2.2. 

2 1 See articles 20-23 of the Regulations on the Protection of the Right of Communication 
through information Network (2006). 

22 Like the judges said in the Grokster case in 2004, 'to analyse the legal issues properly, a 
rudimentary understanding of the peer-to-peer file-sharing software at issue is required -
particularly because peer-to-peer file sharing differs from typical internet use.' See Grokster 72 
USPQ 2d 1244 (2004), at pp1246-7. (Metro-Go/d11!)1n-Mqyer Studios Inc. v Grokster Ltd., 259 F. 
Supp. 2d 1029 (CD Cal, 2003); affirmed, 380 F 3d 1154 (9th Cir., 2004); vacated, 545 U.S. 913 
(2005), 125 S Ct 2764 (Supreme Court 2005); on remand 454 F. Supp. 966 (CD Cal., 2006), and 
on motion for permanent injunction 85 USPQ 2d 1074 (CD Cal., 2007).) 
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network, rather than on a central server.'23 This is breakthrough technology using 

different indexing methods as a critical component in the peer-to-peer file-sharing 

networks, which includes a centralised indexing system, a completely decentralised 

system, or a 'supernode' system.24 A common feature of such peer-to-peer file­

sharing software as Napster, Morpheus, KaZaa, Gnutella, BitTorrent, Fasttrack, 

eDonkey, and Freenet is that 'it enables the direct transfer of files between 

individual users of the Internet, bypassing central servers ( or possible points of 

regulation).'25 However, the above examples of software bear differences. Napster26 

was one of the first P2P networks, 27 that based its services on a centralised 

indexing system, while Grokster28 and KaZaa29 using a decentralised process called 

'supernodes' which link across a network and allow the users to share information 

directly.30 

23 Alain Strowel (ed), Peer-to-peer file sharing and secondary liability in copyright la1v (Edward Elgar 2009) 
1. 

24 Grokster 72 USPQ 2d 1244 (2004) 1246-7. 

25 Aplin Tanya Frances, Intellectual Property LaJV: Text, Cases, and Materials (1st edn Oxford 
University Press 2009) 742-743. 

26 See A&M Records Inc. v Napster Inc., 114 F. Supp. 2d 896 (N.D. Cal., 2000) (granted preliminary 
injunction in favour of plaintiffs); 239 F 3d 1004 (9th Cir. 2001) (affirmed in part, reversed in 
part, and remanded); WL 227083 (N.D. Cal., March 5, 2001) (entry of modified preliminary 
injunction); 284 F. 3d 1091 (9th Cir. 2002). This case will be discussed in detail in Chapter 5. 

27 Aplin Tanya Frances, Intellectual Property La1v: Text, Cases, and Maten·als (1st edn Oxford 
University Press 2009) 743: 'The legalities of peer-to-peer file-sharing were first raised in the 
US and it is fair to say that the bulk of copyright litigation concerning this software has 
occurred in this jurisdiction.' 

28 See Metro-Gold1ryn-Mqyer Studios Inc. v Grokster Ltd., 259 F. Supp 2d 1029 (CD Cal, 2003); 
affirmed, 380 F 3d 1154 (9th Cir., 2004); vacated, 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme 
Court 2005); on remand 454 F Supp 966 (CD Cal., 2006), and on motion for permanent 
injunction 85 USPQ 2d 1074 (CD Cal., 2007). This case will be discussed in detail in Chapter 5. 

29 See Universal Music Australia Pry Ltd v Sharman License Holdings Ltd [2005] FCA 1242. ). This case 
will be discussed in Chapter 6. 

30 Alain Strowel (ed), Peer-to-Peer File Sharing and Secondary Liability in Copyright La1v (Edward Elgar 
2009) 2. 
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The main controversy surrounding peer-to-peer networks is whether peer-to-peer 

service providers can be liable when users infringe copyright through their 

networks.31 The reason that caused this controversy was that the primary infringers 

in P2P networks are numerous, and difficult to reach, and financially vulnerable to 

take the liability to copyright holders. Therefore, the service providers have 

become the ones that copyright holders are holding liable and become centre of 

debate in lawsuits.32 This issue has been heatedly debated in legal circles and in the 

press, 33 especially in Grokster, which held that the two popular file-sharing 

networks, Grokster and StreamCast, were indeed liable for 'actively inducing' the 

end-users' acts of infringement.34 

Although the P2P technology poses significant threats to copyright owners, 35 its 

advantages, which 'features characteristics that prompt great hopes for the advent 

31 Ibid 1. 

32 See e.g., A&M Records Inc. v Napster Inc., 114 F. Supp. 2d 896 (N.D. Cal., 2000) (granted 
preliminary injunction in favour of plaintiffs); 239 F 3d 1004 (9th Cir. 2001) (affirmed in part, 
reversed in part, and remanded); WL 227083 (N.D. Cal., March 5, 2001) (entry of modified 
preliminary injunction); 284 F. 3d 1091 (9rh Cir. 2002); In re Aimster, 334 F.3d 643 (7th Cir. 
2003); Metro-Gold1ryn-Mayer Studios Inc. v Grokster Ltd., 259 F. Supp. 2d 1029 (CD Cal, 2003); 
affirmed, 380 F 3d 1154 (9th Cir., 2004); vacated, 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme 
Court 2005); on remand 454 F Supp. 966 (CD Cal., 2006), and on motion for permanent 
injunction 85 USPQ 2d 1074 (CD Cal., 2007). 

33 See, e.g., Alain Strowel (ed), Peer-to-Peer File Sharing and Secondary Liability in Copyright La)J) 
(Edward Elgar 2009); Wan Man Jason Fung & Avnita Lakhani, 'Combatting Peer-to-Peer File 
Sharing of Copyrighted Material via Anti-Piracy Laws: Issues, Trends, and Solutions' (2013) 29 
Computer Law & Security Review 382; James G H Griffin, 'An Historical Solution to the Legal 
Challenges Posed by Peer-to-Peer File Sharing and Digital Rights Management Technology' 
(2010) 15(3) Communications Law 78; Robert Danay, 'Copyright vs. Free Expression: The 
Case of Peer-to-Peer File-Sharing of Music in the United Kingdom' (2005) International 
Journal of Communications Law & Policy, Special Issue Global Flow of Information, Autumn. 

34 Grokster, 545 U.S. 913. 

35 This technology 'terrifies copyright owners to definitely lose control over their works, which 
for the user of these networks actually seem to be "free as the air to common use"'. See Alain 
Strowe! (ed), Peer-to-Peer File Sharing and Secondary Liability in Copyright Lmv (Edward Elgar 2009) 
2. 
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of the global knowledge community', 36 could not be neglected. For example, 

BitTorrent, in recent years, has 'worked with media companies and organisations to 

reduce illegal use of its protocol'.37 File sharing is not per se illegal; it also benefits 

creators and right holders by meeting consumer demand. This thesis therefore 

suggests that this technology should not be treated in bias, but be examined 

carefully. 

1.1.3 The Worldwide Response 

In order to address the issues surrounding the digital challenges and to release the 

tension mentioned above, a number of international intellectual property treaties 

have been enacted and adopted in the past decades, such as the Agreement on 

Trade-Related Aspects of Intellectual Property Rights (TRIPs)38 and the World 

Intellectual Property Organization (WIPO) Internet Treaties. 39 In response to these 

treaties, many jurisdictions have adapted their domestic intellectual property laws 

to the new technologies and imposed stronger protection for copyrighted 

products. Among them, the United States was one of the first to implement the 

WIPO treaties with the passage of the Digital Millennium Copyright Act (DMCA) 

in 1998.40 The major contribution of the DMCA to the indirect copyright liability 

regime is that it created a series of safe harbours by placing limitations on liabilities 

for copyright infringement by ISPs.41 The DMCA safe harbours have extensive 

36 Ibid. 

37 Ibid. 

38 Agreement on Trade-Related Aspects of Intellectual Property Rights, Including Trade in 
Counterfeit Goods, Annex 1 C to the Agreement Establishing the World Trade Organization, 
Marrakesh, April 15, 1994, 33 I.L.M. 1, 83-111 (1994). 

39 'Internet Treaties' are The WIPO Copyright Treaty (WCT) and the WIPO Performances and 
Phonograms Treaty (WPPT), both adopted in Geneva on December 20, 1996. 

40 The Digital Millennium Copyright Act of 1998. 112 Stat. 2860 (1998). 

41 Section 512 of the Copyright Act. 
9 



influence over other jurisdictions. A similar set of safe harbours have been 

established in the European Union, 42 and then incorporated into the United 

Kingdom's Regulations.43 

1.2 Research Context 

In China, there have been no systematic completed rules on the issue of indirect 

liability for copyright infringement in legislation. This was compatible with the 

original focus of copyright protection in China, because the legislative and 

applicative focus had been the act of direct infringement since establishing the 

copyright system. This focus can partly be explained by the previous technological 

conditions where the general public could not afford copying technologies and 

only a select few, with certain financial and material resources, were capable of 

conducting severe direct infringement. In this light, the copyright owners could 

gain sufficient remedies through chasing legal liabilities from those direct 

infringers. 

With fast developments in copymg and disseminating technology, however, 

individuals are now capable of conducting severe copyright infringement. 

Nevertheless, it is not easy for copyright owners to locate the infringers, nor to 

gain sufficient compensation from chasing individual liability. Moreover, if not 

immediately restrained, some expanding infringements will produce very serious 

outcomes for copyright owners. Furthermore, in practice, the uniformity of court 

42 Article 13 and 14 of Directive 2000/31/EC, On certain Legal Aspects of Information Society 
Services, in Particular Electronic Commerce, in the Internal Market. 

43 The United Kingdom implemented the Directive 2000/31/EC of 8 June 2000 on dectronic 
commerce and passed the Electronic Commerce (E-Commerce D irective) Regulations 2002, in 
which defences (safe harbours) were established under both civil and criminal law, for the 
benefit of certain types of online intermediary, according to Articles 13 and 14 of the E­
Commerce Directive. 
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judgments at different levels is not guaranteed. 44 Therefore, the copyright laws in 

China should not only introduce fundamental principles guiding indirect 

infringement of copyright, but also make concrete and detailed provisions to 

construct a comprehensive and systematic indirect liability system for copyright 

infringement online. 

In order to make improvement on Chinese laws relating indirect copyright liability, 

it is important to understand the Chinese legal system and current legal framework 

for copyright liability, as well as the distinctive Internet censorship in China. 

1.2.1 The Chinese Legal System 

The distinctive Chinese legal system is considered a reason that has led to the 

complexity of ISP copyright liability rules. 45 Understanding the hierarchy of 

Chinese laws is essential for understanding the background of indirect copyright 

liability in China and for the applying of different laws in practice. 

Current Chinese legal system mainly consists of seven branches of legislation and 

three levels. 46 The seven branches are: the Constitution and the Constitution­

related laws, civil and commercial laws, administrative laws, economic laws, laws on 

44 'It is widely agreed that copyright protection will play an important role in the course of the 
internet's development. However, as a consequence of ambiguous legislation, it is difficult to 
guarantee the uniformity of court judgments at different levels, which would be unfavourable 
to copyright protection within the online context.' See Jessica Haixia Jia, 'Copyright 
Infringement in the Network Environment - China's Perspective' (2003) 19(2) Computer Law 
& Security Report 101, 101. 

45 Weixiao Wei, 'ISP Copyright Liability in China: Collision of the Knowledge Standard and the 
New Tort Liability Act' (2011) 33(8) European Intellectual Property Review 507, 507. 

46 Ruizhi Zhang, 'The Special Role of Foreign Legal History in China in the Construction of a 
New Legal System' (2011) 6(3) Front Law China 481, 488. Also See Donald C Clarke, 'The 
Chinese Legal System'. Available at 
<http://docs.law.gwu.edu/ facweb / dclarke/ public/ ChineseLegalSystem.html> accessed 29 
August 2014; Also see <http://guides.library.harvard.edu/ chineselegalresearch> accessed 29 
August 2014. 

11 



society, criminal law, and litigation and non-litigation procedural laws. The three 

levels are: laws, 47 administrative regulations, 48 and local regulations, autonomous 

regulations and separate regulations. The 1982 Constitution does not specify the 

treatment of international treaties in relation to the laws of China. However, in 

practice the legislative approach has been automatically incorporate international 

treaties as part of Chinese law.49 If China has made a reservation to a provision of 

a treaty, this aspect or provision of the treaty is not implemented in the 

law.50 These horizontal and vertical levels of laws constitute the legal architecture 

of the Chinese legal system. 

Influenced by Continental European legal systems since the Qing dynasty,51 China 

has adopted the civil law tradition and sources of law are written. 52 Unlike 

common law jurisdictions such as the United States or England, there is no strict 

precedential concept of case law in China. In theory, each case ruling stands as its 

47 Including basic laws issued by the National People's Congress (such as the GPCC) and other 
laws issued by the Standing Committee of the National People's Congress (such as the 
Copyright Act). 

48 Issued by the State Council, such as the Regulations on the Protection of the Right of 
Communication through the Information Networks. Also included are decisions and orders, 
and administrative rules and regulations, which are of reference but cannot bind the courts, 
issued by affiliated organs of the State Council. 

49 'Therefore, subject to the nature of the relevant treaty and the mandate of the contracting 
governmental department, international treaties to which China is a party in principle have 
binding force in domestic law, except for those provisions to which China has made 
reservations.' See Hanqin Xue & Qian Jin, 'International Treaties in the Chinese Domestic 
Legal System' (2009) 8(2) Chinese Journal of International Law, 299, 300. 

50 'A brief Introduction to China'. Available at 
<http:/ /www.lawinfochina.com/Legal/ index.shtm> accessed 31 August 2014. 

51 See n 6 of Weixiao Wei, 'ISP Copyright Liability in China: Collision of the Knowledge 
Standard and the New Tort Liability Act' (2011) 33(8) European Intellectual Property Review 
507. 

52 Donald C Clarke, 'The Chinese legal system'. Available 
<http://docs.law.gwu.edu/facweb/dclarke/public/ChineseLegalSystem.html> accessed 
August 2014. 

at 
29 
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own decision and will not bind the decisions of another court. However, in 

practice, the judges of lower people's courts often attempt to follow the 

interpretations of laws issued by the Supreme People's Court, 53 which - as a 

common practice - issues judicial interpretations, 54 opinions or replies ultimately 

followed by the lower courts. 

1.2.2 The Legal Framework for Copyright Liability in China 

Civil liability of copyright infringement is stipulated in the relevant articles of the 

General Principles of the Civil Law of the People's Republic of China ('The 

GPCC' hereafter).55 GPCC prescribes that 'citizens and legal persons shall enjoy 

rights of authorship (copyrights) and shall be entitled to sign their names as 

authors, issue and publish their works and obtain remuneration in accordance with 

the law.' 56 When dealing with infringement, it prescribes that 'if two or more 

persons jointly infringe upon another person's rights and cause him damage, they 

shall bear joint liability.' 57 Further, the Supreme Court's Opinion of the Civil Law58 

53 See Ronald C Brown, Understanding Chinese Courts and Legal Process: Lani 1vith Chinese Characteristics 
(Kluwer Law International 1997) 82. 

54 Judicial interpretation is issued 'to deal with new issues emerging where no provision in the 
existing law might be applied'. See Weixiao Wei, 'ISP Copyright Liability in China: Collision of 
the Knowledge Standard and the New Tort Liability Act' (2011) 33(8) European Intellectual 
Property Review 507, 508. 

55 Adopted at the Fourth Session of the Sixth National People's Congress, and promulgated by 
Order No. 37 of the president of the People's Republic of China on April 12, 1986, and 
effective as of January 1, 1987. English translation available at 
http://www:lawinfochina.com/display.aspx?id=1165&lib=law# accessed 29 August 2014. 

56 Article 94 of the GPCC. 

57 Article 130 of the GPCC. 

58 Opinions of the Supreme People's Court on Several Issues concerning the Implementation of 
the General Principles of the Civil Law of the People's Republic of China (For Trial 
Implementation) (Partially Invalid] (Deliberated and Adopted at the Judicial Committee of the 
Supreme People's Court on January 26, 1988,No. 6 [1988] of the Supreme People's Court and 
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('The Civil Law Opinion' hereafter) states: '.Any person who incites or assists 

another to commit a tort is the joint tortfeasor.'59 

Relevant articles in The Tort Liability Law of the People's Republic of China 60 

('The 2010 Tort Liability Law' hereafter) can be applied when dealing with 

copyright liabilities 61 including strict liability, fault-based liability and joint and 

several liabilities.62 It is noteworthy that, for the first time, it prescribes abetting and 

assisting activities as two forms of infringing acts, which lead to joint and several 

liabilities.63 Article 36, which specifically deals with NSP liability in the network 

environment, 64 has significant implications. It affirms the notice and takedown 

issued on April 2, 1988) English translation available at 
<http://www.lawinfochina.com/display.aspx?id=3700&lib=law> accessed 29 August 2014. 

59 Article 148 of the Civil Law Opinion. 

60 It was adopted on December 26, 2009 and came into force on July 1, 2010. See 
<http://www.wipo.int/wipolex/en/details.jsp?id=6596>, the notes provide that "PRC 
Presidential Order No. 21 promulgated the Tort Law. This Law is the basic tort legislation of 
China and provides general provisions for determining liability, assumption of liability, and 
mitigation of liability as well as special provisions concerning joint tortfeasors and seven 
special torts." 

61 Article 2 of the 2010 Tort Liability Law prescribes 'those who infringe upon civil rights and 
interests shall be subject to the tort liability according to this Law. 'Civil rights and interests' 
used in this Law shall include . .. copyright ... ' 

62 Article 6 of the 2010 Tort Liability Law stipulates 'one who is at fault for infringement upon a 
civil right or interest of another person shall be subject to the tort liability. One who is at fault 
as construed according to legal provisions and cannot prove otherwise shall be subject to the 
tort liability.' Article 7 says 'one shall assume the tort liability for infringing upon a civil right or 
interest of another person, whether at fault or not, as provided for by law, shall be subject to 
such legal provisions.' Article 8 says 'where two or more persons jointly commit a tort, causing 
harm to another person, they shall be liable jointly and severally.' 

63 Article 9 of the 2010 Tort Liability Law prescribes that 'one who abets or assists another 
person in committing a tort shall be liable jointly and severally with the tortfeasor.' 

64 Article 36(1) of the 2010 Tort Liability Law stipulates that 'a network user or network service 
provider who infringes upon the civil right or interest of another person tl1rough network shall 
assume the tort liability.' 
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provisions,65 and makes clear that a fault-based liability is applied for the NSP who 

has knowledge of the third party's infringement.66 It is a principled stipulation for 

indirect liability that need to be further interpreted. 67 

Pursuant to China's copyright system, the Copyright Law of the People's Republic 

of China 1990 (amended in 2010)68 ('The 2010 Copyright Law' hereafter) shall be 

the main legal instrument for copyright matters. Copyright Law is further specified 

in the Regulations for the Implementation for Copyright Law of the People's 

Republic of China69 ('The 2002 Copyright Implementation Regulation' hereafter). 

In 2006, Regulations for the Protection of the Right of Communication through 

65 Article 36(2) of the 2010 Tort Liability Law: 'Where a network user commits a tort through the 
network services, the victim of the tort shall be entitled to notify the network service provider 
to take such necessary measures as deletion, block or disconnection. If, after being notified, the 
network service provider fails to take necessary measures in a timely manner, it shall be jointly 
and severally liable for any additional harm witl1 the network user.' 

66 Article 36(3) of the 2010 Tort Liability Law: '\'v'here a network service provider knows that a 
network user is infringing upon a civil right or interest of another person through its network 
services, and fails to take necessary measures, it shall be jointly and severally liable for any 
additional harm with the network user.' 

67 The main problems involve the interpretation of certain terms in this article such as 'necessary 
measures,' 'in a timely manner' and 'know.' For example, whether 'know' is perceived as actual 
knowledge, or as knowledge including 'should know,' was under hot debate. Please see Weixiao 
Wei, 'ISP copyright liability in China: collision of the knowledge standard and the new Tort 
Liability Act' (2011) 33(8) European Intellectual Property Review 507p; also see Qian Tao, 
'The knowledge standard for the Internet intermediary liability in China' (2011) 20(1) 
International Journal of Law and Information Technology 1. 

68 Current Copyright Act was adopted at the 15tl1 Session of the Standing Committee of the 
Seventh National People's Congress on 7 September 1990, and first revised in accordance witl1 
the Decision on the Amendment of the Copyright Act of the People's Republic of China 
adopted at the 24th Session of the Standing Committee of the Ninth National People's 
Congress on 27th October 2001, and secondly revised in accordance with the Decision on the 
Amendment of the Copyright Act of the People's Republic of China adopted at the 13th 
Session of the Standing Committee of the 11th National People's Congress on 26th February 
2010, then entered into force on 1st April, 2010. English translation available at 
http:/ /www.wipo.int/wipolex/en/details.jsp?id=6062 accessed 18 January 2014. 

69 It was promulgated by Decree No. 359 of the State Council of the People's Republic of China 
on August 2, 2002, and effective as of September 15, 2002. It provides an explanation of the 
meaning of provisions in the Copyright Act. 
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Information Network70 ('The 2006 Regulation' hereafter) was formulated under 

Copyright Law, with a set of so called 'safe harbour' provisions.71 It aims to protect 

the right of communication through an information network enjoyed by copyright 

owners, and to encourage creation and communication of works conducive to the 

building of a socialist society. Due to the challenges posed to copyright laws by the 

Internet and related technologies, the Supreme People's Court of China issued the 

Network Interpretation in 2000, which was amended in the years 2004 and 2006, 

respectively.72 Progress has been made in the regime of indirect copyright liability, 

through the enactment of the landmark instrument of the 2013 Provision,73 which 

provides the assessment of fault and the knowledge standard of NSPs. 

Apart from above legal instruments, administrative and criminal laws, as part of 

China's copyright protection system, also provide remedies for copyright 

infringement. However, they are beyond the scope of discussion in this thesis. 74 

70 It entered into force on July 1st, 2006 and was revised on January 16th, 2013. 

71 Article 20-23 of the 2006 Regulation. 

72 The Judicial Interpretations of the Supreme People's Court on Several Issues Concerning the 
Application of Laws in Trials of Cases Involving Copyright Disputes over Computer 
Networks. The 2006 judicial interpretation has been repealed upon the entry into force of the 
2013 Provision. 

73 The Provisions of the Supreme People's Court on Several Issues concerning the Application 
of Law in Hearing Civil Dispute Cases Involving Infringement of the Right of Dissemination 
on Information Networks. It was adopted at the 1561 st session of the Judicial Committee of 
the Supreme People's Court on November 26, 2012, issued on December 17, 2012 and came 
into force on January 1, 2013. Translation available at <http:// en.pkulaw.cn> accessed 27 
August 2014. 

74 Alongside the copyright laws, regulations and judicial interpretations, there are many ministry 
rules setting measures related to the administrative protection of the copyright in Internet, the 
administrative punishment in case of an infringement, the copyright collective management 
system, and the administration of printing Industry as well as measures for the administrative 
protection of internet copyright. Criminal laws are also essential parts to the Chinese copyright 
protection system. However, the thesis will stay within the civil law context and not deal with 
infringement in the criminal sense. 
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1.2.3 The NSP's Examination Obligation and Censorship in China 

The first step to resolve copyright cases involving NSP liability is to determine 

whether and when a service provider communicates works to the public through 

the Internet. It is the key to distinguish indirect copyright infringement from direct 

copyright infringement. If the act is under the direct control of any exclusive right, 

it is a direct copyright infringement. The differences in the operational model of 

the service provider could generate different liabilities, depending on whether the 

service has anything to do with the content of the alleged infringing works. In 

China, the online publishing process works different with that of in the United 

States of the United Kingdom due to the distinct prior censor model75 adopted by 

major video-sharing websites 76 and Internet regulate policies issued by relevant 

authorities. 

On the one hand, some information storage service providers adopt a prior censor 

model, in which the information is examined by their staff and then published 

subject to its legality. In this situation, the role that the information storage service 

provider plays is in essence the same as that of newspapers and other periodicals. 77 

The publisher of the information is the service provider who conducts the 

obligation of examination and censorship. If the work published is an infringing 

one, the act of examining and publishing by the service provider is under the direct 

control of the communication right, which means it is an infringing act leading to 

75 As will be discussed later, NSP in China has no monitoring obligation for copyright 
infringement. The prior censor model major NSPs adopt refers to the censor of crime activity 
such as obscenity, pornography or violence. 

76 For example, <www.youku.com>, <www.kankan.com>, <tv.sohu.com>, and 
<www.tudou.com> are major video-sharing websites in China that provide films, TV series 
episodes and user-uploaded videos. 

77 Wang Q, 'Study on Copyright Infringement of Video-Sharing Websites' (2009) 5(2) Frontiers 
of Law in China 275, 278. 
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joint liability of the service provider and the information uploader. Nevertheless, 

censorship in China has different meanings in accordance with relevant laws, 

regulations and department rules. Taking a video-sharing website as an example, 

according to the rules provided by the National Copyright Administration of 

China, 78 all videos must be censored with regard to standards of morality and 

public interest. However, whether the copyright of the video should be examined 

was not clearly mentioned. It has been widely accepted in legislation across the 

world, that the ISP should not bear the obligation of monitoring the Internet and 

searching for infringing activity. For instance, article 15 of the EU E-Commerce 

Directive claims that the EU Member States should not burden ISPs with the 

obligation of monitoring information transferred or stored, 79 as well as the 

obligation of searching for infringing activity. The same expression also appeared 

in the United States, which stated that 'a service provider would have no obligation 

to seek out copyright infringement.'80 

On the other hand, if there is no censorship by the NSP, then material published 

on the Internet is without selection or intervention by the NSP. The publisher or 

the direct infringer is the one who uploads information onto the server, rather than 

the service provider. Direct liability instead of indirect liability, will be imposed on 

such service providers.81 

78 Regulation on Internet Information Service of the People's Republic of China. 

79 Article 15(1) of the EU E-Commerce Directive provides that 'Member States shall not impose 
a general obligation on providers, when providing the services covered by Article 12, 13 and 14, 
to monitor the information which they transmit or store, nor a general obligation actively to 
seek facts or circumstances indicating illegal activity.' 

80 See Senate Report on the Digital Millennium Copyright Act of 1998, page 48. 

81 Also, Article 6 of the 2010 Guiding Opinions clearly states that: 'where a network service 
provider who provides information storage service, reviews the works, performances, or sound 
and video recordings concerning its subject, quality content and such, or chooses, edits, and 
organizes the works, performances, or sound and video recordings regarding its content, so as 
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1.2.4 Debates and Problems 

As discussed, in order to address digital challenges, especially the increasing use of 

peer-to-peer (P2P) technologies, China has developed a series of instruments­

including laws, regulations, judiciary interpretations and administrative measures­

to regulate Internet intermediaries' copyright liability for infringement committed 

by users. These legal documents establish a joint tort liability system under which 

network service providers ('NSPs') share joint liability with direct infringing users 

under certain conditions. However, in China, debates surrounding intermediary 

liability issues have never stopped. First, the judiciary and scholars have been 

confronted with an obscure legal underpinning of indirect copyright liability due to 

the lack of an independent category of indirect infringement in the tort law. The 

success of an indirect copyright liability claim under the joint tort liability principle 

without the existence of joint intent or knowledge is questionable, and it is equally 

problematic to impose indirect liability on a separate tort basis. To overcome this 

lacuna, a survey of current tort law is required to test the viability of engaging 

indirect copyright liability under the guidance of the general tort law regime. 

Second, courts have been struggling with the incompleteness of liability attribution 

rules, especially the constitutive element that has been used to establish the 

culpability of the defendant. The issue in the spotlight is the inconsistent 

knowledge standard. Article 36 of the 2010 Tort Liability Law, which specifically 

to determine whether to publish on the network, constitutes the direct act of communication 
through information network, however the censorship conducted on the works in context of 
situations other than its copyright situation according to the requirement of laws, regulations 
and department rules is excluded.' 
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deals with NSP liability in the network environment, 82 affirms the notice and 

takedown provisions83 provided in the 2006 Regulation84 and makes clear that a 

fault-based liability is applied for the NSP who has knowledge of a third party's 

infringement. 85 This article is a principled stipulation for indirect liability that needs 

to be further interpreted. The main problems involve the interpretation of certain 

terms in this article such as 'necessary measures', 'in a timely manner' and 'know'. 

For example, whether 'know' is perceived as actual knowledge, or as knowledge 

including 'should know', was under hot debate. 86 

Third, the Chinese safe harbour provisions, inspired by the United States DMCA 

safe harbours, fail to accommodate the specific conditions in China. The 2006 

Regulation adopted the legislative model of ruling on both liability attribution and 

liability exemption, which caused confusion as to the nature of the safe harbours. 

In addition, unlike the United States' approach that has provided specific guidance 

on the interpretation of the safe harbours through case law, Chinese legislation has 

failed to correctly address the knowledge standard or control and benefit standard. 

82 Article 36(1) of the 2010 Tort Liability Law stipulates that 'a network user or network service 
provider who infringes upon the civil right or interest of another person through network shall 
assume the tort liability'. 

83 Article 36(2)of the 2010 Tort Liability Law: 'Where a network user commits a tort through the 
network services, the victim of the tort shall be entitled to notify the network service provider 
to take such necessary measures as deletion, block or disconnection. If, after being notified, the 
network service provider fails to take necessary measures in a timely manner, it shall be jointly 
and severally liable for any additional harm witl1 the network user.' 

84 Article 14-1 7 of the 2006 Regulation. 

85 Article 36(3)of the 2010 Tort Liability Law: 'Where a network service provider knows that a 
network user is infringing upon a civil right or interest of another person through its network 
services, and fails to take necessary measures, it shall be jointly and severally liable for any 
additional harm with the network user.' 

86 See, e.g., Weixiao Wei, 'ISP Copyright Liability in China: Collision of the Knowledge Standard 
and the New Tort Liability Act' (2011) 33(8) European Intellectual Property Review 507; also 
see Qian Tao, 'The Knowledge Standard for the Internet Intermediary Liability in China' (2011) 
20(1) International Journal of Law and Information Technology 1. 
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1.3 Research Questions 

In order to answer the research question of 'how to construct an efficient, well­

balanced and predictable indirect copyright liability system in China', this thesis 

identifies loopholes in the present legal framework and tries to provide solutions to 

the issues addressed in the previous section. These issues include the tort law basis 

of indirect copyright liability, the attribution of the indirect copyright liability and 

the exemption of indirect copyright liability (safe harbours). 

This study examines and critically evaluates different forms of indirect copyright 

liabilities in different jurisdictions. Four countries - the United Kingdom, Australia, 

the United States and China - have been selected as prototypes in the study. As 

one of the major commonwealth countries, the United Kingdom has the longest 

history of having a copyright system, since it developed the first copyright law in 

the world in 1710. 87 It developed authorisation liability for indirect copyright 

infringement from the early twentieth century. Australia also adopts authorisation 

liability in its copyright laws, and codifies this principle with concrete 

interpretations. The United States, on the other hand, has developed very fast and 

has been acting as a pioneer in the area of copyright law, especially when dealing 

with digital copyright infringement. The Anglo-American paradigm provides 

valuable experience and inspiration on the subject of indirect liability for digital 

copyright infringement in China. 

This thesis identifies three sub-questions and proposes three hypotheses. 

1.3.1 On What Orientation Should the Chinese Indirect Copyright Liability 

System be Built? 

87 The Statute of Anne 1710. 
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The first research question is on what orientation should the Chinese indirect 

copyright liability system be built. In the United States, indirect copyright liability 

principles have been accused of lacking a solid basis since they were borrowed 

from other areas of law such as vicarious infringement which was expanded from 

the agency principle of respondeat superior, 88 the 'substantial non-infringing uses' 

principle from the patent staple article of commerce doctrine, 89 and the inducing 

infringement which was also borrowed from the patent law.90 This triggered fierce 

debate not only because of the differences between copyright law and patent law, 

but also because of the lack of justification. In the United Kingdom, the doctrine 

of authorisation liability has been construed and discussed in the context of 

copyright law only. General tort law principles were ignored and set aside. 

The indirect copyright liability regime in China has been underpinned by the joint 

tort law theory prescribed in GPCC. 91 Since the enactment of the 2010 Tort 

Liability Law, there has been little literature discussing its impact on the indirect 

copyright liability regime. Moreover, the importation of the United States DMCA 

88 See Shapiro) Bernstein and Co. v. H.L Green Co., 316 F.2d 304, 307 (2d Cir.1 963) that liability for 
vicarious copyright infringement could be predicated on the defendant's right and ability to 
supervise the infringing activity when combined with the defendant's direct financial interest in 
the exploitation of the copyrighted materials. The Second Circuit in Gersh1vin summarised that 
'even in the absence of an employer-employee relationship one may be vicariously liable if he 
has the right and ability to supervise the infringing activity and also has a direct financial 
interest in such activities.' Gershwin Publishing Corp. v Columbia Artists Management, lnc., 443 F. 2d 
1159, 1162 (2dCir.1971). 

89 35 USC s 271(c) of Patent Law. The So"!)! court held that the sale of copyright equipment 
would not constitute contributory copyright infringement if the equipment was either widely 
used for non-infringing purposes or was capable of substantial non-infringing uses. See So"!)! 
Corp. of America v UniversalCiryStudios Inc., 464 U.S. 417,442 (1984). 

90 The Grokster Court held that 'one who distributes a device with the object of promoting its use 
to infringe copyright, as shown by clear expression or other affirmative steps taken to foster 
infringement, is liable for the resulting acts of infringement by third parties.' See Metro-Goldn(Jn­
Mqyer Sttrdios Inc. v Grokster Ltd, 545 U.S. 913, 919 (Supreme Court 2005). 

91 Article 130 prescribes that 'if two or more persons jointly infringe upon another person's right 

and cause him damage, they shall bear joint liability.' 
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safe harbours compelled Chinese scholars focusing on the United States' 

experience rather than emphasising the Chinese tort law tradition. Given that, this 

thesis reaches the first hypothesis that the Chinese indirect copyright liability 

system should be tort-oriented. It proposes that copyright infringement, as a tort, 

should be discussed under the framework of general tort law. Mutual inspiration is 

encouraged between the general tort law principles and the indirect copyright 

liability principles to reconcile one another. This hypothesis will be tested in 

Chapter 4, where the United States general tort law principles are surveyed and 

applied in indirect copyright liability regime. 

1.3.2 Which Attribution Approach Should China Adopt? 

The second research question is, on the attribution of indirect copyright liability, 

which approach China should adopt. The divergent Anglo-American approaches 

have provided valuable experiences. 

The United States has been the paradigm for global standards in both legal theory 

and practice. The heated debates regarding the issue of indirect copyright liability 

have never ceased in cases and from these a set of standards has gradually been 

established. The United States' law on indirect liability for copyright infringement 

traditionally uses the rubrics 'contributory liability ' and 'vicarious liability' as 

applied in a long line of case law in the copyright area, and more recently the 

principle of inducement liability. 92 

Contributory liability, in the copyright law regime, was designed to hold a party 

liable for its participation in the unlawful copying done by another. The standard 

92 Allen Dixon, 'Liability of Users and Third Parties for Copyright Infringements on the Internet: 
Overview of International Developments' in Alain Strowel (ed), Peer-to-Peer File Sharing and 
Secondary Liability in Copyright La1v (Edward Elgar 2009) 15. 
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definition of contributory copyright infringement is when the defendant, 'with 

knowledge of the infringing activity, induces, causes or materially contributes to 

the infringing conduct of another.'93 Contributory infringement requires a showing 

of: (1) direct infringement by the primary wrongdoer; and (2) knowledge of the 

direct infringement by the secondary wrongdoer (and a material contribution by 

the secondary wrongdoer to the direct infringement).94 The So,ry Betamax case of 

1984 found that the intent to cause infringement could not be presumed or 

imputed solely from the design or distribution of a product capable of substantial 

lawful use, which the third party knows is in fact used for infringement.95 

The vicarious liability is imposed on someone who is in the position of control of 

the direct infringer's actions and receives a financial benefit from the infongement. 

This is another means of holding someone liable for copyright infringement, even 

when that person or party is not the one who did the infringing. The traditional 

formula of vicarious liability in the area of copyright law states that, 

When the right and ability to supervise coalesce with an obvious and 
direct financial interest in the exploitation of copyrighted materials, 
even in the absence of actual knowledge that the copyright monopoly 
is being impaired, the purposes of copyright law may be best 
effectuated by the imposition of liability upon the beneficiary of that 
exploitation. 96 

In the copyright regime in the United States, this theory was developed in the 

93 Gershwin Pttblishing Corp. v CohtmbiaArtists Management, Inc., 443 F. 2d 1159, 1162 (2d Cir. 1971). 

94 Lynda J Oswald, 'Secondary Liability for Intellectual Property Law Infringement in the 
International Arena: Framing the Dialogue' in Robert Bird & Subhash C Jain (ed), The Global 
Challenge of Intellectual Property Rights (Edward Elgar 2008) 40. 

95 Sof!Y Corp. of America v Universal City Studios Inc. 464 U.S. 417 (1984). 

96 Shapiro, Bernstein & Co. v HL Green Co., 316 F. 2d 304, 307 (2d Cir. 1963). 
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Napster case. 97 Generally, vicarious infringement requires a showing of: (1) direct 

infringement by a primary wrongdoer; (2) a direct financial benefit to the 

secondary wrongdoer from the direct infringement; and (3) a right and ability on 

the part of the secondary wrongdoer to control and supervise the actions of the 

primary wrongdoer. 98 

Inducing liability is imposed when someone distributes a device with the object of 

promoting its use to infringe copyright, as shown by clear expression or other 

affirmative steps to foster infringement, and is liable for the users' resulting acts of 

infringement. In the Grokster case,99 the Supreme Court read the Sof!Y decision100 

narrowly and borrowed an 'inducement' theory of liability from patent law and 

held that the P2P file-sharing provider Grokster, which distributes a product with 

the object of promoting illegal use of the copyrighted materials, is liable for 

97 A&M Records Inc. v Napster Inc. 114 F Supp. 2d 896 (N.D. Cal., 2000); 239 F 3d 1004 (9th Cir., 
2001); WL 227083 (ND Cal., March 5, 2001); 284 F. 3d 1091 (9'h Cir., 2002). The court 
determined that Napster had the ability to prevent infringing conduct, using available 
technology, and Napster received revenue based on the number of its users. This leads to 
evidence of vicarious liability. Furthermore, The Court found that: a prima facie case of direct 
infringement by Napster users; on-going control of its service by the defendant, and the 
defendant's knowledge of infringing activity; and reasonable likelihood of the defendant's 
direct financial interest in the infringing activities. The Court ruled that the defendant was 
ordered to remove corresponding file details from its index and the defendant was held guilty 
of contributory infringement. 

98 Lynda J Oswald, 'Secondary Liability for Intellectual Property Law Infringement in the 
International Arena: Framing the Dialogue' in Bird RC & Jain S C (eds), The Global Challenge ef 
Intellectual Property Rights (Edward Elgar 2008) 40. 

99 Metro-Gold1ryn-Mqyer Studios Inc. v Grokster Ltd. 259 F. Supp. 2d 1029 (CD Cal, 2003); affirmed 
380 F 3d 1154 (9th Cir., 2004); 125 S Ct 2764 (Supreme Court 2005); on remand 454 F Supp. 
966 (CD Cal., 2006), and on motion for permanent injunction 85 USPQ 2d 1074 (CD Cal., 
2007). 

' 00 Sof!Y Corp. ef America v Universal City Studios Inc. 464 U.S. 417 (1984). The Supreme Court found 
that the equipment made by Sony was capable of substantial non-infringing use, so Sony was 
not liable for contributory infringement. 
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copyright infringement by its users.101 

The doctrine of authorisation liability for copyright infringement is prescribed in 

the statute in the United Kingdom.102 To impose authorisation liability on indirect 

infringers, a two-step conceptual and factor analysis approach is applied. The court 

must first decide whether the defendant's activity falls within the concept of 

authorisation and then the constituting factors, such as relationship and control, 

are analysed. The defendant who fulfils the two tests without legal defences will 

bear authorisation liability for indirect copyright infringement. 

The concept of authorisation is not construed in the copyright laws but has been 

discussed extensively in copyright cases. 103 Two major interpretations of 

authorisation derived from the case laws are 'sanction, approve or countenance' 

and 'grant or purport to grant,' which have been the subject of numerous debates 

in the United Kingdom and Australia.104 The core of the debate focused on the 

meaning and scope of the authorisation concept, for instance whether 

'countenance' is contained in the meaning of 'authorise', whether 'authorisation' is 

wider than 'authority' and whether an 'implied invitation,' or even an 'indifference,' 

constitutes authorisation. The concept of authorisation, therefore, has been 

101 Grokster, 545 U.S. 913 (2005). 

102 Section 16(2) of CDPA 1988. 

103 For instance, Evans v E Hulton & Co Ltd (1923-28] MacG Cop Cas 51; 1924 131 LT 534; Falcon 
v Famous Plqyers Film Co (1926] 2 KB 4 7 4; CBS Inc v Ames Records & Tapes Ltd [1982] Ch 91; CBS 
Songs Ltd vAmstrad Consumer Electronics Pie [1988] AC 1013. 

104 Australia's authorisation liability doctrine is involved in the discussion because the United 
Kingdom and the Australian case laws have been interweaving. They are so closely connected 
to each other that it is impossible to discuss the UK authorisation li ability without referring to 
the Australian laws and cases. 

26 



criticised as being 'unsatisfactory' and 'questionable.'105 

Several factors have been considered in United Kingdom case laws,106 including the 

nature of the relationship between the defendant and the direct infringers, the 

means used to infringe, the degree of control and the steps taken to prevent 

infringement. Similar factors were prescribed in the Australian Copyright Act, 

which include the extent of the person's power to prevent the infringement, the 

nature of the relationship and the reasonable steps to prevent or avoid 

infringement. 107 Although the constituting factors in the United Kingdom and 

Australia are almost the same, when, whether and how to apply these factors 

remain unclear among scholars and judges, especially when the authorisation 

doctrine is tested with the development of P2P technologies. 

Current Chinese laws adopt a knowledge-based aiding and abetting liability regime 

for indirect copyright infringement committed by third parties. This regime has 

been recently improved with the 2013 Provision issued by the Supreme People's 

Court in China. 108 The 2013 Provision proposes abetting and assisting 

infringement, which resembles the inducement and contributory infringement in 

the United States. However, unlike the United States principles scrutinising factors 

105 Napthali Michael, 'Unauthorised: Some Thoughts Upon the Doctrine of Authorisation of 
Copyright Infringement in the Peer-to-Peer Age' (2005) 16 Australian Intellectual Property 
Journal 5, at p4. Available at <http://frankellawyers.com.au/ media/ article/Unauthorised.pd£> 
accessed 14 September 2014. 

106 Major cases include: Twentieth Century Fox Fi/111 Corp & ors v Newzbin Ltd [2010] EWHC 608 
(Ch); Dravtatico Entertainment Ltd v British S~ Broadcasting Ltd [2012] EWHC 268 (Ch); EMI 
Records Ltd v British S~ Broadcasting Ltd [2013] EWHC 379 (Ch). 

107 Section 36(1A) & 101 (1A) of the Australia Copyright Act 1968. 

ws Provisions of the Supreme People's Court on Several Issues concerning the Application of 
Law in the Trial of Cases involving Disputes over the Right of Communication through 
Information Networks. It was adopted at the 1561 st session of the Judicial Committee of the 
Supreme People's Court on November 26, 2012, issued on December 17, 2012 and came into 
force on January 1, 2013. 
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of each principle, the Chinese abetting and assisting infringement focuses on the 

applicable knowledge standard in discussing the constituting elements of 'know' 

and 'should kno\v.' This approach overlooks the objective aspects of the culpable 

conduct of a defendant. The 2013 Provision is a significant contribution to the 

existing copyright laws but it has certain defects, and its relationship with other 

rules such as the safe harbours and the tort principles remains unclear. There has 

been little research conducted on this new legislation. To this end, this thesis raises 

the second hypothesis, that the establishment of Chinese indirect copyright liability 

principles should be based on culpable conduct of the defendant, instead of the 

current knowledge-based liability. By reviewing approaches on the interpretation 

of concepts and factors of indirect copyright liabilities in the United Kingdom and 

the United States, this thesis proposes a reconciled approach, with the United 

States' classification of inducement and contributory liability and the United 

Kingdom's analysis on subjective and objective factors including the relationship, 

control, knowledge, means and due care. 

1.3.3 What Reforms are Necessary for an Efficient Operation of Safe 

Harbour Provisions in China? 

The third research question 1s what reforms are necessary for an efficient 

operation of safe harbour prov1s1ons m China. In order to adapt to new 

technologies and balance the interests between copyright holders and 

intermediaries, such as ISPs, the United States enacted a series of 'safe harbour' 

provisions to limit the ISP's copyright liability, which inspired other jurisdictions 

such as China. The most controversial issues regarding the interpretation and 

application of the safe harbours are the requirements of 'knowledge' and 'control 

and benefit' under§ 512(c) and (d) of the DMCA. 

The knowledge requirement of the DMCA safe harbours states that a service 
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provider shall not be liable if it does not have actual or apparent knowledge of the 

infringing act, or acts expeditiously to stop infringement on obtaining such 

knowledge. 109 Several questions arise as to the knowledge requirement. First, 

regarding the content of knowledge, is it the occurrence of the activity or the 

infringing nature of the activity? Second, is it general or specific knowledge? Third, 

is notice the only source of actual knowledge? Fourth, does apparent knowledge 

include non-compliance notice from the copyright holder, and the knowledge that 

requires further investigation? Fifth, do § 512(c) and (d) of the DMCA codify the 

common law principle of contributory liability for copyright infringement? 

The control and benefit requirement states that a service provider shall not be 

liable if it does not receive a financial benefit directly attributable to the infringing 

activity, when the service provider has the right and ability to control such 

activity.110 The major questions with regard to this requirement are as follows. First, 

is 'item-specific' knowledge of infringement required in the interpretation of the 

'right and ability to control' infringing activity under § 512(c)(1)(B)? Second, does 

this requirement codify the common law vicarious liability? 

The United Kingdom safe harbours 111 adopted the European Directive, 112 which 

share much similarity with the United States' safe harbour rules. However, the 

EU /UK safe harbours made certain modifications to accommodate their own 

situation. 

The Chinese safe harbour provisions, prescribed in the 2006 Regulations, were 

borrowed from section 512 of the United States Copyright Act. They have been 

109 § 512(c)(l)(A) & (d)(l) of the Copyright Law. 

110 § 512(c)(l)(B) & (d)(2) of the Copyright Law. 

111 Articles 17 - 19 of Electronic Commerce (E-Commerce Directive) Regulations 2002. 

112 Article 13 and 14 of the E-Commerce Directive. 
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serving as core rules on the attribution and exemption of indirect liability, prior to 

the promulgation of the 2010 Tort Law and the 2013 Provision. Due to the 

different legal systems and legal traditions, especially with new legislation comes 

into play, the safe harbours need to be updated to accommodate the situation in 

China. For instance, the knowledge standard including 'know,' 'should know' and 

'have reason to know' have caused confusion since these terms coexist in all of the 

above legislation, but bear different meanings. In addition, the control and benefit 

rule in the United States safe harbours was closely related to the vicarious liability, 

but lacks roots in the Chinese copyright law system. This thesis proposes the third 

hypothesis, that the borrow-to-use safe harbours work less efficiently than the 

build-to-suit safe harbours in China, and that therefore the Chinese safe harbour 

provisions need to be revised. 

1.4 Thesis Statement: Five Principles 

Through learning the Anglo-American experience, this thesis finds that compared 

to the borrow-to-use approach, a more efficient build-to-suit approach for a viable 

legal transplantation is recommended. This thesis proposes an independent-tort 

theory oriented, culpable conduct based indirect liability system, with modified safe 

harbour provisions, in China. In this way, a justified and compatible indirect 

liability system can be optimised with equilibrium among relevant parties. 

Specifically, this thesis proposes following principles for the construction of 

indirect liability system for digital copyright infringement in China. 

First, Chapter 3 takes a deep look at history and economics of the copyright law, 

suggesting that principles of technology neutral, balance and efficiency are 

three fundamental principles underpinning the establishment of an indirect 

copyright liability system. 
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Second, through a survey of tort law in Chapter 4, the study contends that the 

long ignored general tort law should serve as guidance for the establishment 

and interpretation of indirect copyright liability rules. 

Third, Chapter 5 analyses the United States' doctrines of contributory liability, 

vicarious liability and inducement liability. It suggests adopting the culpable 

conduct based liability attribution rules in China. 

Fourth, Chapter 6 focuses authorisation liability in commonwealth countries. It 

proposes the transplantation of multi-factors analysis in interpretation of 

attribution rules into China. 

Fifth, Chapter 7 argues that the Chinese rules on exemption of liability are flawed 

and need modification. Through a survey of relevant articles in the United States 

and the United Kingdom, a build-to-suit safe harbours model is recommended 

for China. 

1.5 Research Strategy 

1.5.1 Research Methodology 

This thesis attempts to answer the above research questions through doctrinal 

analysis and comparative study. 

Doctrinal analysis, known as 'black-letter law' approach, is conducted through a 

review of both primary and secondary sources on the relative subject of principles. 

In particular, the study examines legislation and case laws to undertake in-depth 

analysis for a novel perspective on concepts and terms. For instance, the United 

Kingdom established the authorisation liability principle that adopts factors such as 

the relationship, control, knowledge and due care. In the United States, 
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contributory, vicarious and inducing liabilities were developed through case laws, 

with constituting factors such as the mental element (intention or knowledge), the 

right and ability to control, or financial gain. Through doctrinal analysis of each 

liabili ty principles in legislation and case laws, this thesis seeks to find out the 

accurate interpretation of concepts and elements mentioned above, as well as 

justifications behind them. The black-letter analysis is conducted in linguistic, 

contextual, legislative intent and judicial reasoning approaches, which help to 

clarify confusions and find out the true meanings of principles. 

Comparative studies are also adopted to investigate the development of an indirect 

copyright liability regime in the context-of other jurisdictions, and to explore 

whether experience and lessons from other jurisdictions can apply in China for the 

improvement of a Chinese indirect copyright liability regime. Comparison includes 

both retrospective studies that look at events that have already occurred, 

and prospective studies, that examine variables from the present forward. The law 

in the area of indirect liability derives from a number of sources - statutory rules 

specific to the copyright area, case law developments in copyright and more 

general common law or civil law legal rules. Thus, the comparative study of the 

common law and civil law rules is critical to this research. 

1.5.2 Limitations of the Research 

There are, of course, limitations to every research, especially to ones that are 

closely connected to modern technology. This thesis cannot answer all questions 

related to this topic. There is an intrinsic contradiction between law and technology 

- law requires stability and technology is always changing. The law that regulates 

technology is the most difficult subject within the copyright law regime. Therefore, 

a universal solution for all is impossible. In addition, when evaluating different 

indirect li ability rules from a broad public policy perspective, it is important to 
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remember that indirect liability is just one of several mechanisms by which society 

tailors the incentive to create and disseminate original work. Indirect liability must 

be evaluated in the light of these alternatives.113 With two limitations bearing in 

mind, this thesis sticks to the technology neutrality principle and contributes to the 

existing literature within the boundary of indirect copyright liability regime. 

1.5.3 Outline of the Research 

This thesis comprises eight chapters. 

Chapter 1 introduces the background and the rationale of the study, indicating that 

the indirect copyright liability regime is justified on grounds of efficiency and on 

moral grounds, and has become a hot topic in digital society. The research reviews 

three major debates on indirect copyright liability in China, indicating that the 

research questions are surrounding the tort law basis, the attribution and 

exemption of indirect copyright liability. The study seeks to answer three research 

questions through examining major theories in the current indirect copyright 

liability regime using comparative methods and doctrinal analysis with reference to 

the Anglo-American experiences. This thesis establishes five major principles for 

the construction of an indirect copyright liability system in China. 

Chapter 2 focuses on current indirect liability rules in China. Following literature 

review of three debates, the study mainly introduces the safe harbour provisions 

under the 2006 Regulations and liability attribution provisions under the 2013 

Provision. Given that the Chinese safe harbour provisions were a result of learning 

from United States' rules, it is inevitable that the interpretation and application of 

Chinese rules are deeply affected by the United States' rules. However, due to the 

113 See William Landes & Douglas Lichtman, 'Indirect Liability for Copyright Infringement: 
Napster and Beyond' (2003)17(2) Journal of Economic Perspectives 113, 122. 
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differences of the two legal systems, the lack of attribution on indirect copyright 

liability in China, and the misunderstanding of the United States safe harbours, 

there has been enormous confusion surrounding current Chinese safe harbours 

regime. This thesis argues that the 2006 Regulations need to be revised based on 

the correct understanding of the US laws. The 2013 Provisions is an important 

supplement to the current legal framework on the attribution of indirect copyright 

liability. It will help courts at all levels in China to keep pace with the times and to 

be more scientific and normalised in adjudicating copyright cases in the future. 

However, there have been certain defects that need to be corrected. The thesis 

suggests that the current knowledge-based liability attribution rules should be 

amended. 

Chapter 3 concerns the theoretical foundations of indirect copyright liabili ty from 

the perspectives of history and economics. A comparative study of copyright 

history between the United Kmgdom and China discovers that the role played by 

intermediaries has been more significant than ever. Copyright is a dynamic subject 

with the aim of balancing interests between the copyright holders, the public and 

the intermediaries. Economical observation evaluates the conflict interests, with an 

aim of probing into the possibility of establishing a balance between different 

interested parties. Through multifaceted analysis, this chapter tries to re-evaluate 

the copyright theoretical underpinning to build a solid foundation for indirect 

copyright liability. 

Chapter 4 reviews the tort law underpinning for indirect copyright liabiliti es. The 

discussion on the tort law basis of indirect copyright liability takes place by 

examining the general tort law principles and suggests mutual inspiration between 

two areas of law. It also reveals what principles tort law could offer in constructing 

a balanced indirect copyright li ability system 
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Chapter 5 describes the changing legal framework of indirect copyright liability in 

the United States. It identifies the various forms of indirect liabilities in the current 

copyright law regime through examining cases such as So'!Y, Napster and Grokster to 

see how the interests of intellectual property right holders and technology 

innovators have been balanced. 

Chapter 6 examines authorisation liability in the United Kingdom and Australia. It 

provides the legal frameworks and principles of the doctrine and depicts important 

case laws. It also summarises and compares major legislative models in 

controversial areas across the United Kingdom and Australia. The study finds that 

the authorisation liability approach has limits in the conceptual analysis. In 

conclusion, it suggests that the approach of adopting both the objective and 

subjective elements of authorisation liability provide invaluable lessons for the 

construction of the indirect copyright liability system in China. 

Chapter 7 discusses the exemption of indirect copyright liability - the safe harbour 

provisions. Taking the United States' DMCA safe harbours as an example, this 

chapter provides detailed interpretations by invoking relevant scholarly debates and 

court opinions, to create more clarity in the application of th.e rules. This thesis 

also compares major differences between rules in the United Kingdom and the 

United States, suggesting a workable model for amending safe harbour rules in 

China. 

Chapter 8 closes with a set of guidelines and goals proposed in order to establish 

an efficient, well-balanced and predictable indirect copyright liability system in 

China. The intention of this chapter is to provide China with some specific 

suggestions as to how it could incorporate the copyright theories and their national 

copyright policies into its domestic digital legislative reform, and develop models 

that strike a better balance among all stakeholders. By referring to the United 
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States' attribution of liability approach and the United Kingdom's factors analysis 

approach, this thesis recommends a tort-oriented, culpable conduct-based indirect 

copyright liability system, with modified safe harbour provisions, in China. 
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Chapter 2 Indirect Copyright Infringement on the Internet 

in China: Debates and Problems 

2.1 Introduction 

In order to address the digital revolution that has challenged copyright protection, 

China has carried out a series of legislative attempts at developing an indirect 

copyright liability system in recent years. The joint tort oriented, knowledge­

centred liability attribution rules and a set of borrowed safe harbour provisions 

from the United States have set out the rudiments of the indirect copyright liability 

regime to deal with digital copyright infringements. 

However, there have been constant debates on the confusing joint tort law 

underpinning, the inconsistent knowledge standard and the conflicting nature of 

safe harbours, which are major factors impeding the effective copyright law 

enforcement and the efficient operation of the intermediary's business. 

Through critical reviews of defects in current copyright regime, it suggests that up­

to-date indirect copyright liability principles need to be established and current 

regulatory instruments need to be remoulded and elaborated. 

2.2 Three Debates on Indirect Copyright Liability Rules 

Through critical reviews of the literature with regard to indirect liability for 

copyright infringement in China, the study finds that, despite joint efforts in 

establishing an indirect copyright liability system, disagreements exist, and have 

been presented in the following debates: the debate on the theoretical basis for 

NSP copyright liability in China, the debate on the confusion concerning the NSP's 

knowledge standard, and the debate on the nature of the safe harbour provisions. 
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This thesis proposes that in order to establish a well-defined and structured 

indirect copyright liability system, remoulding and updating relevant regulatory 

instruments are needed. 

2.2.1 Debate on the Tort Basis for NSP Copyright Liability 

Generally speaking, tort infringement acts lead to tort liability. However, under 

current tort theory, debates among scholars on the tort infringement basis of NSP 

copyright liability have been getting heated. Some argue for joint infringement, 1 

while others argue that NSPs are severally liable. 2 Prior to the promulgation of the 

2010 Tort Liability Law, the act of joint infringement was used to define the 

relationship between the NSP and the network users; for instance, the 2006 

Network Interpretation provides that the NSP shall bear joint liability with the 

users. 3 The same approach was adopted in Article 23 of the 2006 Regulation. 4 

1 See, e.g., Ming Yang, 'Discussion on 'Indirect Infringement': Taking 'Baidu & Yahoo' Cases as 
the Beginning' (2009) 1 Internet Law Review 11; also see Handong Wu, 'Analysis of the Online 
Infringement Liability from the Perspective of Tort Law' (2010) 6 Studies in Law & Business 
28; Handong Wu, 'Tort Lliability for Indirect Infringement of Copyright in the Internet 
According to Article 36 of the Tort Law PRC' (2011) 2 China Legal Science 38. 

2 See, e.g., Lixin Yang, 'On Overlapping Torts' (2013) 1 Tsinghua Law Review 119; and Lixin 
Yang, 'Comprehension and Interpretation of Internet Infringement Liability Regulated in the 
Tort Law' (2010) 2 Journal of National Prosecutors College 3; Also see Wei Xu, 'The 
Redefinition and Systematic Influence of Notice and Takedown Regime' (2013) 1 Modern Law 
Science 58. 

3 Article 4 of the 2006 Network Interpretation provided that 'where an internet service provider 
participates in any act of another person to infringe copyright through network, or aids and 
abets, on the internet, others to carry out any act of copyright infringement, the people's court 
shall, pursuant to the provision of Article 130 of the General Principles of the Civil law, 
investigate it and other actors or any other person having directly carried out the infringement, 
and impose joint liability thereon.' See Ibid. 

4 Article 23 of the 2006 Regulation provides that 'where a network service provider that provides 
searching or linking service to its subscribers, disconnects the link to the infringing works, 
performances, sound recordings or video recordings upon receipt of the right owner's 
notification according to these Regulations, it shall not be liable for damages; where it knows 
or has reasonable grounds to know that the linked works, performances, sound recordings or 
video recordings infringe another person's right, it shall be jointly liable for the infringement.' 
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However, the 2010 Tort Liability Law recognizes joint and several liabiliti es for 

aiding and abetting torts, without referring to its liability basis. 5 In judicial practice, 

Chinese courts have been employing the joint infringement theory. For instance, in 

the case Zhongkai Culture v. Guangzhou S hu/ian6, the court applied the 2006 Network 

Interpretation, stating that the defendant, who did not upload a film for direct 

downloading, had abetted and assisted the users in committing the infringement 

and should bear joint infringement liability with direct infringers.7 

Among academics, Professor Ming Yang argues for joint infringement as a basis 

for NSP liability in China. 8 He points out that unlike the criminal law, joint 

infringement in civil law tort theory stresses an objective infringement act, rather 

than the existence of conspiracy or joint intent or knowledge. 9 If the indirect 

infringement system is used to define NSP liability in the form of assisting 

infringement, major confusion will occur surrounding the nature of the 

relationship between a direct and indirect infringer.10 Based on this observation, he 

claims that it is unnecessary to import an indirect infringement system in China.11 

5 Article 8 of the 2010 Tort Liability Law provides that 'where two or more persons jointly 
commit a tort, causing harm to another person, they shall be liable jointly and severally.' Article 
9 stipulates that 'one who abets or assists another person in committing a tort shall be liable 
jointly and severally with tl1e tortfeasor.' 

6 Gttangdong Zhongkai Culture Development Ltd v. Guangzhou Shulian SeftJvare Technology Ltd., the 
Shanghai No.1 Intermediate People's Court, No. Huyizhongminwu384/2006. 

7 Ibid. 

8 Ming Yang, 'Discussion on 'Indirect Infringement': Taking 'Baidu & Yahoo' Cases as the 
Beginning' (2009) 1 Internet Law Review 11. 

9 Ibid 23. 

10 Ibid 23. 

11 Ibid 28. 
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However, the above point of view has been challenged by Wei Xu, whose 

argument stems from the concept of joint infringement itself. 12 The major 

disagreement concerns the question of whether the infringements committed by 

multiple persons without connected intent constitute joint infringement. For a 

start, he suggests a systematic reading of articles 8 through 12 of the 2010 Tort 

Liability Law, and finds that the answer to the above question is no.13 He advises 

assisting infringement liability rather than joint infringement liability in a situation 

without connected intent between NSP and its users.14 Next, he analyses a dilemma 

in practice if the NSP is considered as a joint tortfeasor. Under the joint 

infringement theory, the joint tortfeasor is required to participate in the necessary 

joint action as a necessary party to the litigation.15 However, in practice, users who 

commit direct infringement are highly impossible to locate, or the cost is too high 

to be added as a party to the litigation.16 In addition, the NSP that bears liability 

has a right to pursue recovery from direct infringers, but it is difficult and 

impractical for an NSP to do so.17 Accordingly, Xu proposes that the NSP shall be 

severally rather than jointly liable.18 

Tort law Professor Lixin Yang provides a third opinion.19 Professor Yang describes 

a logic gap between the infringement committed by multiple parties and respective 

12 Wei Xu, 'Questioning the Joint Liability of Internet Service Providers' (2012) 5 Legal Science 
Monthly 82, 82 (2012). 

13 Ibid 83. 

14 Ibid 84. 

15 Ibid 85. 

16 Ibid 86. 

17 Ibid. 

18 Ibid. 

19 Lixin Yang, 'On Overlapping Torts' (2013) 1 Tsinghua Law Review 119. 
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liability forms in traditional tort law theory in China.20 The unresolved question is 

whether the combination of direct infringement and indirect infringement 

constitutes joint infringement. He advises that it is not joint infringement but joint 

and several liabilities based on consideration of public policy. 21 From his point of 

view, infringement activity leads to corresponding infringement liability. Given that, 

joint infringement leads to joint and several liability, the independent infringement 

act leads to proportionate liability, and the third party infringement leads to third 

party liability. A gap, consequently, is generated concerning the correspondent 

form of infringement, which leads to unreal joint liability. 22 He proposes a concept 

of 'overlapping infringement,' 23 constituted by multiple infringement activity, 

which has direct or indirect causation of the damage. The infringer bears the 

unreal joint liability. When the concept of overlapping infringement comes into 

play, the logic gap that has long existed in tort law theory is filled. In this light, the 

theoretical basis for NSP liability can be initially established. 24 

2.2.2 Debate on the NSP's Knowledge Standard 

The requisite level of knowledge possessed by the NSP in determining its liability 

of online copyright infringement committed by its users has also been one of the 

major controversies in China. The 2000 Network Interpretation raises the 'explicit 

20 Ibid 120. 

21 Lixin Yang, 'Comprehension and Interpretation of Internet Infringement Liability Regulated 
in the Tort Law' (2010) 2 Journal of National Prosecutors College 3, 9. 

22 Professor Lixin Yang explains that 'unreal joint liability refers to the act conducted by multiple 
tort-feasors, in violation of the statutory obligations, which results in damage of one victim, or 
different acts conducted by different tort-feasors, which rusult in the same tort liability. In each 
case, any tort-feasor bears full liability for the performance of the others, whose liability are 
thus eliminated. It also refers to the liability in accordance with the provisions of the special 
form of torts'. See: Lixin Yang, Tort Liability La1JJ (2d edn, China Law Press 2012), 125. 

23 See Lixin Yang, 'On Overlapping Torts' (2013) 1 Tsinghua Law Review 119, 123. 

24 Ibid. 
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knowledge' requirement in Article 5.25 The 2006 Regulation sets forth the requisite 

knowledge requirement for limiting the liability of NSPs that provide services 

related to information storage and searching or linking. Article 22(3) employs the 

terms 'knows' or 'has reasonable ground to know' for limiting liability of an NSP that 

provides storage space, 26 while Article 23 uses the phrase 'explicit!J knows' and 

'should have kn01vn' for an NSP that provides searching or linking services.27 Prior to 

the promulgation of the 2013 Provision, it was unclear what 'should have known' 

means. For instance, the IFPI v Baidir8 and IFPI v Yahoa29 cases were very similar, 

25 Article 5 (later Article 4 in the 2004 and 2006 versions) of the 2000 Network Interpretation 
provides that 'a network service provider that provides content service explicitbi knows that 
network users use its network to infringe copyright of others, or after receiving a substantiated 
warning from copyright owners but fails to take measures such as removing the infringing 
content to eliminate consequence of the infringement, the People's Courts shall pursue joint 
liability of the network service provider for infringement with network users, pursuant to 
Article 130 of the General Principles of the Civil Code.' [Emphasis added] 

26 Article 22 provides that a 'network service provider that provides its subscribers with network 
storage space for them to make works, performances, sound recordings or video recordings 
available to the public, and meets the following conditions shall not be liable for damages: 

it clearly indicates that the network storage space is provided to its subscribers and discloses the 
name, person to contact, and network address of the network service provider; 

it does not alter the works, performances, sound recordings or video recordings provided by its 
subscribers; 

it does not know or has no reasonable grounds to know that the works, performances, sound 
recordings or video recordings provided by its subscribers infringe any other persons' rights; 

it does not seek financial benefits directly from the works, performances, sound recordings or 
video recordings provided by its subscribers; 

it promptly removes, according to these Regulations, the works, performances, sound recordings 
or video recordings alleged of infringement by the right owner upon receipt of notification.' 

27Article 23 stipulates that 'where a network service provider that provides searching or linking 
service to its subscribers, disconnects the link to the infringing works, performances, sound 
recordings or video recordings upon receipt of the right owner's notification according to 
these Regulations, it shall not be liable for damages; where it knows or should have known that 
tl1e linked works, performances, sound recordings or video recordings infringe another 
person's right, it shall be jointly liable for the infringement.' 

28 IFPI v Baidu, The Beijing No.1 Intermediate People's Court, No. Yizhongminchuzi 7695/2005; 
the Beijing Higher People's Court, No. Gaominzhongzi 597 /2007. 
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both concerrung the search engme and linking service providers sued by the 

recording labels. Nevertheless, they produced different results. In IFPI v Baidu, the 

IFPI sued Baidu on behalf of seven music companies for providing links to a 

website that offered free downloading of infringing songs. 30 The Beijing First 

Intermediate People's Court ruled in favour of Baidu, holding that the plaintiff 

failed to notice Baidu of the infringing files and Baidu had no fault for searching 

and linking to the other websites because it 'should not have known' of the 

infringing material.31 The Beijing Higher People's Court upheld the decision. 

However, in a similar case IFPI v Yahoo, the defendant Yahoo who provided links 

to the third websites for free music downloading, was held liable for aiding 

infringement.32 It is notable that though the defendants in both cases provided the 

same service, there were different facts that were essential for the decision. The 

music labels sent notices to the defendant including the name of the song, the 

name of the album and the singer of each infringing file . The court held that the 

above three pieces of information were enough to locate the copyrighted music 

However, Yahoo refused to disconnect the access to the infringing material. 33 

Yahoo should have known of the infringement, therefore it constituted aiding 

infringement. 34 

29 IFPI v A libaha, the Beijing No.2 Intermediate People's Court, No. Erzhongminchuzi 
2626/2007; the Beijing Higher People's Court, No. Gaominzhongzi 1990/2007 

30 IFPI v Baidu, The Beijing No.1 Intermediate People's Court, No. Yizhongminchuzi 7695/2005. 

31 Ibid. 

32 IFPI v A libaba, the Beijing No.2 Intermediate People's Court, No. Erzhongminchuzi 
2626/ 2007; the Beijing Higher People's Court, No. Gaominzhongzi 1990/2007. 

33 Ibid. 

34 Ibid. 
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In another case Fatrya v Baidu,35 the right holder also sent notices to the defendant, 

demanding the defendant to disconnect access to the infringing material. However, 

these notices were different from the notices sent in IFPI v Yahoo that was 

sufficient for locating the illegal music files. Instead, the notices from Fanya only 

provided the name of the song, with which alone would be very difficult to locate 

the copyrighted material enjoyed by the copyright holders. 36 

In order to understand what constitute 'know' or 'should have known' for a 

searching or linking service provider, first, a notice that is sufficient to locate the 

infringing material is required. An incompliant notice will not constitute explicit 

knowledge but if it is sufficient to locate the infringing material, the 'red flag' test 

is met.37 Second, there are different types of service provided by the searching or 

linking NSPs. One is the search box, which has no bias towards the content it 

linked when the key words are being typed in. The other is the list provided by 

some search engines. By clicking song or singer's names in the list such as 'top 100' 

songs, users can reach the same result as typing the name in the search box. 

However, the culpability of the search engine provider under the two situations is 

different. By providing the list, the search engine providers are supposed to have 

35 Faf!)la v Baidu, the Beijing Higher People's Court, No. Gaominchuzi 1201/2007; No. 
Gaominzhongzil 18/2007; The Supreme People's Court, No. Minsanzhongzi 2/2009. 

36 Faf!)la v Baidu, the Beijing Higher People's Court, No. Gaominchuzi 1201/2007; No. 
Gaominzhongzil 18/ 2007. 

37 The term 'red flag', referred to apparent knowledge, was borrowed from the United States safe 
harbour knowledge standard. See S. Rep. No. 105-190, at 44 (1998): 'Subsection (c)(1)(A)(ii) 
can best be described as a 'red flag' test. As stated in subsection (1), a service provider need not 
monitor i ts service or affirmatively seek facts indicating infringing activity (except to the extent 
consistent with a standard technical measure complying with subsection (h)), in order to claim 
this limitation on liability (or, indeed any other limitation provided by the legislation). However, 
if the service provider becomes aware of a 'red flag' from which infringing activity is apparent, 
it will lose the limitation of liability if it takes no action.' On relevant discussion in China, 
please see Yang Cao, 'The State of Mind of Infringers in Rendering Intellectual Property 
Indirect Infringement Llability: Take ISP as the Main Object' (2012) 11 Intellectual Property 24. 
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higher duty of care. When infringing material is apparent like a 'red flag' from a 

glance of the list, the service provider is required to disconnect it, rather than 

turning a blind eye to the infringement.38 

The NSP knowledge standard has also been uncertain since the drafting of Article 

3639 of the 2010 Tort Liability Law. 40 There is no doubt that 'know' includes 

'explicitly know.' However, whether it also includes 'should have known' or 'have 

reason to know' generates fierce discussion. Some legal professionals maintain that 

'know' includes 'should have known' because 'many culpable internet service 

providers might escape liability if their liabilities are only based on actual 

knowledge,'41 while some disagree because 'it would incur a considerable duty of 

care for website operators.' 42 The third opinion suggests that the knowledge 

requirement includes 'have reason to know' instead of 'should have known,' 

because the latter may increase the level of care for internet service providers, 

whereas the former is equal to 'awareness of facts or circumstances' under the 

DMCA.43 Though the two terms both relate to the term 'constructive knowledge,' 

and vaguely to the duty of care under the tort of negligence at common law, they 

have a slight difference: 

38 Qian Wang, 'On the Determination of Indirect Liability of Information Location Service 
Providers' (2009) 2 Intellectual Property 3. 

39 Article 36(3) provides that 'where a network service provider knows that a network user is 
infringing upon a civil right or interest of another person through its network services, and 
fails to take necessary measures, it shall be jointly and severally liable for any additional harm 
with the network user.' 

40 Qian Tao, 'The Knowledge Standard for the Internet Intermediary Liability in China' (2011) 
20(1) International Journal of Law and Information Technology 1, 2-3: 'In the preliminary 
draft and the second draft of the Tort Liability Law, the term used was 'actua!/y kneiv', then the 
legislators changed it to 'kneiv' in the third draft, and it was 'knew or should have knmvn' in the 
fourth draft, ultimately 'knen/ is used in the final version.' [Emphasis added] 

41 Ibid 3. 

42 Ibid 4. 

43 Ibid 4. 
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The term 'had reason to know' has a slight difference with 'should 
have known'. The first centers on the 'reason', while, the second 
emphasizes the 'duty' which could be a legal duty of care under a 

statute or based on an agreement. The 'has reason to know' is more 
like a factual determination based upon the circumstances and 
information available to the parties, while, the 'should have known' is 
more like a judicial determination of what is a reasonable level of 

knowledge given the parties and the circumstances. Hence, the first is 
a party-specific objectivity, and the second is a community-focused 
objectivity.44 

Tao disagrees with all above op1ruons m interpreting 'know' in the 2010 Tort 

Liability Law and instead proposes the United States' approach in the DMCA. 45 

Since there has been no rule in China preventing the monitoring obligation, 46 the 

first and third approaches would result in disproportionate burdens on 

intermediaries. In addition, Tao argues that the adaptation of the term 'reason to 

know' and 'should have known' in Article 22 of the 2006 Regulation is a 

misunderstanding by legislators. 47 An interpretation that is consistent with the 

DMCA would avoid more confusion and legal uncertainty. 48 

44 Ibid 13. 

45 Ibid 14. 

46 The 2013 Provision stipulates, although in an implied pattern, that the NSP has no monitoring 
obligation to seek out facts and circumstances indicating illegal activities. See Paragraph 2 of 
Article 8 of the 2013 Provision: 'where a network service provider fails to conduct proactive 
examination regarding a network user's infringement of the right of dissemination on 
information networks, the people's court shall not determine on this basis that the network 
service provider is at fault.' Paragraph 3 further provides that: 'where a network service 
provider is able to prove that it has taken reasonable and effective technical measures but it is 
still difficult for it to discover a network user's infringement of the right of dissemination on 
information networks, the court shall determine that the network service provider is not at 
fault.' 

47 Qian Tao, 'The Knowledge Standard for the Internet Intermediary Liability in China' (2011) 
20(1) International Journal of Law and Information Technology 1, 14. 

48 Ibid 17. 
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Prior to the promulgation of the 2013 Provision, Tao's interpretation of 'know' in 

Article 36 of the 2010 Tort Liability Law was of great significance, because a 

broad interpretation of the knowledge standard would lead to an excessive burden 

for the NSP. However, since 2013, the status of NSP liability has changed. Indirect 

copyright liability attribution rules, which employ 'know' or 'should have known' 

have been introduced based on the knowledge of an NSP.49 

Under the rudimentary framework of indirect liability for digital copyright 

infringement, the knowledge requirement in different legislation needs to be re­

examined. Article 36 of the 2010 Tort Liability Law adopts a horizontal approach 

which is applicable to both intellectual property infringement and other civil claims 

governing all types of content including copyright, and defamatory and obscene 

content.50 It is advisable to interpret this article in a broad way, because it 'is not 

only fatal to the imposition of copyright liability on [NSPs] but also important for 

other kinds of content-related liability for [NSPs] such as liability for defamatory 

content.'51 Further, as a liability attribution rule rather than liability exemption rule, 

the knowledge requirement in Article 36 is obviously broader than that of the safe 

harbour provisions under the 2006 Regulation. It is therefore concluded that the 

term 'know' in article 36 of the 2010 Tort Liability Law embraces the meaning of 

'explicitly know' and 'should have known' to determine the NSP's knowledge of 

copyright infringements committed by the third party. 

49 Article 8 of the 2013 Provision. 

so Paragraph 1 of Article 36 provides that 'a network user or network service provider who 
infringes upon the civil right or interest of another person through network shall assume the 
tort liability.' 'Civil right' above, according to Article 2 of the 2010 Tort Liability Law, include 
'the right to life, the right to health, the right to name, the right to reputation, the right to 
honour ... copyright .. . and other personal and property rights and interests.' 

si Weixiao Wei, 'ISP Copyright Liability in China: Collision of the Knowledge Standard and the 
New Tort Liability Act' (2011) 33(8) European Intellectual Property Review 507, 516. 
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2.2.3 Debate on the Nature of the Safe Harbours 

Articles 20 to 23 of the 2006 Regulation, perceived as 'safe harbour provisions',52 

have been under extensive discussion in China. 53 The safe harbours provisions 

provide liability limitations for four types of network service providers that 

provide services of 'automatic access', 54 'automatic storage', 55 'network storage 

space'56 and 'searching or linking service'.57 

There have been passionate and polarized debates on the nature of the Chinese 

'safe harbour' provisions provided in the 2006 Regulation. 58 A contextual analysis 

suggests the language used in the 2006 Regulation reflects divergent approaches 

towards the liabili ty model. For instance, the safe harbours all use the language of 

liability limitation, such as 'shall not be liable for damages'; 59 however, the 

Regulation provides the liability attribution in the second section: 'where it knows 

or has reasonable ground to know that the linked works, performances, sound 

52 Articles 14-17 and 24, rule on the 'notice and take-down' procedure, similarly to its US DMCA 
counterpart. However, safe harbour provisions in China is generally referred to as Articles 20-
23 of the 2006 Regulation. 

53 See Qian Wang, 'Effect of the Safe Harbour Provisions Under the Communication 
Regulations' (2010) 6 Legal Science Monthly 128.; Wei Xu, 'The Redefinition and Systematic 
Influence of Notice and Takedown Regime' (2013) 1 Modern Law Science 58; Seagull Haiyan 
Song, 'A Comparative Copyright Analysis of ISP Liability in China Versus the United States 
and Europe' (2010) 27(7) The Computer & Internet Lawyer 1. 

54 Article 20 of the 2006 Regulation. 

55 Arti cle 21 of the 2006 Regulation. 

56 Arti cle 22 of the 2006 Regulation. 

57 Article 23 of the 2006 Regulation. 

58 See, e.g., Wei Xu, 'The Redefinition and Systematic Influence of Notice and Takedown Regime' 
(2013) 1 Modern Law Science 58 (2013); Jiarui Liu, 'The Safe Harbour Rules of the Chinese 
Network Service Providers: a Comment on the Yahoo Case' (2009) 19 Intellectual Property 13; 
Qian Wang, 'Effect of the Safe Harbour Provisions Under the Communication Regulations' 
(2010) 6 Legal Science Monthly 128. 

59 Article 20 to 23 of the 2006 Regulation. 
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recordings or video recordings infringe another person's right, it shall be jointly 

liable for the infringement.'60 Given the ambiguity of what is prescribed in the 

legislation, both courts and academics suggest clarifying the nature of the 

provisions.61 Although safe harbours have generally been considered by academic 

circles as liability exemptions, some disagree. 62 

There is a general international consensus on the purpose of safe harbours. For 

instance, the European Union Directive on Electronic Commerce63 defines the 

safe harbours as a 'limitation of liability' or as constituting an 'exemption from 

liability.' 64 The same approach is adopted in the United States. 65 In China, the 2010 

Guiding Opinion issued by the Beijing Higher People's Court referred to Articles 

60 Article 23 of the 2006 Regulation. 

61 See, e.g., Qian Wang, 'Study on Copyright Infringement of Video-Sharing Websites' (2009) 5(2) 
Frontiers of Law in China 275; Xue Snow Dong & Krishna Jayakar, 'The Baidu Music 
Settlement: a Turning Point for Copyright Reform in China?' (2013) 3 Journal of Information 
Technology 77; Huaiwen He, 'Safe Harbour Provisions of Chinese Law: How Clear Are Search 
Engines from Liability?' (2008) 24 Computer Law & Security Report 454 (2008); Wenqi Liu, 'A 
Critical Review of China's Approach to Limitation of the Internet Service Provider's Liability: 
a Comparative Perspective' (2011) 16 Journal of Intellectual Property Rights 235; Ke Steven 
Wan, 'Internet Service Providers' Vicarious Liability Versus Regulation of Copyright 
Infringement in China' (2011) 2 Journal of Law, Technology & Policy 376; Qian Tao, Legal 
Framework of Online Intermediaries' Liability in China' (2012) 14(6) INFO 59. 

62 See Wei Xu, 'The Redefinition and Systematic Influence of Notice and Takedown Regime' 
(2013) 1 Modern Law Science 58. 

63 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on 
certain legal aspects of information society services, in particular electronic commerce, in the 
Internal Market [2000] OJ L 178/1 (hereinafter referred to as E-Commerce Directive). 

64 Recital (46) of the E-Commerce Directive provides that 'in order to benefit from a limitation 
of liability, the provider of an information society service, consisting of the storage of 
information, upon obtaining actual knowledge or awareness of illegal activities has to act 
expeditiously to remove or to disable access to the information concerned ... ' 

65 The heading of section 512 of the United States Copyright Act is 'limitation on liability 
relating to online material'. 
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20 to 23 of the 2006 Provision as constituting a 'liability exemption.'66 Similarly, the 

mainstream academic view notes that the major purpose of the notice and take 

down procedure is exempting the indirect liability of NSP for the direct 

infringement committed by network users; that the nature of the NSP safe 

harbours is not liability attribution but exemption; and that the safe harbours is not 

the final establishment of the liability but the defences.67 

However, Wei Xu disagrees with the academic consensus. 68 He argues that 

adopting the theory of liability exemption contradicts the NSP's fault-based 

liability for third party copyright infringement. 69 He proposes the following 

inferences, based on the theory of liability exemption. First, the infringement 

liability is established before the notice is received by the NSP, and the liability is 

exempted as soon as the NSP deletes the infringing content. 70 Second, the 

infringement liability is not established before the notice is received by the NSP 

but after, and the liability is exempted as soon as the NSP deletes the infringing 

content. 71 He indicates that the first inference contradicts fault-based liability 

66 Part 3(4) of the Guiding Opinions (I) of Beijing Higher People's Court on Several Issues 
Concerning the Trial of Cases Involving Networks Copyright Disputes (for Trial 
Implementation) Jinggaofafa [201 O] 166. Translation available at 
<http://www.lawinfochina.com/display.aspx?lib:=law&Ibid:=8388&CGid:=> accessed 14 
September 2014. 

67 See academic opinions summed up in part 1(1) of Wei Xu, 'The Redefinition and Systematic 
Influence of Notice and Takedown Regime' (2013) 1 Modern Law Science 58; Also see Jiarui 
Liu, 'The Safe Harbour Rules of the Chinese Network Service Providers: a Comment on the 
Yahoo Case' (2009) 19 Intellectual Property 13, 14. 

68 Wei Xu, 'The Redefinition and Systematic Influence of Notice and Takedown Regime' (2013) 
1 Modern Law Science 58, 59. 

69 Ibid 61 - 62. 

70 Ibid 62. 

7 1 Ibid. 
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because before the notice 1s received, the NSP bears no fault. 72 The second 

inference, according to Xu, is also incorrect because if receiving the notice means 

fault, this would contradict Article 36(3) of the 2010 Tort Liability Act,73 which 

suggests that fault means knowledge and failing to delete. 74 However, this inference 

has severe defects. First, the author falsely states that the fault-based liability 

requires that before the notice is received there has been no fault with the NSP. 

This statement equates fault with notice, leaving out the possibility of other forms 

of knowledge of an NSP including actual knowledge obtained before receiving of 

the notice and the red flag knowledge. Second, the author misunderstands the 

meaning of fault as knowledge plus failing-to-delete. It has been made clear under 

Article 8 of the 2013 Provision that fault of the NSP means knowledge of a 

network user's infringement. 75 

Qian Wang, a leading professor in the area of NSP copyright liability, argues that 

the safe harbour provisions are actually two sides of the same coin- serving as 

both the attribution and limitation of NSP liability. 76 By analysing each condition in 

the safe harbour provisions, he suggests that some liability exemption provisions 

72 lbid. 

73 Article 36(3) provides that 'where a network service provider knows that a network user is 
infringing upon a civil right or interest of another person through its network services, and 
fails to take necessary measures, it shall be jointly and severally liable for any additional harm 
with the network user.' 

74 See Part 1(3) of Wei Xu, 'The Redefinition and Systematic Influence of Notice and Takedown 
Regime' (2013) 1 Modern Law Science 58, 62. 

75 Article 8(1) of the 2013 Provision provides that 'The people's court shall determine whether a 
network service provider is liable for infringement as an abettor or aider according to the fault 
of the network service provider. The fault of a network service provider means whether the 
network service provider knows or should have known a network user's infringement of the 
right of dissemination on information networks.' 

76 Qian Wang, 'Effect of the Safe Harbour Provisions under the Communication Regulations' 
(2010) 6 Legal Science Monthly 128. 
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correspond to direct liability and some correspond to aiding liability. 77 For instance, 

Article 22(3) provides that the NSP shall not be liable for damages if 'it does not 

know or has no reasonable grounds to know that the works, performances, sound 

recordings or video recordings provided by its subscribers infringe any other 

persons' rights.'78 This is obviously an expression of liability attribution. Expressing 

this article another way-as 'knows or has reasonable ground to know'-forms the 

attribution of aiding liability. Prior to the promulgation of the 2013 Provision, this 

'two sides of the same coin' approach facilitated the understanding of the NSP's 

copyright liability for infringement committed by users under circumstances for 

which there were no relevant laws regarding indirect liability. 

Since the 2013 Provision has been issued, Wang's approach, which has been 

adopted by China's courts for years, is no longer compatible. First, not all safe 

harbour provisions correspond to a form of liability attribution. Distinguishing 

these provisions becomes a difficult task when applying the safe harbours. Second, 

problems occur with applying the conditions of each safe harbour: Are the 

conditions necessary, sufficient or both? An in-depth analysis of United States' 

safe harbour provisions below will facilitate an understanding of the changes in 

China's safe harbour provisions. 

An analysis of laws, cases and academic debates over recent years in China shows 

that the root of confusion and chaos in the Chinese copyright regime is the 

absence of systematic indirect copyright liability rules. The lack of comprehensive 

indirect copyright liability principles not only leaves a degree of uncertainty to the 

issue of digital copyright infringement, but also creates a loophole in Chinese tort 

law. Unlike the United States, which has established indirect liability for intellectual 

77 Ibid 136. 

78 Ibid. 
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property infringement through legislation and case law, China has been left 

behind-although a significant body of research has contributed to this area. It is 

reasonable to speculate that the inconsistency in the copyright regime, even in the 

tort law regime, has posed a significant threat to the interpretation and application 

of digital copyright infringement in judicial practice. 

2.3 Incompatible Safe Harbour Provisions in the 2006 Regulation 

Current safe harbour provisions in China79 have adopted rules from the United 

States' DMCA, and tried to establish an NSP liability system similar to the United 

States. However, it failed to accommodate the specific condition in China. 

Specifically, major concern arises as to the confusing knowledge standard in article 

22 and 23, and the high financial benefit requirement stipulated in article 22 of the 

2006 Regulation. The next generation of the NSP liability regime in China should 

correct this flaw and avoid repeating the same mistake. 

For the network storage space service providers, article 22 of the 2006 Regulation 

provides that: 

A network service provider that provides its subscribers with network 
storage space for them to make works, performances, sound 
recordings or video recordings available to the public, and meets the 

following conditions shall not be liable for damages: 

(1) it clearly indicates that the network storage space is provided to its 
subscribers and discloses the name, person to contact, and network 

. address of the network service provider; 
(2) it does not alter the works, performances, sound recordings or 

video recordings provided by its subscribers; 

79 Article 20-23 of the 2006 Regulation. English translation available at 'Statutes & Rules: 
Regulations for the Protection of the Right of Communication through Information Network' 
(2006) 3 China Patents & Trademarks 90. 
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(3) it does not knoiv or has no reasonable grounds to know80 [emphasis added 
by author] that the works, performances, sound recordings or 
video recordings provided by its subscribers infringe any other 
persons' rights; 

(4) it does not seek financial benefits direct!J from [emphasis added by 
author] the works, performances, sound recordings or video 
recordings provided by its subscribers; 

(5) it promptly removes, according to these Regulations, the works, 
performances, sound recordings or video recordings alleged of 
infringement by the right owner upon receipt of notification. 

For the searching or linking service providers, article 23 of the 2006 Regulation 

provides that: 

Where a network service provider that provides searching or linking 
service to its subscribers, disconnects the link to the infringing works, 
performances, sound recordings or video recordings upon receipt of 
the right owner's notification according to these Regulations, it shall 
not be liable for damages; where it knows or should have known [emphasis 
added by author] that the linked works, performances, sound 
recordings or video recordings infringe anotl1er person's right, it shall 
be jointly liable for the infringement.81 

2.3.1 A Confusing Knowledge Standard 

80 There are different versions of translation of the 2006 Regulation. For example, it was also 
translated as 'it does not know or has no reasonable grounds that made him shall have 
known .. . ', available at Qian Tao, 'The Knowledge Standard for the Internet Intermediary 
Liability in China' (2011) 20(1) International Journal of Law and Information Technology 1, 9. 
The author points out that this is an awkward expression, which 'mixes both the 'reason to 
know' and 'should have known' tests, which are generally used to examine the party's 
constructive knowledge in common law jurisdictions'. See Qian Tao, 'The Knowledge Standard 
for the Internet Intermediary Liability in China' (2011) 20(1) International Journal of Law and 
Information Technology 1, 10. 

81 Article 23 of the 2006 Regulation. 
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Both the Chinese 2006 Regulation and United States DMCA safe harbours 82 

require knowledge standards in deciding the intermediary's immunity from 

copyright liability. The standard includes actual knowledge and attributed 

knowledge. The knowledge standard under the Chinese 2006 Regulation is rough 

and vague, which generates substantial ambiguity in legal practice. 83 First, different 

terms ('know', 'should know', and 'have reasonable grounds to know') have been 

used to describe the knowledge standard in article 22 for information storage 

service and article 23 for searching and linking services. Second, the above­

mentioned concepts of 'know', 'should have known' and 'have reasonable ground 

to know' need to be clarified to guarantee the consistency and certainty of legal 

rules. As discussed earlier, some scholars consider 'should have known' and 'have 

reason to know' the same,84 however disagreement exists.85 

The knowledge requirement under article 22 is 'know' or 'have reasonable grounds 

to know'. The ambiguous language has caused confusion in court decisions. It is 

82 Section 512(c) 'information residing on systems or networks at direction of users' provides in 
(l) (A)(i) & (ii) that a service provider shall not be liable if it 'does not have actual knowledge 
that the material or an activity using the material on the system or network is infringing'; 'in the 
absence of such actual knowledge, is not aware of facts or circumstances from which 
infringing activity is apparent'. Sa.me standard is provided in section 512(d)(1)(A) & (B) for 
information location tools. 

83 Article 22(3) of the 2006 Regulation and article 23 sets out different knowledge standards. 
Arti cle 22(3) provides 'know' or 'has reasonable grounds to know', and article 23 rules 'know 
or should have known'. 

84 Weixiao Wei, 'ISP Copyright Liability: Towards an Enhanced Chinese ISP Copyright Liability 
Regime' (PhD thesis, University of Strathclyde 2009) 157. 

85 Qian Tao, 'The Knowledge Standard for the Internet Intermediary Liability in China' (2011) 
20(1) International Journal of Law and Information Technology 1, 13: 'The term 'had reason 
to know' has a slight difference with 'should have known'. The first centres on the 'reason', 
while, the second emphasises the 'duty' which could be a legal duty of care under a statute or 
based on an agreement. The 'had reason to know' is more like a factual determination based 
upon the circumstances and information available to the parties, while, the 'should have known' 
is more like a judicial determination of what is a reasonable level of knowledge given the 
parties and the circumstances. Hence, the first is a party-specific objectivity, and the second is a 
community-focused objectivity.' 
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controversial as to whether a constructive knowledge test with a reasonable person 

standard should be adopted when a court is imposing the duty of care on the NSP, 

or a higher standard should be adopted. 86 For most video-sharing websites in 

China,87 a pre-review system88 is adopted to screen out 'morally harmful, offensive, 

or politically dangerous'89 videos uploaded by users according to administrative 

provisions.90 Some courts thus relied on the pre-review system to examine the 

attributed knowledge of the video-sharing websites. For instance, m 

86 See Qian Tao, 'The Knowledge Standard for the Internet Intermediary Liability in China' 
(2011) 20(1) International Journal of Law and Information Technology 1, 10. 

87 For example, 
<www.tudou.com>. 

<www.youku.com>, <www.kankan.com>, <tv.sohu.com>, and 

88 See <http://www.youku.com/help/view/fid/8#q7>. It points out that the pre-review system 
makes sure that no political dangerous, obscene or severely violent contents are allowed to be 
uploaded. 

89 Qian Tao, 'The Knowledge Standard for the Internet Intermediary Liability in China' (2011) 
20(1) International Journal of Law and Information Technology 1, 11. 

90 Regulation on Internet Information Service of the People's Republic of China, adopted at the 
31st regular meeting of the State Council on September 20, 2000. Article 15 of the Regulation 
provides that: 'Internet information service providers may not produce, reproduce, disseminate 
or broadcast information with content that: 

1. opposes the fundamental principles determined in the Constitution; 

2. compromises State security, divulges State secrets, subverts State power or damages 
national unity; 

3. harms the dignity or interests of the State; 

4. incites ethnic hatred or racial discrimination or damages inter-ethnic unity; 

5. sabotages State religious policy or propagates heretical teachings or feudal superstitions; 

6. disseminates rumours, disturbs social order or disrupts social stability; 

7. propagates obscenity, pornography, gambling, violence, murder or fear or incites the 
commission of crimes; 

8. insults or slanders a third party or infringes upon the lawful rights and interests of a third 
party; or 

9. includes other content prohibited by laws or administrative regulations.' 
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Xinchuanzaixian v Tudou,91 the Shanghai No.1 Intermediate People's Court found 

that, first, as a professional network service provider that provides video sharing 

service, Tudou was supposed to obtain the basic recognition of blockbuster films 

such as Crazy Stone. Second, an analysis of the backstage of the website 

demonstrated an examination and approval system, which proved that Tudou had 

the right and ability to control the infringing activities. Third, the categorisation of 

the website comprised sections of 'original', 'music', 'advertisement' and 'video' 

showed the convenience for the users to upload and search infringing materials; on 

the other hand, it also demonstrated the viability of engaging a preliminary 

examination and removing obligation. 92 These facts revealed that Tudou had 

reasonable grounds to know that the infringement was occurring on its website, 

and had been reluctant to conduct the examination and removing obligation. 

The last sentence of article 23, however, does not adopt the liability exemption 

approach. Instead, it used the language of liability attribution. Prior to the 

promulgation of the 2013 Provision, it was unclear what 'should have known' 

means. In order to understand what constitute 'know' or 'should have known' for 

a searching or linking service provider, first, a notice that is sufficient to locate the 

infringing material is required. An incompliant notice will not constitute explicit 

knowledge but if it is sufficient to locate the infringing material, the 'red flag' test 

is met.93 Second, there are different types of service provided by the searching or 

91 Xinchuanzaixian v Shanghai Quantudou Soft]l)are Technology Ltd, the Shanghai No.1 Intermediate 
People's Court, No. Huyizhongminwuzhichuzi 129/2007: the Shanghai Higher People's Court, 
No. Hugaominsanzhizhongzi 62/2008 

92 XinchuanZflixian v Shanghai Quantttdou SoftJvare Technology Ltd., the Shanghai No.1 Intermediate 
People's Court, No. Huyizhongminwuzhichuzi 129/2007. 

93 The term 'red flag', referred to apparent knowledge, was borrowed from the United States safe 
harbour knowledge standard. See S. Rep. No. 105-190, at 44 (1998): 'Subsection (c)(1)(A)(ii) 
can best be described as a 'red flag' test. As stated in subsection (1), a service provider need not 
monitor its service or affirmatively seek facts indicating infringing activity (except to the extent 
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linking NSPs. One is the search box, which has no bias towards the content it 

linked when the key words are being typed in. The other is the list provided by 

some search engines. By clicking song or singer's names in the list such as 'top 100' 

songs, users can reach the same result as typing the name in the search box. 

However, the culpability of the search engine provider under the two situations is 

different. By providing the list, the search engine providers are supposed to have 

higher duty of care. When infringing material is apparent hl{e a 'red flag' from a 

glance of the list, the service provider is required to disconnect it, rather than 

turning a blind eye to the infringement. 94 

2.3.2 A High Financial Benefit Requirement 

The 2006 Regulation provides that an NSP shall not be liable for damages if it 

'does not seek financial benefits directly from the works, performances, sound 

recordings or video recordings provided by its subscribers'.95 This provision was 

referred to as incomplete reference to the United States 'vicarious liability', 

consequently hampering the development of normal businesses for the following 

reasons.96 

First, unlike in the United States, vicarious liability in China only refers to the 

consistent with a standard technical measure complying with subsection (h)), in order to claim 
this limitation on liability (or, indeed any other limitation provided by the legislation). However, 
if the service provider becomes aware of a 'red flag' from which infringing activity is apparent, 
it will lose the limitation of liability if it takes no action.' On relevant discussion in China, 
please see Yang Cao, 'The State of Mind of Infringers in Rendering Intellectual Property 
Indirect Infringement Liability: Take ISP as the Main Object' (2012) 11 Intellectual Property 24. 

94 Qian Wang, 'On the Determination of Indirect Liability of Information Location Service 
Providers' (2009) 2 Intellectual Property 3. 

95 Article 22(4) of the 2006 Regulation. 

96 Qian Wang, 'Study on Copyright Infringement of Video-Sharing Websites' 2009 5(2) Frontiers 
of Law in China 275, 275. 
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corporate liability for the infringing activity of their staff and workers, 97 and the 

labour relationship between individuals.98 The liability is relationship-based rather 

than contract-based. If the vacarious liability is expanded and applied in Chinese 

copyright law, there is a danger that this liability is overreached. What is more, 

vicarious liability is a strict relationship without asking the culpability of the 

infringer. Applying a strict liability in the regime of third party's copyright liability 

may hamper the innovative ability of the intermediaries. Therefore, the transplant 

of vicarious liability in the copyright regime from the United States is just like 

'water without source' and 'trees without root'. 99 

Second, the liability provided by the 2006 Regulation is actually stricter than that of 

in DMCA. It requires only financial benefit as immunity rather than the two 

indispensable requirements of both 'financial benefit' and 'right and ability to 

control the infringing activity'. 10° Compared with the correspondent US safe 

harbour provisions, article 22( 4) of the 2006 Regulation is a higher threshold for 

liability exemption. 101 

97 See Article 34 of the 2010 Tort Liability Law: 'Where an employee of an employer which is an 
entity causes any harm to another person in the execution of his work duty, tbe employer shall 
assume the tort liability. Where, during the period of labour dispatch, a dispatched employee 
causes any harm to another person in the execution of his work duty, the entity employer 
receiving the dispatched employee shall assume the tort liability; and the entity employer 
dispatching the employee, if at fault, shall assume the corresponding complementary liability.' 

98 See Arti cle 34 of the 2010 Tort Liability Law: Where, in a labour relationship formed between 
individuals, the party providing labour services causes any harm to another person as the result 
of the labour services, the party receiving labour services shall assume the tort liability. If the 
party providing labour services causes any harm to himself as the result of the labour services, 
both parties shall assume corresponding liabilities according to their respective faults.' 

99 Qian Wang, 'Study on Copyright Infringement of Video-Sharing Websites' 2009 5(2) Frontiers 
of Law in China 275, 299. 

100 See 17 U.S.C. § 512 (c)(l)(B). 

101 Qian Wang, 'Study on Copyright Infringement of Video-Sharing Websites' 2009 5(2) 
Frontiers of Law in China 275, 299. 
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Third, unlike in US DMCA safe harbour provisions, the 'financial benefit' under 

Chinese safe harbours only limits liability of network storage space providers, not 

searching or linking service providers.102 This is a discriminate treatment in liability 

limitation between different type of services. This ambiguity requires an 

examination of the United States safe harbours. 

Above all, the requirement of 'financial benefit' as one factor of NSP liability 

limitation, is discriminated against different types of NSPs, with confusing 

application, leading to a stricter liability than that of in the United States. Therefore, 

it is not justified in the current Chinese safe harbour rules.103 In order to establish a 

consistent safe harbour rules for indirect copyright liability in China, it is proposed 

that article 22( 4) should be abolished.104 

If the requirement of 'financial benefit' is abolished in the safe harbour rules, it 

does not mean that this factor does not affect the NSP liability at all. Instead, this 

factor needs to be onsidered as a factor used to determine the level of the duty of 

care of a NSP. According to article 11 of the newly issued 2013 Provision, 

Where a network service provider directly gains economic benefits 
from the work, performance, or audio or video recording provided by 
a network user, the people's court shall determine that the network 
service provider has a higher duty of care for the network user's 
infringement of the right of dissemination on information 

102 See Article 22 & 23 of the 2006 Regulation. 

103 As discussed earlier in this subsection, unlike the United States that adopts vicarious li ability as 
one type of indirect copyright liability, the doctrine vicarious liability does not apply in 
copyright law regime in China. Therefore, financial benefit, as a requirement of vicarious 
li ability, does not have a root in China. 

104 Article 22(4) provides that an NSP is not liable for damages if 'it does not seek financial 
benefits directly from the works, performances, sound recordings or video recordings provided 
by its subscribers'. 
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networks.105 

An example was then followed m the next paragraph to explain what qualifies 

'directly economic benefits', 

If a network service provider gains benefits from inserting 
advertisements into a specific work, performance, or audio or video 

recording or gains economic benefits otherwise related to the 

disseminated work, performance, or audio or video recording, it shall 
be determined that the network service provider directly gains 

economic benefits as mentioned in the preceding paragraph, however, 
excluding the general advertising and service charges, among others, 

collected by a network service provider for providing network 
services. 106 

The above two paragraphs clearly state what role the 'economic benefit' plays in 

determining the liability of a NSP. In short, a higher economic benefit means a 

higher duty of care, which leads to the determination of 'should have known', one 

form of fault of an NSP. 

2.4 Inconsistent Attribution Rules in the 2013 Provision 

As discussed in the previous sections, in order to solve the issues in the spotlight, 

China has developed a series of regulatory instruments in recent years on 

copyright protection, which, however, have been proved vague and inconsistent in 

practice, with regard to the categories of liability, the assessment of fault and the 

interpretation of different knowledge standards. This is especially true since the 

Internet copyright-related caseloads have been increasing so fast that in 2011 only 

105 Article 11 of the 2013 Provision. 

106 Ibid. 
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these cases have taken up to 60 of all copyright cases in China.107 It has become a 

challenge to correctly define the infringement of communication right and to 

guarantee the uniformity of the court judgements to balance the interests between 

the copyright holder, the public and the network service providers. 

Aimed at identifying loopholes in the present legal framework and providing 

solutions to the issues addressed above, and in order to 'correctly hear civil dispute 

cases involving infringement of the right of dissemination on information 

networks, protect the right of dissemination on information networks, promote 

the sound development of the information network industry, and maintain the 

public interest',108 the 2013 Provision109 was promulgated to replace the Network 

Copyright Interpretations,110 and to provide specific guidance for trial practice in 

China. 

This section provides a brief descriptive analysis of the main articles in the 2013 

Provision, with a focus on the establishment of systematic indirect liability 

attribution rules. This new piece of legislation that provides specific rules on 

assessment of fault and the knowledge standard of NSPs, has significant impact 

on trials of future copyright cases. However, a detailed interpretation of the 

107 China Intellectual Property News, January 9, 
<http:/ /www.fengxiaoqingip.com/ipluntan/ lwxd-zz/20130408/9327.html> 
August 2014. 

108 The foreword of the 2013 Provision. 

2013. See 
accessed 27 

109 The 2013 Provision: Provisions of the Supreme People's Court on Several Issues concerning 
the Application of Law in Hearing Civil Di spute Cases Involving Infringement of the Right of 
Dissemination on Information Networks (Adopted on November 26, 2012 and came into 
force on January 1, 2013) 

110 Network Copyright Interpretations refer to the 2000, 2004 and 2006 Interpretations. The 
Judicial Interpretations of the Supreme People's Court on Several Issues Concerning the 
Application of Laws in Trials of Cases Involving Copyright Disputes over Computer 
Networks (2006) (fhe first version was enacted in 2000 and revised in 2004 and 2006, and it 
has been repealed by the 2013 Provision). 
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relationship between the 2031 Provision and other legislative instruments 1s 

expected and the effect of the 2013 Provision remains to be seen. 

2.4.1 Overview of the 2013 Provision 

The 2013 Provision contains sixteen articles proposing workable guidance in more 

detailed provisions on three major issues. First is the differentiation of the two acts 

of provision:111 the providing of works 112 and the providing of network services.113 

This differentiation actually broadens the meaning of 'the right of dissemination 

on information networks'. In this light, the distinction between direct and indirect 

infringement occurs - the former corresponds the providing of works and the 

latter corresponds the providing of network services. This is a breakthrough in the 

understanding of the infringement of dissemination right, which clears the fog in 

111 Article 3 of the 2013 Provision stipulates the acts of provision: 'Where a network user or 
network service provider provides, on an information network, any work, performance, or 
audio or video recording which a right holder enjoys the right to disseminate on information 
networks without the pennission of the copyright holder, the people's court shall determine 
that the network user or network service provider has infringed upon the right of 
dissemination on information networks, except as otherwise provided for by laws and 
administrative regulations. If the work, performance, audio or video recording is placed on an 
information network by means such as uploading to a network server, file sharing settings or 
using file sharing software, allowing the general public to download, browse or otherwise 
obtain the work, performance, audio or video recording at the time and place chosen 
individually, the people's court shall determine that the network user or network service 
provider has committed the act of provision as mentioned in the preceding paragraph.' 

11 2 Article 5 of the 2013 Provision stipulates the acts of providing works: 'Where a network 
service provider provides the alleged work for the public by means such as Web cache or 
thwnbnail, substantively in place of another network service provider, the people's court shall 
determine that the network service provider has committed the act of provision. If the act of 
provision as mentioned in the preceding paragraph neither affects the normal use of the 
alleged work nor wueasonably damages the right holder's lawful rights and interests in the 
work, the people's court shall support a claim of the network service provider that it has not 
infringed upon the right of dissemination on information networks.' 

113 Article 6 of the 2013 Provision stipulates the acts of providing services: 'Where the plaintiff 
has provided preliminary evidence that a network service provider has provided the alleged 
work, performance, audio or video recording but the netv.rork service provider is able to prove 
that it only provides network services and is not at fault, the people's court shall not determine 
that the network service provider has committed an infringement.' 
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questions as to whether to use 'server standard' or any other standards to 

determine the right of dissemination on information networks, and the legal 

nature of the act of providing network technology and facility service. Besides, it 

acknowledges that fault is the prerequisite for imposing liability on an NSP who 

only provides services.114 

The second issue is the assessment of fault, and how it shall be determined.115 

Abetting and assisting infringements, which resemble inducement and contributory 

infringement in the United States, are stipulated and defined.116 

The third issue concerns the applicable knowledge standard.117 The knowledge 

standard has always been a troublesome issue while discussing the various 

terminologies such as 'know' 'should know' and 'have reason to know'.118 These 

different expressions appeared in respective legal instruments in China and caused 

11 4 Article 6 of the 2013 Provision: ' ... but the network service provider is able to prove that it 
only provides network services and is not at fault, the people's court shall not determine that 
the network service provider has committed an infringement.' 

115 Articles 7 & 8 of the 2013 Provision. 

11 6 Article 7 of the 2013 Provision prescribes that 'where a network service provider abets or aids 
any network user in infringing upon the right of dissemination on information networks when 
providing network services, the people's court shall hold the network service provider liable for 
the infringement. 

Where a network service provider induces or encourages any network user to infringe upon the 
right of dissemination on information networks by means such as language, technical support 
promotion or bonus points, the people's court shall determine that the network service 
provider has abetted the infringement. 

Where a network service provider which knows or should have known that a network user is 
using its network services to infringe upon the right of network dissemination of information 
fails to take necessary measures such as deletion, screening and breaking the link or provides 
aid such as technical support for the user, the people's court shall determine that the network 
service provider has aided in the infringement.' 

117 Article 9-14 of the 2013 Provision. 

118 Please see relevant discussion in Qian Tao, 'The Knowledge Standard for the Internet 
Intermediary Liability io China', (2011) 20(1) International Journal of Law and Information 
Technology 1. 
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tremendous confusion. 

Specifically, the 2013 Provision provides guidance for solving several hard-core 

disputes such as the constitution of joint infringement by the network users and 

service providers, 119 the proactive examination obligation, 120 the nature of 

'snapshot', 121 and the application of and exception of the 'safe-harbour' rules.122 

The key provisions with regard to indirect liability and assessment of fault of 

network service providers will be analysed in the following section. 

2.4.2 Assessing the Fault of an NSP 

According to Article 6 of the Provision, 123 fault 1s an essential element to 

119 Artide 4 of the 2013 Provision provides joint liability shared by NSPs and users: 'Where there 
is evidence to prove that a network service provider has provided any work, performance, or 
audio or video recording jointly with others by means such as cooperation, constituting a joint 
infringement, the people's court shall hold the network service provider jointly and severally 
liable. If the network service provider is able to provide evidence that it only provides 
automatic connection, automatic transmission, information storage space, search, link, file 
sharing technology and other network services so that it does not contribute to the 
infringement, tl1e people's court shall support such a claim of the network service provider.' 

120 Article 8, Paragraph 2 of the 2013 Provision provides: 'Where a network service provider fails 
to conduct proactive examination regarding a network user's infringement of the right of 
dissemination on information networks, the people's court shall not determine on this basis 
that the network service provider is at fault.' 

121 Article 5 of the 2013 Provision clarifies the guidance for dealing with provision of thumbnail 
that 'Where a network service provider provides the alleged work for the public by means such 
as Web cache or thumbnail, substantively in place of another network service provider, the 
people's court shall determine that tl1e network service provider has committed the act of 
provision. If the act of provision as mentioned in the preceding paragraph neitl1er affects the 
normal use of the alleged work nor unreasonably damages the right holder's lawful rights and 
interests in the work, the people's court shall support a claim of the network service provider 
that it has not infringed upon tl1e right of dissemination on information networks.' 

122 Articles 9-14 of the 2013 Provision clarifies the knowledge standard and provides specific 
guidance on the interpretation of terms such as 'know' or 'should know', which also prescribed 
in safe harbour rules in the 2006 Regulation. 

123 Arti cle 6 of the 2013 Provision prescribes that 'where the plaintiff has provided preliminary 
evidence that a network service provider has provided the alleged work, performance, audio or 
video recording but the network service provider is able to prove that it only provides network 

65 



determine the liability of network service providers that only provide network 

services. It is also the deciding element for a court to determine whether a network 

service provider is liable for infringement as an abettor or aider.124 Therefore, this 

mental element sets the foundation for two different types of infringement: 

abetting infringement and assisting infringement.125 With regard to the meaning of 

the two kinds of indirect infringement by network service providers, the 2013 

Provision provides ample definition, using examples: 

Where a network service provider induces or encourages any network 
user to infringe upon the right of dissemination on information 
networks by means such as language, technical support promotion or 
bonus points, the people's court shall determine that the network 
service provider has abetted the infringement.126 

As for aiding infringement, the 2013 Provision stipulates that, 

Where a network service provider which knows or should have known 
that a network user is using its network services to infringe upon the 
right of network dissemination of information fails to take necessary 

measures such as deletion, screening and breaking the link or provides 
aid such as technical support for the user, the people's court shall 

services and is not at fault, the people's court shall not determine that the network service 
provider has committed an infringement.' 

124 Article 8 prescribes that 'the people's court shall determine whether a network service 
provider is liable for infringement as an abettor or aider according to the fault of the network 
service provider. The fault of a network service provider means whether the network service 
provider knows or should have known a network user's infringement of the right of 
dissemination on information networks'. 

125 Article 7 prescribes that 'where a network service provider abets or aids any network user in 
infringing upon the right of dissemination on information networks when providing network 
services, the people's court shall hold the network service provider liable for the infringement.' 

126 Paragraph 2 of Article 7 of the 2013 Provision. 
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determine that the network service provider has aided 1n the 
infringement.127 

This is the first time that abetting and assisting infringement are defined and 

interpreted in copyright legislations in China. More significantly, the obligation of 

examination 128 and technical measures 129 conducted by network service providers 

are connected with the interpretation of fault, which effectively confines the 

boundary of the liability, so as to release the network service provider from 

excessive burdens. 

2.4.3 The Knowledge Standard 

The knowledge standard has been the most contested issue in determining the 

abetting and assisting infringement online. Prior to the enact of the 2013 

Provision, there had been fierce discussions on the concept and application of the 

terms such as 'know', 'actually know', 'should have known' and 'have reason to 

know'. It was argued that these terms, although all correspond to the duty of care, 

were different with each other in objective and subjective, party-specific and 

community-focused senses.130 Especially when referring to the spectrum of mental 

127 Paragraph 3 of Article 7 of the 2013 Provision. 

128 Paragraph 2 of Article 8 prescribes that 'where a network service provider fails to conduct 
proactive examination regarding a network user's infringement of the right of dissemination 
on information networks, the people's court shall not determine on this basis that the network 
service provider is at fault.' 

129 Paragraph 3 of Article 8 of the 2013 Provision prescribes that 'where a network service 
provider is able to prove that it has taken reasonable and effective technical measures but it is 
still difficult for it to discover a network user's infringement of the right of dissemination on 
information networks, the court shall determine that the network service provider is not at 
fault.' 

130 Please see discussions in Qian Tao, 'The Knowledge Standard for the Internet Intermediary 
Liability in China' (2011) 20(1) International Journal of Law and Information Technology 1; 
Also see Weixiao Wei, 'ISP Copyright Liability in China: Collision of the Knowledge Standard 
and the New Tort Liability Act' 33(8) European Intellectual Property Review 507. With regard 
to the discussion of the knowledge standard application in Chinese cases, please see Yiman 
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elements of malice, intention, recklessness and negligence, the knowledge standard 

becomes considerably vague. 131 The 2013 Provision prescribes two types of 

knowledge standards of 'actually know' and 'should have known', and provides a 

detailed list and many examples in order to clarify the meanings of these standards, 

based on the foreseeability (the ordinary and professional foreseeability) of the 

network service providers. 

2.4.3.1 Interpreting 'Know' 

According to the 2013 Provision, the receiving and neglecting of the satisfactory 

'notice' which was referred to in the Notice and Takedown Procedure 132 in the 

2006 Regulation constitutes knowledge of direct infringement of copyright: 

Where a network service provider fails to take necessary measures 

such as deletion, screening and breaking the link in a timely manner 
after receipt of a notice submitted by the right holder by letter, fax, 
email or any other means, the people's court shall determine that the 
network service provider knows the alleged infringement of the right 
of dissemination on information networks.133 

The corresponding statement can be found in Article 15 of the 2006 Regulation 

that 'the network service provider shall, upon receipt of the notification from a 

Zhang, 'Establishing Secondary Liability with a Higher Degree of Culpability: Redefining 
Chinese Internet Copyright Law to Encourage Technology Development' (2007) 16(1) Pacific 
Rim Law & Policy Journal Association 257. 

131 Some scholar differentiates 'gross negligence' and 'ordinary negligence' levels and suggests 
'duty of care of kind-hearted' standard to be applied in determining the liability of network 
service providers. Relevant discussions please see Handong Wu, 'Tort Liability for Indirect 
Infringement of Copyright in the Internet According to Article 36 of the Tort Law PRC' 
(2011) 2 China Legal Science 38. 

132 Article 14-17 of the 2006 Regulation. 

133 Article 13 of the 2013 Provision. 
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right owner, promptly removes, or disconnects the link to, the work, performance, 

sound recording or video recording suspected infringement ... ' 134 However, the 

term 'promptly' is not defined in the 2006 Regulation. The 2013 Provision, 

therefore, prescribe the timeliness in the following article, which fills in the gap in 

the previous legal instrument: 

Regarding the timeliness of a network service provider's taking 
necessary measures such as deletion, screening and breaking the link, 
tl1e people's court shall make a determination after comprehensively 
considering the form of the notice submitted by the right holder, the 
accuracy of the notice, the difficulty in taking the measures, the nature 
of network services, the type, popularity and quantity of the involved 
works, performances, and audio and video recordings, and other 
factors.135 

2.4.3.2 Interpreting 'Should Have Known' 

Plenty of consideration has been given to the factors that constitute 'should have 

known'.136 Article 9 prescribes that clear facts, combined with certain factors, are 

required in determining whether the network service providers 'should have 

known' the direct infringement. 137 These factors include the capability of 

information management; the type, popularity of the infringing works and visibility 

of the infringing information; whether any change was conducted to the infringing 

materials; whether any reasonable measures to prevent infringement has been 

proactively taken; the convenience of receiving a notice and the timely and 

134 Article 15 of the 2013 Provision. 

135 Article 14 of the 2013 Provision. 

136 Article 9 to 12 of the 2013 Provision. 

137 Article 9 of the 2013 Provision. 
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reasonably response; repeated infringement policy; and other relevant factors.138 

Unlike the United States DMCA safe harbour provisions which set forth the 

'repeat infringer policy' and the 'standard technical measures' as threshold 

criteria,139 the Chinese safe harbour provisions do not have such rules. The 2013 

Provision instead set the above two criteria as factors to be considered in 

determining whether the NSP should have knoivn the direct copyright infringement. 

Paragraph four formulates that 'whether the network service provider has 

proactively taken reasonable measures to prevent infringement' should be taken 

into account, and paragraph six stipulates 'whether the network service provider 

has taken reasonable measures against a user's repeated infringements' as one of 

138 Article 9 of tbe 2013 Provision: 

'The people's court shall determine whether a network service provider should have known an 
infringement based on a clear fact that a network user has infringed upon the right of 
dissemination on information networks and by taking into account the following factors: 

(1) The network service provider's capability of information management, as required according 
to the nature of services provided, manners of provision of services, and possibility of 
infringement attributable thereto. 

(2) The type and popularity of the disseminated work, performance, or audio or video recording 
and the visibility of the infringing information. 

(3) Whether the network service provider has, on its own initiative, chosen, edited, modified, 
recommended or otherwise dealt with the work, performance, or audio or video recording. 

(4) Whether the network service provider has proactively taken reasonable measures to prevent 
infringement. 

(5) Whether the network service provider has set up any convenient programs to receive notice 
of infringement and make reasonable response to the notice of infringement in a timely 
manner. 

(6) Whether the network service provider has taken reasonable measures against a user's repeated 
infringements. 

(7) Other relevant factors.' 

139 Section 512(i)(1) of the Copyright Law of the United States. 

70 



the factors.140 

In addition, the United States DMCA requires that limitations on liability apply to 

a service provider only if 'the service provider has designated an agent to receive 

notifications of claimed infringement described in paragraph (3)'.141 Although this 

provision is not provided in Chinese safe harbours, the 2013 Provision takes into 

account this requirement as a factor of constituting 'should have known' as well, in 

a similar way: 'whether the network service provider has set up any convenient 

programs to receive notice of infringement and make reasonable response to the 

notice of infringement in a timely manner.'142 

Paragraph 1 of article 9 considers 'the network service provider's capability of 

information management, as required according to the nature of services 

provided, manners of provision of services, and possibility of infringement 

attributable thereto'. It was suggested that a higher duty of care should be imposed 

on a service provider in accordance with the type of service it provides.143 A typical 

example is the establishment of a 'film' channel on some video-sharing websites, 

which offers a higher possibility of uploading copyrighted materials than other 

channels such as 'original video' channel, especially when the contents in the 'film' 

channel are free and appealing to users. When an additional risk in establishing a 

'film' channel is foreseen, it is reasonable for a network service provider to adopt 

relative efficient measures to prevent infringing acts. This point of view has been 

140 Article 9(4) of the 2013 Provision. 

141 Section 512(c)(2) the Copyright Law of the United States. 

142 Articl e 9(5) of the 2013 Provision. 

143 Qian Wang, 'Restudy on Copyright Infringement of Video-Sharing Websites' (2010) 1 Studies 
in Law & Business 85. 
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acknowledged in legal practice. For instance, in the case Zhongkai v Shu!ian,144 the 

defendant service provider set up a 'film and television interaction' column, 

according to the judge of the first instance, 'with an aim to attract the network 

users and boost the click rate to make economic benefit through advertising'. 

Therefore, the defendant had a higher duty of care.145 

Article 9(2) of the 2013 Provision emphasises the factor of 'the type and 

popularity of the disseminated work, performance, or audio or video recording 

and the visibility of the infringing information'.146 This factor has been given credit 

for in legal practice even before the promulgation of the 2013 Provision. For 

instance, in the case Xinchuanzaixian v Quantudott,147 Crazy Stone, a hit film at the 

time, was uploaded to the defendant's video-sharing websites for free downloading. 

The judge found the defendant liable for its users' direct infringement in spite of 

the fact that the plaintiff failed to send infringement notification.148 The decision 

was based on the consideration of the type and popularity of the disseminated 

work. The blockbuster film was just released and soon became a hit, it was highly 

unlikely that the copyright owner would allow it to be released on line free of 

charge. In addition, the defendant set up a preview committee with staff who 

censored the video files of illegal contents. Based on common sense, a reasonable 

staff in the video-sharing website business, by exercise of the duty of reasonable 

144 Guangdong Zhongkai Cultt1re Development Ltd v Guangz!.;011 Shzdian SoftJvare Technology Ltd., the 
Shanghai No.1 Intermediate People's Court, No. Huyizhongminwuzhichuzi 384/2006; the 
Shanghai Higher People's Court, No. Hugaominsanzhizhongzi 7 /2008 

145 Ibid. 

146 Paragraph 2 of article 9 of the 2013 Provision. 

147 Xinchuanzaixian v Shanghai Quantudou SoftJvare Technology Ltd., the Shanghai No.1 Intermediate 
People's Court, No. Huyizhongminwuzhichuzi 129 /2007; the Shanghai Higher People's Court, 
No. Hugaominsanzhizhongzi 62/2008 

148 XinchNanzaixian v Shanghai Qttantudou Sof!Jvare Technology Ltd., the Shanghai No.1 Intermediate 
People's Court, No. Huyizhongminwuzhichuzi 129/ 2007. 
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care, would notice that the uploading of the film Crazy Stone was an infringement 

of copyright.149 

The 2013 Provision also provides that 'whether the network service provider has, 

on its own initiative, chosen, edited, modified, recommended or otherwise dealt 

with the work, performance, or audio or video recording' as one of the factors to 

be considered in determining 'should have known'. 150 If the network service 

provider has edited or modified the work, it would constitute direct infringement 

of copyright. As for the meaning of 'recommended' in Article 9(3), Article 10 

explains explicitly that 'should have known' can be determined if the 

recommendation is conducted in means which lead to access of popular movies 

and TV plays such as ranking, catalogue, index, descriptive paragraphs or brief 

introductions.151 

Specifically, application of the 'should have known' standard for information 

storage space service is prescribed in Article 12 of the 2013 Provision: 

Under any of the following circumstances, the people's court may 
determine that a network service provider providing the information 
storage space service should have known a network user's 
infringement of the right of dissemination on information networks, 
according to the specific facts of the case: 

(1) Placing a popular movie or TV play in a position where it is easily 

149 Qian Wang, 'Restudy on Copyright Infringement of Video-Sharing Websites' (2010) 1 Studies 
in Law & Business 85. 

150 Paragraph 3 of article 9 of the 2013 Provision. 

151 Ar ticle 10 of the 2013 Provision: 'Where a network service provider recommends popular 
movies and TV plays by means such as ranking, catalogue, index, descriptive paragraphs or 
brief introductions when providing network services, allowing the public to access such works 
directly by means such as downloading from or browsing the network service provider's Web 
pages, the people's court may determine that the provider should have known a network user's 
infringement of the right of dissemination on information networks.' 
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appreciable to a network service provider, such as a homepage or any 
other primary page. 

(2) Choosing, editing, orgaruz1ng, or recommending the themes or 

contents of popular movies and TV plays or establishing a dedicated 
ranking for them on its own initiative. 

(3) Otherwise failing to take reasonable measures, although the 
provision of the alleged work, performance, or audio or video 
recording without permission is easily appreciable.152 

For NSPs that provide information storage space service, a higher standard of 

duty of care is demanded, if the video-sharing websites establish specified columns 

for films or make ranking on its own initiative. For deciding whether the NSP 

should have known the infringing contents, a reasonable person in the industry 

should be applied, under the same circumstances.153 

As one of the revolutionary elements of the 2013 Provision, it stipulates that 

direct f1nancial benefit leads to higher duty of care, 154 which provides legal 

reasoning of why the factor of 'economic benefits' was mentioned in Article 22( 4) 

of the 2006 Regulation. Article 11 of the 2013 Provision, which agrees with Qian 

Wang's suggestion,155 avoids creating the vicarious liability that corresponds to the 

152 Article 12 of the 2013 Provision. 

153 Qian Wang, 'Study on Copyright Infringement of Video-Sharing Websites' (2008) 1 Studies in 
Law & Business 42. 

154 Article 11 of the 2013 Provision provides that 'where a network service provider directly 
gains economic benefits from the work, performance, or audio or video recording provided by 
a network user, the people's court shall determine that the network service provider has a 
higher duty of care for the network user's infringement of the right of dissemination on 
information networks'. 

155 Please see Qian Wang, 'Study on Copyright Infringement of Video-Sharing Websites' 2009 
5(2) Front. Law China 275, in which he points out that vicarious liability rules in China 
Communication Right Regulations was borrowed from DMCA and was just like 'water without 
source' and 'trees without root'. Later he suggested in Qian Wang, 'New Development on 
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United States' copyright law out of nowhere.156 

2.4.4 The Need to Change 

The recently issued 2013 Provision has absorbed the recent judiciary practice as 

well as recent academic research. 157 By distinguishing direct and indirect 

infringement of network service providers,158 especially stipulating the abetting and 

Rules of Determining Tort Liability of Video-Sharing Websites' 2012(5) Electronic Intellectual 
Property 62, 67 that 'direct financial benefit' should be treated as an element of determining 
whether the accordant duty of care was performed to avoid imposing too strict liability to 
network service providers. 

156 Article 11 of the 2013 Provision prescribes that, 'where a network service provider directly 
gains economic benefits from the work, performance, or audio or video recording provided by 
a network user, the people's court shall determine that the network service provider has a 
higher duty of care for the network user's infringement of the right of dissemination on 
information networks. If a network service provider gains benefits from inserting 
advertisements into a specific work, performance, or audio or video recording or gains 
economic benefits otherwise related to the disseminated work, performance, or audio or video 
recording, it shall be determined that the network service provider directly gains economic 
benefits as mentioned in the preceding paragraph, however, excluding the general advertising 
and service charges, among others, collected by a network service provider for providing 
network services'. 

157 For instance, Article 11 of the 2013 Provision, which agrees with Qian Wang's suggestion (See 
Qian Wang, 'Study on Copyright Infringement of Video-Sharing Websites' (2008) 1 Studies in 
Law & Business 42), avoids creating the vicarious liability that corresponds to the United States' 
copyright law out of nowhere. Article 11 of the 2013 Provision prescribes that, 'where a 
network service provider directly gains economic benefits from the work, performance, or 
audio or video recording provided by a network user, the people's court shall determine that 
the network service provider has a higher duty of care for tl1e network user's infringement of 
the right of dissemination on information networks. If a network service provider gains 
benefits from inserting advertisements into a specific work, performance, or audio or video 
recording or gains economic benefits otherwise related to the disseminated work, performance, 
or audio or video recording, it shall be determined that the network service provider directly 
gains economic benefits as mentioned in the preceding paragraph, however, excluding the 
general advertising and service charges, among others, collected by a network service provider 
for providing network services'. 

158 Article 3 of the 2013 Provision differentiates two acts of provision: the providing of works 
and the providing of network services. This differentiation actually broadens the meaning of 
'the right of dissemination on information networks'. In this light, tl1e distinction between 
direct and indirect infringement occurs - the former corresponds the providing of works and 
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assisting infringement159 with a specific knowledge standard,160 the 2013 Provision 

has provided a consistent framework for evaluating and assessing NSP 

infringement with regard to the relevant issues over online copyright disputes. The 

imputing and limiting of online copyright liabilities are embodied and the 

balancing of interests is reflected. Based on the investigation of cases and 

consultation from academes and different sectors, the promulgation of the 2013 

Provisions will help courts at all levels in China to keep pace with the times and be 

more scientific and normalized in adjudicating copyright cases in the future. 

However, for several reasons, the 2013 Provision does not provide total clarity on 

attribution rules. First, it has been established that fault is a determinative factor in 

deciding whether the NSP is liable for infringement as an abettor or aider.161 

However, the 2013 Provision defines fault as knowledge, which overlooks other 

the latter corresponds the providing of network services. This is a breakthrough in the 
understanding of the infringement of dissemination right, which clears the fog in questions as 
to whether to use 'server standard' or any other standards to determine the right of 
dissemination on information networks, and the legal nature of the act of providing network 
technology and facility service. 

159 Article 7 of the 2013 Provision prescribes that 'where a network service provider abets or aids 
any network user in infringing upon the right of dissemination on information networks when 
providing network services, the people's court shall hold the network service provider liable for 
the infringement.Where a network service provider induces or encourages any network user to 
infringe upon the right of dissemination on information networks by means such as language, 
technical support promotion or bonus points, the people's court shall determine that the 
network service provider has abetted the infringement. Where a network service provider 
which knows or should have known that a network user is using its network services to 
infringe upon the right of network dissemination of information fails to take necessary 
measures such as deletion, screening and breaking the link or provides aid such as technical 
support for the user, the people's court shall determine that the network service provider has 
aided in the infringement.' 

160 See Article 9-14 of the 2013 Provision. 

161 Article 8 of the 2013 Provision. Also see Article 6 of the 2013 Provision, ' . .. but the network 
service provider is able to prove that it only provides network services and is not at fault, the 
people's court shall not determine that the network service provider has committed an 
infringement.' 

76 



types of intentional fault including inducing or encouraging.162 Second, the 2013 

Provision takes an approach that stresses only the subjective element rather than 

the objective element. Knowledge (know or should have known) 163 becomes the 

key deciding factor; the objective factors, such as nature of the services provided 

and the NSP's capability of information management, are treated as factors to be 

taken into account in deciding the k.nowledge.164 Third, the factors in deciding fault 

of an NSP are enumerated with examples, which limit judge's discretion.165 This 

legislative technique becomes disadvantageous when facing new technologies. 

Finally yet importantly, the provisions relating to copyright liabilities in various 

legal instruments have not yet been unified, especially considering that the 2010 

Copyright law is currently under the third revision. Therefore, the effect of 

application of the 2013 Provision remains to be seen. 

2.5 Conclusion 

This chapter introduces current copyright laws related to indirect liability in China. 

Through analysing the cases and academic debates over recent years in China, it 

can be seen that the root to the problem of confusion and chaos in Chinese 

copyright regime is that there has systematic indirect copyright liability rules. The 

lack of indirect copyright liability principle not only leaves a degree of uncertainty 

to the issue of digital copyright infringement, but also creates a loophole in tort 

162 Articles 7 & 8 of the 2013 Provision. 

163 Articles 8 of the 2013 Provision. 

164 Article 8, Paragraph 2 of the 2013 Provision provides: 'Where a network service provider fails 
to conduct proactive examination regarding a network user's infringement of the right of 
dissemination on information networks, the people's court shall not determine on this basis 
that the network service provider is at fault.' 

165 For instance, article 9 prescribes that clear facts, combined with certain factors, are required to 
be taken into account in determining whether the network service providers 'should have 
known' the direct infringement. 
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law. Unlike the United States and the United Kingdom, which have established 

indirect liability for intellectual property infringement through legislation and case 

law, China has been left behind, although a significant body of research has 

contributed to this area. It is reasonable to speculate that the imperfection in the 

copyright regime, even in the tort law regime, has posed a significant threat to the 

interpretation and application of digital copyright infringement in judicial practice. 

78 



Chapter 3 Constructing the Fundamental Principles: A 

Historical and Economics Analysis of Indirect Copyright 

Liability 

This chapter discusses indirect copyright liability from perspectives of history and 

economics, with an aim to find a common ground in different jurisdictions. In a 

wider context, the discussion would be more pertinent and comprehensive for a 

viable legal transplantation in China. 

3.1 Introduction 

This thesis conducts a comparative study between the United Kingdom and China 

from a historical perspective. In order to find out why there is such disparity 

regarding the indirect copyright liability regime between the United I<ingdom and 

China, it is necessary to examine the evolution of copyright laws. The aim is to 

explore the answers to the myth and the confusion of current copyright law regime 

by looking at the way copyright laws have evolved over centuries in response to 

technological developments and society's needs. It attempts to reconstruct and 

analyse the key principles of copyright law from an evolutionary perspective. 

It then discusses from an economic perspective. Applying economic analysis on 

copyright law is essential, because copyright law deserves empirical scrutiny at both 

theoretical and applied levels. In addition, as a very complicated subject, copyright 

law needs to be simplified to an enhanced understanding. The economic approach, 

which was applied in different areas of law and proved to bring out the deep 

commonality, has 'reduced a mind-boggling complex of statutes, amendments, and 

judicial decisions to coherency' and has brought into 'sharp definition issues of 
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policy that technicalities may conceal'.1 The methodology of economics applied in 

this thesis is to find how the copyright system works economically, and how 

globalisation and digitisation have affected the economic function of copyright. 

More importantly, under current copyright system in the digital sphere, there have 

been significant economic effects on the realm of indirect liability. Identifying how 

to design a balanced and efficient indirect copyright liability system from an 

economic perspective is a major task of this section. The final section concludes. 

3.2 Tracking the Root from Copyright History: the Evolving Role 

of Intermediaries 

3.2.1 Retrospect and Prospect: a Thorny Mission for Digital China 

To understand the future of copyright, it is imperative to understand its past, 

because the research on copyright history, which serves as a basis for interpreting 

and evaluating modern copyright laws, is of contemporary relevance. 2 While much 

confusion on current copyright law system arises, it is important to understand the 

nature of the copyright, whether it is a property right naturally owned by an 

author, or just a statutory right enjoyed by an author, as well as the underlying 

philosophy which governs its justifications and its boundaries. Without a thorough 

understanding of the basic concepts, the origin and development and the aim and 

the effect of copyright in a historical context, there is fundamentally no way of 

addressing the challenge of current confusion. The review of copyright history is 

more than just a looking back; it is also an interpretation of the current confusion 

of the modern systems, and as an understanding of the essence of the problems. 

1 William Landes & Richard Posner, The Economic Structure of Intellectual Proper!)! LaJJJ (Harvard 
University Press 2003) 10. 

2 Gillian Davies, Copyright and the Public Interest (Sweet and Maxwell 2002) 9. 
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Moreover, history has normative force.3 Copyright presents quite a topic for it to 

'grow in the different legal orders as the same flower in essence, but in many 

different kinds and colours'.4 Hidden behind copyright cases, especially the digital 

copyright cases, and the diverse legislative provisions, have been the conflicts of 

opinions over such fundamental issues such as the nature, the aim and the principle 

of copyright. In specific cases, the fact that the rival parties interpret copyright 

from their own position creates more fog in this already vague condition. A 

guidance is needed when interpreting the law in the process of applying the law. A 

helpful alternative is to examine the meaning of provisions during legislative 

process, such as how the rule was raised and what it originally meant, and even the 

influence the provision was under. It is evidently not enough just to choose based 

on existing legislative material. More attention needs to be paid to the lawgiver's 

intentions of copyright, including such purposes as serving the public interest 

through safeguarding rights to knowledge, protecting the authors' natural rights 

through securing a fair profit and right to control, and protecting market to 

safeguard creation and innovation. Thus, it is vital to look back and re-examine the 

history of copyright, especially when facing the challenges brought about by digital 

technologies. 

Further, history study will shed light on central debates about the issue of piracy 

and the use of technology, which is of crucial importance for solving the problems 

in the digital copyright infringement cases. Copyright resulted from the emergence 

of early communication technologies - papermaking and printing. 5 The expansion 

3 Ronan Deazley, Martin Kretschmer, and Lionel Bently (eds), Privilege and Properry: Essqys on the 
History of Copyright (OpenBook Publishers 2010) 1. 

4 Richard A Spinello & Maria Battis, A defence of Intellectual Properry Rights (Edward Elgar 2009) 15. 

5 The origin of copyright bas been linked to the European invention of printing in the fifteenth 
century. Gutenberg invented moveable type, first used in 1455, and Caxton developed the 
printing press and published Chaucer's Canterbury Tales in 1478, the first 'best seller'. From the 
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of copyright laws has been directly driven by advances in technology, which 

resulted in new types of works,6 new rights, 7 and new means of piracy. 8 Piracy has 

been proved to have negative effects on creativity, as well as on the culture sectors 

and creative industries, even on the sustainable development of the whole society. 

While piracy has been growing as a worldwide phenomenon for centuries, 

combating piracy has been one of the most important and thorny missions for 

legislators and policy makers, especially for copyright owners. Copyright law and 

technological progress have forever been linked. The United States Supreme Court 

observed that 'from its beginning, the law of copyright has developed in response 

to significant changes in technology. Indeed, it was the invention of a new form of 

copyright equipment - the printing press - that gave rise to the original need for 

copyright protection.' 9 During the past two centuries, the operation of the 

copyright law was affected by the changes in technology: radio and television, 

motion pictures and sound recordings, and, then, computer and Internet. At 

present, copyright has been questioned in the context of the challenges posed to 

the copyright system by technical developments, especially Internet technology. If 

late fifteenth to the early eighteenth century, the history of printing was marked by the issuance 
of various royal decrees and statutes, which may be considered as the precursors of today's 
copyright laws. See Richard A Spinello & Maria Battis, A defence of intellectual proper!) 
rtghts(Edward Elgar 2009) 15-19; also see David Bainbridge, IntellectualProperry (Pearson 2010), 
33. 

6 Such as film, photography and software. 

7 Such as the right of performance, right of exhibition and right to show. 

8 Digital developments, especially the network technologies, have brought about unprecedented 
possibility for wide dissemination of works and numerous recreational activities that have 
enormously changed the process of human civilization, as well as challenged existing notions 
of copyright protection and enforcement. The traditional concept of 'piracy', with the 
development of technology, has evolved and gained new meaning, referring not only to acts 
intentionally committed for financial gain, but also to some non-commercial uses, such as 
'peer-to-peer' exchanges of digital files. 

9 Sorry Corp. of America v Universal Ciry Studios, Inc. 464 U.S. 417, 430 (1984). 
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any lesson can be learned from history at this point, this digital era is a crucial time 

to examine the history of technological development and copyright itself. The 

advent of digitisation brought about a turning point in history 'as a strategy for 

understanding what copyright was intended to do, how it was functioned, and for 

paths that we could now take.'10 It is the above question, arising from the digital 

age, which forces us to look back at the history of copyright. 

However, a historical study is not without substantial difficulties on many levels. To 

begin with, there are limitations on historical documents, including accessing of 

the documents and the document itself. History cannot be fully recorded without 

omission or bias, and the facts will not reveal themselves. Next, the history of 

copyright was formed in the interaction of various elements, including economics, 

culture and politics, and often faced with challenges from the technology, the legal 

system and the ideological differences. Further, history itself does not solve legal 

problems, rather, once revealed, the underlying principles that govern and affect 

the operation of law could help the cognition and the reformation of the current 

legal framework. Finally, history will 'confess' to everything when it is under 

'torture', because 'bits' of history could be selected in support of particular 

position.11 

Any copyright history review needs a starting point. However, can the first formal 

copyright law, the Statute of Anne, be viewed as a starting point of copyright 

history? John Gurnsay claims that 'the best known crime in prehistory is 

Hermodorus' theft of Plato's speeches'. 12 The other view of a starting point traces 

10 Ronan Deazley, Martin Kretschmer, and Lionel Bently (eds), Privilege and Property: Essqys on the 
History of Copyright (OpenBook Publishers 2010) 15. 

11 Richard A Spinello & Maria Battis, A Defence of Intellectual Property Rights (Edward Elgar 2009) 
37. 

12 John Gurnsey, Copyright Theft (Aslib Gower 1996) 7. 
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back prior to the existence of the Statute of Anne in England. 13 During 

negotiation with Parliament, booksellers started to argue for an exclusive right for 

authors, although this was actually a strategy used for their own interests.14 

In this section, copyright history is divided into three phases for review. 15 In 

England, the pre-history phase was prior to 1710 of enactment of the Statute of 

Anne, and in imperial China from 221 BC to 1911 AD. The second phase, known 

as the 'classic copyright law era',16 began in the United Kingdom from the Statute 

of Anne in 1710 and lasted until 1988 when CDPA was enacted;17 and in China 

from 1911, the end of feudal China,18 to 1990, the first copyright law in China. 

The third is the digital copyright era, started from the 1980s, following the fast and 

vast development of digital technology, especially the Internet technology. 

3.2.2 Different Routes, Same Destination: a Comparative Study between the 

UK and China 

Comparative study of copyright history between eastern and western countries is 

13 The Statute of Anne, enacted in 1710. Full title: 'An act for the encouragement of learning, by 
vesting the copies of printed books in the authors or purchasers of such copies, during the 
time therein mentioned'. 

14 See Ronan Deazley, 'Commentary on tl1e Licensing Act 1662' in Lionel Bently & Martin 
Kretschmer (eds), Primary Sources on Copyright (1450-1900) (2008) Available at 
<http:/ /www.copyrighthistory.org> accessed 31 August 2014. 

15 This division refers to how Geller divided copyright history into three phases. See Geller Paul 
Edward, 'Copyright History and the Future: What's Culture Got to Do with It?' (2000) 47 
Journal of the Copyright Society of the USA 209. A t 210 he said 'a pair of seminal enactments 
punctuate copyright history: the Statute of Anne in 1710 and the Berne Convention in 1886. 
We shall then survey the following three phases: pre-copyright regimes up to 1710; the classic 
copyright regime through 1886; and the global copyright regime to the present.' 

16 Geller Paul Edward, 'Copyright History and the Future: What's Culture Got to Do with It?' 
(2000) 47 Journal of the Copyright Society of the USA 209. 

17 Copyright, Designs and Patents Act 1988, Statutory Instrument 1998/816. 

18 Sanqign Qu, 'A Dilemma for Feudal China: to Launch a Copyright Scheme in the Late 19th 

Century' (2010) 5(3) Front Law China 319,319. 
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the prerequisite for a viable transplantation of laws. This section, through 

comparing history of the United Kingdom and China, seeks to answer three 

fundamental questions: First, how did copyright law originate and what were the 

conditions for its emergence? Second, what are the factors leading to copyright 

histories varying in different countries? Why 'imperial China did not respond to the 

introduction of printing and other major technological advances in the manner 

that both Chinese and Western scholars would have us believe'?19 Third, what role 

did intermediaries play throughout copyright history and how should they be 

treated from a copyright law's perspective? The answers to the three questions are 

of great significance, as they wi ll influence future research on copyright law. 

3.2.2.1 Origin of Copyright: The Interaction of Privilege and Politics 

This section revisits the pre-history phase of copyright - England before 1710 and 

the imperial China (221 B.C. -A.D. 1911). 

Prior to the enactment of the Statute of Anne in 1709, the importation of printing 

technology into England urged the pursuing of interests by the printing press and 

the booksellers.20 The government censorship system endowed the booksellers and 

printers the perpetual monopoly rights for book publishing and distributing. Henry 

VII of England in 1503 appointed a royal printer with exclusive rights to control 

certain aspects of printing, with the aim to legitimise and control publishing, 

although which 'had little to do with benefiting the publisher and even less the 

author' but 'linked copyright and censorship intrinsically well into the 17th 

19 William P Alford, To Steal a Book Is an Elegant Offense: Intellectual Properry Laiv in Chinese 
Civilization (Stanford University Press 1995) 10. 

20 Joanna Kostyla, 'From Gunpowder to Print: the Common Origins of Copyright and Patent' in 
Deazley R, Kretschmer M & Bently L, Privilege and Properry: Essqys on the History of Copyright 
(OpenBook 2010) 25. 
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century'. 21 In 1518, Richard Pynson issued the first printing privilege, the Royal 

Printer, which prohibited the printing of a speech by anyone else for two years.22 

By an Act of 1529, the Stationers' Company, originally a craft guild control 

printing by a system of privileges set up by Henry VIII. 23 Members of the 

Company had the right to print their books in perpetuity and this right became 

known as 'copyright', the right to make copies.24 

In 1557, Mary I awarded a Royal Charter, recognised as 'the true precursor of 

modern copyright laws', to the Stationers' Company which granted their works 

with certain protections and rights and laid the base on subsequent copyright 

acts. 25 The stationers' copyright meant 'not only a perpetual right to copy a 

registered book but also police-like powers of search and seizure of books which 

were not registered'. 26 For limiting the price, controlling the production and 

dividing up the market, and gained the monopoly right from the authority, these 

privileges were also in time used 'as an instrument of censorship by the 

authorities'.27 In nature, the grant of the Charter by Mary 'is often understood as 

the point at which the monarchy established an effective regulatory institution to 

control and censure the press, in the guise of the Stationers' Company, in exchange 

21 John Gurnsey, Copyright Theft (Aslib Gower 1996) 8. 

22 David Bainbridge, Intellectual Property (Pearson 2010) 34. 

23 Ronan Deazley, 'Commentary on the Stationers' Royal Charter 1557' in Lionel Bently & 
Martin Kretschmer (eds), Primary Sources on Copyright (14 50-1900) (2008) 
<http:/ / www.copyrighthistory.org> accessed 31 August 2014. According to the privileges 
awarded to the Stationers' Company, only registered members of the Stationers' Company 
could print books, the titl es of which had to be entered to the Company's Register before 
publication. 

24 Ibid 34. 

25 John, Gurnsey, Copyright Theft, (Aslib Gower 1996) 8. 

26 Richard A Spinello & Maria Battis, A Defence ef Intellectual Property Rights (Edward Elgar 2009) 
18. 

27 Gillian Davies, Copyright and the Public Interest (Sweet and Ma:>,.'Well 2002) 10. 
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for an absolute monopoly over the production of printed works.'28 The crown's 

desire for an effective control over people was fulfilled through controlling the 

press and publishing industry. Thus, the two different interests of authorities and 

industries were combined and run smoothly for about a century. The 'copyright' at 

that time was in fact the 'stationers' copyright' because that 'members of the book 

trade secured the right to print and publish literary works' which had nothing to do 

with authors. 29 Authors, who at that time were not members of the company 

(guild), dependent on the printing technology, the publishers and booksellers, thus 

their voice could not be heard. 

The system of privileges was abolished with the Cromwellian revolution and the 

Licensing Act was passed in 1662,30 which prohibited the printing of any book 

unless first licensed and entered in the register of the Stationers' Company. 31 The 

Act outlawed books suspected of containing matters hostile to the church or 

government. It fell into disrepute because 'the power of members of the 

Stationers' Company to claim copyright in perpetuity had led to high prices and a 

lack of availabili ty of books'. 32 Its lapse led the Stationers' Company to lobby 

parliament for renewed protection, ultimately resulting in the enactment of the 

28 Ronan Deazley, 'Commentary on the Stationers' Royal Charter 1557' in Lionel Bently & 
Martin Kretschmer (eds), Primary Sources on Copyright (1450-1900) (2008) 
<http://www.copyrighthistory.org> accessed 31 August 2014. 

29 Ibid. 

3° Full title: An Act for Preventing Abuses in Printing Seditious, Treasonable, and Unlicensed 
Books and Pamphlets, and for Regulating of Printing and Printing Presses (the Licensing Act), 
1662, 13 & 14 Car.II, c.33. 

31 The act was regularly renewed and was in force between 1662 and 1679, and then again 
between 1685 and 1695. See Gillian Davies, Copyright and the Public Interest (Sweet and Maxwell 
2002) 11. 

32 Ibid. 
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Statute of Anne 1710.33 

Due to the collapse of the monopoly controlled by the Stationers' Company, the 

booksellers danced to another tune, with the help of the John Locke's theory, and 

advocated that 'failure to continue exclusive rights of printing had resulted in 

disincentives to writers' and 'the public interest would be harmed by the decreased 

flow of works'.34 However, the philosophy that copyright as a natural authorial 

property right was debated thereafter. It was even doubtful whether 'Locke himself 

considered that copyright existed at common law.'35 While between 1695 and 1709 

the absence of controls on book publishing had caused 'very great detriment and 

too often the ruin of them and their families', 36 with the lobbyists efforts in 

advocating to secure their rights to publish books. In 1710, the Statute of Anne 

began to have an effect. It could be seen from the full title that the idea of author's 

right had been accepted by the parliament and the purpose of the copyright as the 

encouragement of learning was acknowledged. 

China, on the other side of the world, demonstrated the earliest evidence of 

awareness of the unauthorized reproduction dated from Zhou Dynasty. 37 

33 Ronan Deazley, 'Commentary on the Licensing Act 1662' in Lionel Bently & Martin 
Kretschmer (eds), Primary Sources on Copyright (1450-1900) (2008) 
<http:/ /www.copyrighthistory.org> accessed 14 August 2014. 

34 Gillian Davies, Copyright and the Public Interest (Sweet and Maxwell 2002) 11. 

35 'Locke's Second Treatise on Government (selected extracts) (1690)' 
Copyright (1450-1900) in Lionel Bently & Martin 
<http:/ /www.copyrightl1i story.org> accessed 14 August 2014. 

36 John Gurnsey, Copyright Thefi (Aslib Gower 1996) 9. 

tn Primary S 011rces on 
Kretschmer (eds) 

37 William P Alford, To Steal a Book Is an Elegant Offense: Intellectual Proper!} Law in Chinese 
Civilization (Stanford University Press 1995) 13: '[I] here is evidence from before the 
establishment of ilie Zhou Dynasty in 1122 B.C. of interest in ilie ways in which commodities 
were identified, concern from ilie Qin era with tl1e distribution of written materials, and 
attention from ilie Han dynasty (206 B.C.-A.D.220) to barring the unauiliorised reproduction 
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However, it is the consensus among scholars that the preliminary form of 

copyright protection could be traced back to 1,000 years ago - North Song 

Dynasty (960-1127).38 The invention of movable-type printing by Bi Sheng in 1040 

stimulated the production of printed materials by both the Imperial College and 

government officers, as well as private press. 39 A prepublication review and 

registration system was ordered in 1009 by Zhenzong Emperor. 40 One by-product 

of this system was the printed notices included in the works that obtained approval 

of reproduction, and this can be seen as the early form of copyright protection. 41 

One typical example of these notices was contained in a twelfth-century Sichuan 

work of history stating that 'this book has been printed by the family of Secretary 

Cheng of Meishan, who have registered it with the government. No one is 

permitted to reprint it.'42 The prepublication review as a method of state control 

was strengthened thereafter, with relatively few changes. 43 These endeavours made 

by the imperial states, were actually efforts to sustain imperial power rather than 

promote authorship or inventiveness.44 

of the Classics. Nonetheless, it is with the advent of printing during the Tang period that one 
first finds substantial, sustained efforts to regulate publication and republication.' 

38 Yi jun Tian, Re-thinking Intellectual Property: the Political Economy of Copyright Protection 
in the Digital Era (Routledge-Cavendish 2009) 140. Also, see William P Alford, To Steal a Book 
Is an Elegant Offense: Intellechtal Properry La1v in Chinese Civilization (Stanford University Press 1995) 
13. 

39 Ibid. 

40 Ibid. 

41 William P Alford, To Steal a Book Is an Elegant Offense: Intellectual Property La}J) in Chinese 
Civilization (Stanford University Press 1995) 13. 

42 Ibid 14-15. 

43 Ibid 15. 

44 Ibid 17. Alford argues that restrictions on the unauthorised reproduction of certain books, 
symbols and products should not be seen as constituting what we in the United States now 
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By reviewing the Chinese history from as early as the Zhou dynasty in 1122 B.C., 

to the late Qing Dynasty until 1911, Professor William Alford noticed that the 

Chinese 'were not indifferent to the unauthorised reproduction of texts and other 

items'.45 China, however, 'did not develop comprehensive, centrally promulgated, 

formal legal protection for either proprietary symbols or inventions', 46 because 

from his point of view, 

Indeed, it is more accurate to think of prepublication review and the 
other restrictions on reprinting described above, together with the 
absolute ban on heterodox materials, as part of a larger framework for 
controlling the dissemination of ideas, rather than as the building 
blocks of a system of intellectual property rights, whether for printers, 
booksellers, authors, or anyone else.47 

Unsurprisingly, he started to wonder 'why the seventeenth and eighteenth centuries 

witnessed the development of an approach toward intellectual property in Europe 

that had no counterpart in imperial Chinese history?'48 

As demonstrated previously, economic and technological factors have been playing 

a pivotal role in establishing the intellectual property law. Although being 'generally 

prosperous' and 'technologically advanced', the imperial China was a preindustrial 

country with little inexpensive mass production method. Moreover, the fact of 

high illiterate populace rate and the absence of the corporate form also 

contributed to the analysing of why the copyright system was lagging behind in 

typically understand intellectual property law to be, for their goal was not the protection of 
property or other private interests. 

45 Ibid 12. 

46 Ibid 15. 

47 Ibid 17. 

48 Ibid 18. 
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imperial China. 49 The purswng of causes, however, did not stop here. Alford 

attributed the lack of intellectual property law in imperial China to the political 

culture in the traditional Chinese society, specifically, to 'the dominant Confucian 

vision of the nature of civiliz ation and the constitutive role played therein by a 

shared and still vital past'.50 He quoted a passage from the Analects of Confucius, 'I 

transmit rather than create; I believe in and love the Ancients', to emphasise the 

importance of past stressed by the imperial power to preserve order and stability 

of the society. Similarly, he cited a famed artist,51 a politician52 in Song dynasty, and 

a Chinese aphorism 'Genuine scholars let the later world discover their work 

[rather than promulgate and profit from it themselves]' 53 to demonstrate the 

Confucian's distain for commerce. This opinion was supported by a Chinese 

scholar, who asserted that feudal China was strongly influenced by Confucianism, 

which was fundamentally in contradiction to the notion of copyright. 54 

49 Ibid 19. 

so Ibid 19. 

51 .Mi Fu (1051 - 1107) said that 'in matters of calligraphy and painting, one is not to discuss 
price. The gentleman is bard to capture by money.' See Willi am P Alford, To Steal a Book Is an 
Elegant Offense: Intellectual Property Law in Chinese Civilization (Stanford University Press 199 5) 28. 

52 Wang Anshi (1021 - 86) observed that 'actually came from nature . .. and were not created by 
human beings, but merely imitated by them ... from configurations of nature'. See William P 
Alford, To Steal a Book Is an Elegant Offense: Intellectual Proper!) Law in Chinese Civilization (Stanford 
University Press 1995) 29. 

53 Ibid. 

54 See Sanqiang Qu, 'A Dilemma for Feudal China: to Launch a Copyright Scheme in the Late 
19th Century' (2010) 5(3) Front Law China 319. He analyses that there were three reasons for 
the contradiction. Firstly, in Confucianism, 'social order is achieved by actions which are in 
accordance witl1 the order of nature.' There are not even individual rights that are sanctioned 
and guaranteed by ilie law. Secondly, Confucianism resisted the notions of equality and 
individuality that provide a basic premise for claiming copyright. In addition, Confucianism 
believed that 'the basic purpose of 'law' was not to provide a criterion for distinguishing the 
right from tl1e wrong; on the contrary, it was to eliminate a threat or violation of the nature 
order.' Thirdly, 'Confucianism believed that past experiences were indispensable for a person's 
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Although Alford provided insightful analysis on Chinese copyright history, his 

emphasis on Confucius' impact was not without opposition. Dr Wei Shi 

considered the hypothesis linking intellectual property rights' violation to 

Confucian ethics as 'misleading', because it 'fails to account for the current lower 

rates of counterfeiting and piracy in Japan and Korea which are equally, if not 

more, influenced by Confucian values.'55 Instead, he attributed problems regarding 

intellectual property right (IPR) in China to its unique bureaucracy characterised by 

the collectivist ideology, decentralised responsibilities, the lack of transparencies 

and the inadequate judiciary. 56 Confucius philosophy could be one of the reasons 

to the Chinese IPR problems, but the root, according to Shi, lies in China's 

fundamental institutional defects. Moreover, observation on Confucianism revealed 

that it had not been the only philosophy deeply influenced the imperial China. 

Other philosophies such as Chinese legalism Taoism and Mohism all played large 

roles in the Chinese legal history.57 

Another controversy with regard to copyright history is when and where the 

copyright origins in China. The disagreement can be exemplified in the debate 

between two prestigious scholars, Chengsi Zheng and William Alford. Zheng 

argued that although there was no written copyright law, the publishers, sometimes 

moral growth.' In sum, Confucianism 'militated against the approach which treated the fruits 
of intellectual property as private property'. 

55 See Wei Shi, 'The Paradox of Confucian Determinism: Tracking the Root Causes of 
Intellectual Property Rights Problem in China' (2008) 7 The John Marshall Review of 
Intellectual Property Law 454, 455-58. 

56 Ibid. 

57 Peng He, 'The Difference of Chinese Legalism and Western Legalism' (2011) 6(4) Front Law 
China 645. By analysing the similarities and differences of Chinese and Western legalism the 
author suggests that 'we should recognize our native legal contexts formed by Chinese legalism 
and other Chinese philosophies, and rebuild our legal culture by absolving positive elements of 
Western law as well.' 
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the authors, were protected by imperial orders since the D ynasty Song and lasted 

for 800 years. He also deemed that copyright was not only publisher's privilege, but 

also a civil right, an author's privilege since the Song D ynasty. 58 Houduo Shen 

expressed a similar opinion, arguing that the copyright law was represented in the 

. form of a writ. 59 On the contrary, Alford criticised above arguments regarding the 

imperial efforts on controlling publishing as a form of copyright protection, which 

was actually endeavours 'toward sustaining imperial power',60 and the main reason 

why copyright was not generated then. 61 

If ask, when did the architecture of copyright system start to build? One may trace 

back to the imperial controlling and protection of literatures in ancient China, or 

to the privileges that the Stationers' Company granted in ancient England. 

Although Alford indicated that 'the seventeenth and eighteenth centuries witnessed 

the development of an approach toward intellectual property in Europe that had 

no counterpart in imperial Chinese history',62 if carefully following his inference, 

one may answer differently. For instance, Alford said, 

58 Chengsi Zheng, On Intellectual Property (3rd edn, Law Press 2003) 14. 

59 Houduo Shen stated that 'although there was no copyright statute before the promulgation of 
the Copyright Code of Great Qing Dynasty, the protection of copyright did exist. At that time, 
the copyright law was represented in the form of a writ. The protection was focused on the 
publisher rather than the author. As the shoddy piracy affected the quality of works and 
affected the interests of bookstore, the bookstore required the local government to issue the 
writ to protect the rights of publication, for example, providing the notice of the bookstore 
dedicated publishing and no pirated printing was permitted. In this way, the rights of the 
bookstore were protected and the pirates were published. The original copyright protection 
was quite simple in form and had no uniform law to regulate.' Citing from 'The Dust-Laden 
History Revisited - the Story of the Copyright Code of Great Qing Dynasty', See 
<http://ipr.chinadaily.com.cn/2011-03/16/content_12181207.htm> accessed 14 August 2014. 

60 William P Alford, To Steal a Book Is an Elegant Offense: Intellectual Property La1v in Chinese 
Civilization (Stanford University Press 1995) 17. 

61 Ibid 9-29. 

62 Ibid 18. 
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[I]t is more accurate to think of prepublication review and the other 

restrictions on reprinting described above, together with the absolute 
ban on heterodox materials, as part of a larger framework for 
controlling the dissemination of ideas, rather than as the building 
blocks of a system of intellectual property rights, whether for printers, 
booksellers, authors, or anyone else.63 

If applying his comment on Chinese copyright history to the United Kingdom's 

history, same conclusion could be drawn. The privilege charters, star decrees, and 

royal orders, even the Statute of Anne, were combination of controlling 

dissemination of information and interests of booksellers. None of the above was 

originally designed for the authors' interests, even once. Is it possible to conclude 

that copyright law did not exist in England then? However, it needs to be noted 

that there was a major difference between controlling dissemination in Imperial 

China and the decrees and orders in pre-Anne United Kingdom, which was that in 

Imperial China, the publishers and booksellers had not formed an independent 

class to pursue their own interests and to impose pressure to the rulers. Unlike in 

the United Kingdom at that time, civil rights in Imperial China had not been 

developed, which explained the reason of a laggard copyright law system in China. 

3.2.2.2 The Evolving Copyright Regime: the Rise of Author's Right 

This section revisits the classic (traditional) copyright phase - in the United 

Kingdom between 1710 and 1988, and in China between 1911 and 1990. 

In seventeenth century England, ideas of individualism emerged under the 

influence of the philosopher John Locke and others, and the parliamentary system 

63 Ibid. 
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replaced the absolute monarchy. 64 In this period of changes, booksellers and 

printers started to push for some kind of copyright protection, referring to the 

theory of intellectual property. The Statute of Queen Anne, passed on 10 April 

1710, was the first copyright law in the modern sense.65 It had two novelties, first it 

recognised for the first time the existence of an individual right to authors to be 

protected, albeit only with respect to their books; and second the right to copy, no 

matter who its beneficiary was, was limited in time. 66 This Act had significant 

implication in balancing interests and demands among Stationers' Companies, 

authors and the public. 

First, it fulfilled the demands of the Stationers' Company 'for preventing therefore 

such Practices (piracy) for the future' by restoring to them the sole right to print 

books then printed for a period of 21 years.67 It also broke the monopoly of 

controlling the dealing of books enjoyed by booksellers. 68 

64 'Locke's Second Treatise on Government (selected extracts) (1690)' 
Copyright (1450-1900) in Lionel Bently & Martin 
<http:/ /www.copyrighthistory.org> accessed 14 August 2014. 

in Primary Sources on 
Kretschmer (eds) 

65 According to Davies, it built the foundation for the modern concept of copyright in the 
Western World and 'embodied the concept that providing copyright protection for authors for 
a limited time would encourage and promote learning and progress and thus act for the public 
good'.65 See Gillian Davies, Copyright and the Public Interest (Sweet and Maxwell 2002), vii. 

(>6 In short, as a product of the printing technology, the Statute of Anne established two 
revolutionary principles: 'recognition of the individual author as the fountainhead of 
protection and adoption of the principle of a limited term of protection for published works.' 
See Gillian Davies, Copynght and the Public Interest (Sweet and Maxwell, London 2002), 10. 

67 The Statute of Anne, 1709, Ch.XIX, S.I 

68 This monopoly was broken down by the statute in the following provisions: S.I conferred 
exclusive rights upon the author of books not yet printed or published for a period of 14 years 
and for a further 14 years if the author was still alive at the end of the first period. The 
legislation also provided the same rights for the authors or owners of books already in print 
for a single 21-year term. The limited term of copyright guaranteed the monopoly would not 
be perpetual anymore; S.III provided an alternative for an author to certify his work if he was 
refused or neglected to register by the Company of Stationers, which means that tl1e company 
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Second, it recognised author's sole right69 to print books for a limited time 'for the 

encouragement of learned men to compose and write useful books'.70 It also gave 

a nod to the natural rights of authors by recognizing that piracy was not only 'to 

their very great detriment', but also 'too often to the ruin of them and their 

families'. 71 

Third, like the purpose 'for the encouragement of learning' 72 stated in the 

beginning of the Statute, the demand was for the public interest in the supply of 

cheap books.73 It provided the public books the 'public domain' created in the 

form of time and space. On one hand, limited term of twenty-one years for the 

company and fourteen years for the author was defined; on the other hand, the 

liberty of printing and reprinting was not in the hands of booksellers but anyone 

in the public who could be author or his assignee. In addition, the certification of 

the right was not in the control of the company anymore, instead, the alternative 

cannot restrict or threaten the authors anymore; the price term in S.IV is a restrain of the 
booksellers in case the price is 'too high and unreasonable'. 

69 The Statute of Anne, 1709, Cb.XI X, S.I stipulated that 'the author of any book or books 
already composed, and not printed and published, or that shall hereafter be composed, and his 
assignee or assigns, shall have the sole liberty of printing and reprinting such book and books 
for the term of fourteen years ... .' This clause is of great importance because it was the first 
time for any law to grant any author the copyright. The concept of author's right, in the end, 
would raise the author's position in negotiation with booksellers, which means the author 
would be more independent in tbe book market and gained more stimulate in composing new 
works. 

70 The Statute of Anne, 1 709, Ch.XI X, S.I. 

71 Gillian Davies, Copyright and the Public Interest (Sweet and Maxwell 2002), 13. 

72 The Statute of Anne, 1709, Ch.XIX. 

73 The Statute of Anne, 1709, Ch.XI X, S.IV prescribed that 'if any bookseller or booksellers, 
printer or printers, shall ... set a price upon, or sell, or expose to sale, any book or books at such 
a price or rate as shall be conceived by any person or persons to be too high and unreasonable; 
it shall be and may be lawful for any person or persons, to make complaint thereof' to the 
Archbishop of Canterbury, Lord Chancellor (or to a number of specified dignitaries of church 
and bench) and 'to limit or settle the price of every such printed book ... according to the best 
of their judgements'. 
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was provided. Moreover, the delivery clause was also a public welfare related rule 

that was good for the dissemination of knowledge and benefit the public.74 

The law of copyright has been evolving for three hundred years since the 

enactment of Statute of Anne. However, the proper interpretation of the Act has 

been the subject of extensive academic commentary.75 There have been extensive 

discussion not only on the Act itself, for instance, whether it favoured publishers 

or authors, was reaffirming the status quo or conducting a radical change, but also 

on the concept of copyright, for example, whether it was a perpetual natural right 

or needed to be limited. Although evidence (from the deleted text from the Statute 

of Anne) showed that 'the legislative intention was to promote authors' rights, 

while also abolishing the stationers' monopoly',76 one fact was indubitable that the 

stationers' rights were treated both exclusive and perpetual in the following judicial 

decisions for many years since the enactment of the Act. These decisions had 

significant influence on its interpretation. 

The first case was Millar v Tqylor.77 The bookseller Andrew Millar purchased the 

publishing right from James Thomson with regard to his poem 'The Seasons' in 

1729. Twenty eight years later when the term of the exclusive right under the 

Statute of Anne expired, another bookseller Robert Taylor published the book that 

contained the above-mentioned poem.78 Millar sued Taylor in the Court of King's 

Bench in 1767, arguing that Taylor's publishing was illegal, because under the 

common law, regardless of the expiry of the statutory period of protection, 

74 The Statute of Anne, 1709, Ch.XIX, S.V. 

75 Richard A Spinello & Maria Battis, A Defence of Intellectual Proper!} Rights (Edward Elgar 2009) 
20. 

76 Ibid 22. 

77 Millar v Tqylor, 98 ER 201. 

78 Ibid. 
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authors had a perpetual right to authorise printing. 79 Taylor responded that, as 

Thomson had died in 17 48, the work was no longer within the copyright term 

provided by the 1710 Act. This case was decided in favour of the perpetual right 

by a majority of the court in 1769. The Court held that there was a common law 

right of an author to his copy stemming from the act of creation, and that the 

right was not taken away by the Statute of Anne. The new Lord Chancellor Apsley 

(1714-1794), in July 1770, ordered Taylor to account for all the copies of The 

Seasons that he had sold and granted a perpetual injunction to prevent the 

subsequent reproduction of the work. 80 

Majority opinion favoured for the publisher who had a perpetual common law 

right. For example, Mr Justice Willis found in favour of the common law right on 

grounds of natural law,81 and Lord Mansfield, leading a majority decision of the 

court, provided a robust and influential justification as to the existence of an 

author's rights in literary property at common law.82 However, Mr Justice Yates was 

against a perpetual common law copyright in his dissenting opinion, stating that 

79 Ibid. 

80 Ibid. 

81 Millar v Tqylor, 98 ER 201, 218: 'It is certainly not agreeable to natural justice, that a stranger 
should reap the beneficial pecuniary produce of another man's work .... It is wise, in any State, 
to encourage letters, and the painful research of learned men. The easiest and most equal way 
of doing it, is by securing to them the property of their own works .... A writer's fame will not 
be the less, that he has bread, without being under the necessity of prostituting his pen to 
flattery or party, to get it ... ' 

82Millar v Tqylor, 98 ER 201, 252: 'Because it is just, that an author should reap the pecuniary 
benefits of his own ingenuity and labour. It is just, that another should not use his name, 
without his consent. It is fit that he should judge when to publish, or whether he ever will 
publish. It is fit he should not only choose the time, but the manner of publication; how many; 
what volume; what print. It is fit, he should choose to whose care he will trust the accuracy and 
correctness of the impression; in whose honesty he ,vill confide, not to foist in additions ... .' 
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there was a limit on copyright. 83 Mansfield's ruling essentially eliminated the 

concept of the public domain by holding that when the statutory rights granted by 

the statute expired, the publisher was still left with common law rights to the work. 

In evaluating this case, Gillian Davies expressed similar opinion, 

[A]n exclusive perpetual property in authors would be dangerous; it 
would give them the right to suppress as well as publish; it would lead 

to uncertainty and litigation if the author abandoned his copy; could 
lead to the fixing of such an exorbitant price upon a book as to 'lock 

it up' 'form the general bulk of mankind'; it would lead to restraints 
on trade.84 

The issue was ultimately resolved against the London publishing monopolies in the 

landmark case of Donaldson v Beckett.85 Despite being overturned, the case of Millar 

v Tqylorremains an important case in the development and history of copyright 

law. 

Donaldson v Beckett was regarding the same poem at issue in Millar case and an 

injunction was granted by the Court of Chancery on the precedent of Millar v 

Tqylor. 86 An appeal from the Chancery decree was carried to the House of Lords, 

which at that time functioned as the United Kingdom's court of fmal appeal, in 

February 1774.87 In the end of the trial, the full house voted to reverse the decree 

against Donaldson. The Lords rejected the notice of a perpetual copyright and 

83Millar v Tqylor, 98 ER 201, 248: 'all property has its proper limit, extent and bounds ... the 
legislature had no notion of any such things as copyrights as existing forever at common 
law: ... on the contrary, they understood that authors could have no right in their copies after 
they had made their works public; and meant to give them a security which they supposed 
them not to have had before ... ' 

84 Gillian Davies, Copyright and the Public Interest (Sweet and Maxwell 2002) 31. 

85 Donaldson v Beckett, 1 ER 201. 

86 Ibid. 

87 Ibid. 
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held that it had not previously existed before the Statute of Anne. Older works fell 

into the public domain, were available to everyone when the copyright term 

expired. Later that year, the United K111gdom's booksellers sought to extend their 

statutory copyright to fourteen years through the Booksellers' Bill, but, having 

passed the House of Commons, the bill was defeated in the Lords. In 1834, the 

United States Supreme Court essentially followed the House of Lords' decision 

in Donaldson with Wheaton v Peters, rejecting any perpetual common law copyright in 

favour of the statutory instrument still in existence today. The question of whether 

common law afforded authors a perpetual right to the copies of their work or not, 

was a torturing one. Both the statute of Anne and Donaldson v. Beckett constitute 

turning points in the history of copyright, with an influence falling outside the 

common law world and far beyond the years of their appearance, therefore defying 

both place and time.88 

The Statute of Anne 1710 was just a beginning of copyright protection, because 

the authors, who were not independent at that time, relied on the printers and 

booksellers, if they wish to communicate the works to the reading public. Contract 

law was applied between the authors and the stationers with acceptable terms for 

both sides. Due to the enormous cost in publishing a book such as typesetting, 

printing and marketing, the bookseller had the economic advantages on whether 

the book was to be published and how the interest was to be distributed. In turn, 

the main benefit gainer was the booksellers who had more bargaining power over 

authors. The author had no other choice but to sign his or her copyright to the 

qualified publishers in order to get the substantial payment. 

Since the enactment of the Statute of Anne, the stationers still could get copyright 

88 Richard A Spinello & Maria Bottis, A Defence of Intellectual Property &ghts (Edward Elgar 2009) 
16. 
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from authors, eliminated the competitors, and won the biggest share. After all, it 

was the Statute of Anne that revealed the notion of author's right and recognised 

it in law. In the end, this concept benefited authors because it raised the position 

of authors to negotiate with publishers and to gain a reasonable economic 

position. 

Since the nineteenth century, the development of the United Kingdom copyright 

history was closely linked to the development of international Conventions. The 

Berne Convention for the Protection of Literary and Artistic Works was 

formulated in 1886 with the purposes of promoting greater uniformity in 

copyright law and giving copyright owners full protection in all contracting States. 89 

It successfully reconciled the fundamentally different nature of United Kingdom's 

copyright law with the French tradition of Droit d'auteur. 90 In the 1908 Berlin 

revision (the Berlin Act), inter alia, the term of copyright protection was increased 

to the life of the author plus fifty years and copyright was extended to cover 

choreographic works, works of architecture and sound recordings. Major changes, 

heavily influenced by the Berlin revision, were introduced by the Copyright Act 

1911 to the United Kingdom's copyright law.91 The 1911 Act formed the basis of 

copyright law throughout the British Empire and accounted for similarities in 

copyright law between the United Kingdom and countries such as Australia, New 

89 See Berne Convention for the protection of Literary and Artistic Works 1886. 

90 The transition from the system of privileges to copyright in Western Europe took over a 
century. Further important steps in the evolution of copyright were taken in France at the end 
of the eighteenth century. Inspired by revolutionary ideals, the decrees of 1791 and 1793 
instituted in particular the concept of literary property. At the same time, the notion of public 
domain was introduced, and thus two fundamental principles in modern copyright were 
established. The French example was soon followed by other countries and by the middle of 
the nineteenth century, many States, including some in Latin America, had already enacted 
national copyright laws. 

91 See Copyright Act 1911 (c. 46). 
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Zealand and South Africa. 92 The 1911 Act then was replaced in the United 

Kingdom by the Copyright Act 1956, which added three new forms of works: 

cinematograph films, broadcasts and the typographical arrangement of published 

editions.93 

While a conventional copyright law system was developing fast in England and 

then in Europe since the enactment of the Statute of Anne, the copyright law 

system in China in the same era, due to political and diplomacy reasons, was quite 

ill developed. According to Alford, on the one hand, 

Initial attempts to introduce European and American intellectual 
property law to China at the turn of this century were unsuccessful 
because they failed to consider the relevance of such models for 
China and instead presumed that foreign pressure would suffice to 
induce ready adoption and widespread adherence to such laws.94 

On the other hand, in the early twentieth century, 

[A]ttempts to establish intellectual property law, particularly on the 

Chinese mainland, have been deeply flawed in their failure to address 
the difficulties of reconciling legal values, institutions, and forms 
generated in the West with the legacy of China's past and the 
constraints imposed by its present circumstances. 95 

The first copyright protection in a statutory form in China can be trace back to the 

Qing Dynasty.96 The Qing government enacted the Copyright Code of Great Qing 

92 David Bainbridge, Intellectual Property (Pearson 2010) 35. 

93 See Copyright Act 1956 (c. 74). 

94 William P Alford, To Steal a Book Is an Elegant Offense: Intellectual Property La1v in Chinese 
Civilization (Stanford University Press 1995) 2. 

95 lbid 2. 

96 See Jie Min, 'The First Copyright Law in Qing Dynasty in China', available at 
<http:/ /www.qinghistory.cn/ magazinefree/html/31 / 200/ content/ 234.shtml> accessed 15 
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Dynasty, 97 two hundred years later than the first copyright law in the United 

Kingdom. 98 In the early twentieth century, the internal and external situations 

required political reform to be put on the agenda. 99 The western legal system was 

then introduced and opened the prelude to the evolution of the modern law.100 

The Copyright Code of Great Qing Dynasty consists of five chapters101 and fifty­

five items regulating on the definition of copyright, the scope of the involved 

work, the author's rights, and the procedures to obtain copyright, copyright 

duration, the copyright limits and other issues as well.102 

After the overthrow of the Qing Dynasty, the Copyright Code of Great Qing 

Dynasty was postponed to take effect in 1915 by the Presidential Decree 

'Temporary Citation' issued in March of 1912. Later, the Northern Government 

promulgated the Copyright Law based on the Copyright Code of Great Qing 

September 2014. Also see 'A comprehensive summary and realistic predication of Copyright 
Law', available at 
<http://www.chinaipr.gov.cn/frontierarticle/frontier/201103/1209773_1.html> accessed 15 
September 2014. 

97 Enacted in 1910. 

98 The Statute of Anne 1710. 

99 According to Qu, these situations include political upheavals, economic contradictions and 
intervention by the western powers. See Sanqiang Qu, 'A Dilemma for Feudal China: to 
Launch a Copyright Scheme in the Late 19th Century' (2010) 5(3) Front Law China 319,340. 

100 The Sino-British Treaty of Commerce and Navigation of 1902 and the Sino-American 
Commercial Navigation Treaty of 1903 both contained intellectual property clauses introduced 
to China. As described by Wu, this was a 'passive acceptance'. The China's IP protection 
resulted from the pressure imposed by the imperialists rather than learning from the west. See 
Handong Wu, 'One Hundred Years of Progress: the D evelopment of the Intellectual Property 
System in China' (2009) 1(1) The WIPO Journal 117, 118. 

101 These chapters were general rules, the duration of right, submission, and limitation of right 
and supplementary. See 'The Dust-Laden History Revisited-the Story of the Copyright Code 
of Great Qing Dynasty.' <http://ipr.chinadaily.corn.cn/2011-03/16/content_12181207.htm> 
accessed 14 August 2014. 

102 Ibid. 
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Dynasty.103 This Code, though not implemented, was considered as a 'pioneering 

step' and had significant implications. 104 In 1928, a new Copyright Law was 

promulgated shortly after the Guomindang took power, which was borrowing 

heavily from the German example and filtered through the Japanese. However, 

with such efforts at 'modernizing' the law notwithstanding, there appears, from 

accounts of Chinese and foreign observers alike, to have been little change in 

Chinese practice during the Nationalist government's two decades in power on tl1e 

mainland. According to Alford's observation, fundamentally, these laws failed to 

achieve their stated objectives because 'they presumed a legal structure, and indeed, 

a legal consciousness, that did not then exist in China and most likely, could not 

have flourished there at that time'.105 

In 1913 and 1920, the United States, the United Kingdom and France had invited 

China to join the Berne Convention, and to conclude certain bilateral copyright 

treaties with them. However, the then Chinese government refused them on the 

grounds of potential negative impacts on the Chinese economy and its education 

system. After that, the intervention of a series of historical events, such as the 

World War II, the Chinese civil wars, and the Culture Revolution, significantly 

103 See ibid. 

104 When being asked about the significance of the Copyright Code of Great Qing Dynasty, 
Professor Shen pointed out: '[h]istorically speaking, the law takes a pioneering step in the 
identification of intellectual property and copyright; realistically speaking, there were dozens of 
publishing houses at that time. If no related law was promulgated, it would be detrimental to 
the protection of copyright and the transmission of culture. When speaking in term of its 
influence on future generations, although the Qing Dynasty went to the ground soon after the 
implementation of the copyright law, the contents of the copyright law issued by the Republic 
of China were basically not changed, just taking another name of Copyright Law by the 
Northern Government.' See ibid. 

105 See William P Alford, To Steal a Book Is an Elegant Offense: Inte//ectttal Properry Lo1v in Chinese 
Civilization (Stanford University Press 1995) 52-53. 
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slowed down the development of China's copyright law. 106 

From the year of 1979 to 1990 was the formulation stage of the Chinese modern 

intellectual property law framework. The 'Open Door Policy' in the 1970s has been 

regarded as a significant step China made along the path towards stronger 

copyright law and the rule of law. 107 China and the US established formal 

diplomatic relations in 1979. In the same year, they concluded the 1979 US-China 

Bilateral Trade Agreement, and both committed to reciprocity with regard to 

copyright, patent, and trademark protection. 108 Following this treaty, the China 

intellectual property right systems experienced a dramatic development between 

1980 and 1991, for instance, China enacted the Trademark Law in 1982, the Patent 

Law in 1984, and the Copyright Law in 1990. These legislations constituted a 

framework of the intellectual property right' protection system, and indicated that 

the Chinese intellectual property protection system had been established. Also in 

this period, China became a signatory to the Convention Establishing the World 

Intellectual Property Organization (\VIPO) in 1980. 109 It joined the Paris 

Convention for Protection of Industry Property (Paris Convention) in 1985.110 

3.2.2.3 Digital Copyright 

106 Yi jun Tian, Re-thinking Intellectual Properry: the Political Economy of Copyright Protection in the Digital 
Era (Routledge-Cavendish 2009) 140. 

101 Ibid. 

108 See Shijian Zhou, 'China-U.S. Economic Relations: Accords and Discords', available at 
<http://www.china.org.cn/opinion/2012-02/27 /content_24744473.htm> accessed 15 
September 2014. 

109 See 'China's IP journey', available at 
<http:/ /www.wipo.int/wipo_magazine/ en/2010/06/ artide_00lO.html> accessed 15 
September 2014. 

110 See <http://www.wipo.int/treaties/en/ShowResults.jsp?treaty_lbid=2> accessed 15 
September 2014. It provides contracting parties of the WIPO treaties. 
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In response to major technological developments in the United Kingdom, the 

current Act, the Copyright, Designs and Patents Act 1988, 111 was passed. It 

represented a major reform, dealing with remedies against piracy and protection 

with respect to computer software and cable programmes, as well as protection 

with respect to satellite broadcasting and cable programmes and such provisions.112 

The Act aims to take account of the technological developments of the thirty 

years since the 1956 Act, as well as to enable the United Kingdom to ratify the 

1971 Paris Act to the Berne Convention. According to Gillian Davies, the one 

major advantage of the Act is that it 'restates the law on a more logical and 

consistent basis and in much clearer language and, thus, is more readily intelligible 

to the layman'.113 When the passage of the Act was being discussed, the film, music 

and computer industries faced growing concerns about the potential for piracy and 

uncontrolled private copying by means of the new digital reproduction technology 

being introduced on the market. 

To meet the threat, the use of spoiler or copy-protection systems were being 

developed. In support of these treads, the 1988 Act led the field internationally by 

providing right owners with protection against devices designed to circumvent 

copy-protection devices. Rights and remedies were introduced to protect copyright 

works lawfully issued to the public in copy-protected electronic form against 

devices designed to circumvent such copy-protection systems. This legislation 

predated the equivalent provisions of the WIPO Copyright Treaty (W'CT) by eight 

111 Copyright, Designs and Patents Act 1988, Statutory Instrument 1998/816 01ereinafter 
referred to as CDPA 1988). 

112 See CDPA 1988. 

113 Gillian Davies, Copyright and the Public Interest (Sweet and Maxwell 2002) 49. 
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years 114 and those of the European Union Information Society Directive by 

thirteen. 115 The EU Information Society Directive contains much more 

comprehensive legal protection for copy-protection systems and provides for 

protection of electronic rights management information.116 The United Kingdom 

also made amendment in this regard.117 

The 1990 Copyright Law of China experienced eleven years of discussion and 

modification with the fast changes of technology, until a version was promulgated 

and came into force on October 27, 2001, almost the same time as China's WTO 

entry .. 118 However, as discussed in chapter two, because of ambiguous legislation, it 

is difficult to guarantee the uniformity of court judgments at different levels, which 

would be unfavourable to copyright protection within the online context. 

Therefore, the Judicial Committee of the Supreme People's Court adopted the 

Network Copyright Interpretation to fill in the 'legal vacuum' between the two 

copyright laws.119 Since 2001, the Network Copyright Interpretation, the revised 

Copyright Law, together with relevant articles in the General Principles of the Civil 

Law, have been applied to deal with copyright infringement at the same time. 

Besides, the Implementing Regulations of the Copyright Law 120 and Law 

l l 4 WCT: WIPO Copyright Treaty, adopted by the Diplomatic Conference, Geneva, December 
20, 1996. 

115 E.C. Copyright in the Information Society Directive: Directive 2001 /29 /EC of the European 
Parliament and of the Council of 22 May 2001 on the harmonization of certain aspects of 
copyright and related rights in the Information Society [2001] OJL 167 /10. 

i 16 See ibid. 

1 l 7 Section 296ZE of the Copyright and Related Rights Regulations 2003 introduce a remedy 
where effective technologcal measures prevent permitted acts. 

l l B China became the 143rd member of the WTO on 11 December 2001. 

119 Interpretation concerning several issues of the applicable law in the trial of copyright dispute 
cases involving computer networks. It was released on December 20, 2000 and became 
effective on December 21, 2000. 

120 Effective on September 15, 2002. 
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Application Interpretation 121 have brought China's copyright law regime closer to 

full compliance with the TRIPS agreement.122 

China's legislators have been seeking solutions to accommodate the challenge of 

the technology revolution with an eye to the harmonisation of related laws and 

regulations. Notably, on July 1st, 2006, the State Council promulgated a landmark 

instrument, the 2006 Regulation,123 following which the Judiciary Interpretation for 

Digital Copyright 2000 was revised later in the same year.124 As introduced in 

chapter one, later in the year of 2010, the Tort Liability Law was promulgated.125 In 

2013, the new Provision was issued by the Supreme People's Court of China.126 

If the immaturity of copyright laws in Imperial China could be attributed to 

culture or politics, then in the past three decades, however, the copyright dilemma 

has been no longer focusing only on culture and politics, but equally stressing the 

imbalance of economic development. In the era of Internet, the difference in 

history between China and the United Kingdom is immense. In the global 

discourse of intellectual property rights, China has been playing a significant role, 

121 Interpretation of the Supreme People's Court concerning the application of law in hearing 
civil copyright cases, promulgated on October 15, 2002. 

122 The Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS), negotiated 
at the end of the Uruguay Round of the General Agreement on Tariffs and Trade (GATf) in 
1994. 

123 Regulation on the Protection of the Right of Communication through information Network. 

124 Networks Copyright Interpretation issued by the Chinese Supreme Court in 2000 was 
amended twice, respectively in 2003 and 2006. 

125 Adopted on December 26, 2009 and came into force on July 1, 2010. 

126 The Provisions of the Supreme People's Court on Several Issues concerning the Application 
of Law in Hearing Civil Dispute Cases Involving Infringement of the Right of Dissemination 
on Information Networks. It was adopted at the 1561 st session of the Judicial Committee of 
the Supreme People's Court on November 26, 2012, issued on December 17, 2012 and came 
into force on January 1, 2013. Translation available at <http://en.pkulaw.cn> accessed 27 
August 2014. 
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and its copyright laws need to be understood accordingly. 

The United Kingdom adopted a number of European Community Directives in 

the field of copyright and related rights. 127 These implementations have 

undoubtedly considerable impact on the United Kingdom's copyright legislation, 

especially to address problems arising from new technology. The rationale for 

copyright and related rights in the United Kingdom continues to be that such 

rights play a vital role in protecting and promoting creativity and that the 

knowledge economy depends on strong intellectual property rights. The 

Government is concerned to raise the public's awareness of the value of 

intellectual property rights and knowledge of the contribution made by such rights 

to the development and success of creative industries for the benefit of the wider 

community. 

3.2.3 What does History Reveal? 

3.2.3.1 A Common Ground for Legal Transplantation 

No historical research towards any subject can be conducted without referring to 

its origin, and the copyright field is no exception. There are two conflicting points 

of view as to the origin of copyright in China, one that the copyright protection 

system originated in the Song D ynasty,128 while the other denies there was any real 

127 For instance, The Copyright and Related Rights Regulations SI 2003 No. 2498 - which 
implements Directive 2001/29/EC on the harmonization of certain aspects of copyright and 
related rights in the information society. Came into force on 31 October 2003. 

128 Chengsi Zheng suggests that 'i t is commonly recognized that copyright originated side by side 
with the invention of type printing techniques. In the West Gutenberg of Germany in the 15th 

century is credited as the inventor of such a technique. However in China Bi Sheng (in the 
Song Dynasty) first used type printing at a much earlier date in the 11th century and this is 
borne out in the relevant historical records of many countries.' See Chengsi Zheng, Chinese 
Intellectual Properry and Technology Tranifer L:nv (Sweet & Maxwell 1987) 86. Sanqiang Qu suggests 
that 'from a historical point of view Chinese feudal law did not provide any conditions 
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sense copyright protection at all in imperial China. 129 Since the concept of 

copyright has been evolving throughout history it is necessary to answer this 

question to define the concept and analyse its should-be forms of protection. For 

example, does 'copyright' mean the ancient copyright protection based on the 

protection of publishing privileges, or modern copyright protection aiming at 

promoting creation and authors' rights? Without a clear definition, it is hard to 

continue the discussion at the same level, or in the same language context. 

By examining the legislative history of the United Kingdom's copyright laws, it is 

possible to raise propositions about the conditions from which copyright law 

derives. First, the invention of printing technology gave rise to the possibility of 

printing multiple copies of books cheaply. 130 This opened a new market for the 

public, who previously had not had access to the works, which were hitherto only 

enjoyed by the most privileged members of society. With improvement of printing 

technology, the cost of printing declined dramatically and resulted in much cheaper 

favourable to the development of a copyright system. The concept of copyright in China was 
basically borrowed from western jurisdictions.' See Sanqiang Qu, 'A Dilemma for Feudal China: 
to Launch a Copyright Scheme in the Late 19th Century' (2010) 5(3) Front Law China 319, 320. 

129 See William P Alford, To Steal a Book Is an Elegant Offense: Intellectual Property Lal}) in Chinese 
Civilization (Stanford University Press 1995). Also see Handong Wu, 'One Hundred Years of 
Progress: the Development of the Intellectual Property System in China' (2009) 1(1) WIPOJ 
117. At 118 Wu suggests that 'generally speaking China's intellectual property protection began 
in the late Qing dynasty.' 

130 A later Register of the US Copyright Office in their report to Congress in 1961 on the 
revisions of the Copyright Act of 1909 stated: 'Copyright does not need to exist without a real 
possibility of multiple copying. Its birth coincided with the invention of what was then, in the 
fifteenth century, modern copying technology: the printing press, an invention by Gutenberg in 
Germany, introduced in England by Caxton. Before this, the copying of a book by hand was a 
formidable investment of time and effort. It is true that technological developments firstly 
modify economic, cultural and social relationships and then, law.' 
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books.131 

Second, the printers and publishers soon formed themselves into powerful guilds 

and petitioned the authorities for protection against unfair competition from 

printers who copied their editions. As they fought for their independent interests, a 

new class was born and rose. 

Third, looking back through history, the authorities, interests were always to 

control the book trade, which represented a new method of making information 

available to the people, and to encourage a new industry.132 

In China, the conditions for the origin of copyright protection were similar to the 

United Kingdom,133 but have distinctive features. If publishing rights protected 

since Song Dynasty are regarded as the origin of an early form of copyright 

protection, the changes of identity and status of authors in different historical 

contexts, the foreign influence on copyright protection for a sovereign country, 

and the ever-growing duplication technology which has raised problems for 

131 According to Bainbridge two factors were decisive: technology and market - 'Substantial 
human labour and skill required to produce such works', and 'there was not a market for books 
due to the general illiteracy of the population at large'. See David Bainbridge, Intellectual 
Property (Pearson 2010) 33. 

132 S M Stewart indicates that, 'it did not take the authorities long to realize that by restricting the 
rights to privileges ... they could control all publications quite easily ... and this gave the 
Governments an easy and effective weapon allowing them to exercise a very tight censorship 
over this new medium.' Citing from Gillian Davies, Copyright and the Public Interest (Sweet and 
Maxwell 2002) 20. 

133 Handong Wu suggests that the system of intellectual property rights results from 'the 
development of modern commerce, economy and science and technology'. See Handong Wu, 
'One Hundred Years of Progress: the Development of the Intellectual Property System in 
China' (2009) 1 (1) WIPOJ 117, 117. 
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copyright legislators, are all important factors.134 

The modern system of copyright and related rights has been substantially driven 

by international agreements. By the end of the nineteenth century, a considerable 

number of countries had already recognised that the protection for works should 

not stop at a country's borders. A number of bilateral agreements were signed, in 

particular among European countries. The increase in cross-border trade and 

technological developments was one of the reasons that triggered recent 

international developments. Current challenges to copyright presented by the 

information society require a global approach. Care should be displayed by 

legislators to ensure that copyright protection is adequately provided for and 

enforced in the new digital environment, while at the same time lawful access to 

works will not be impeded. Thus, the information society could fulfil its cultural 

and economic potentials. 

3.2.3.2 Restore the Copyright Balance by Technology Neutral Principle 

The recent copyright cases concerning Internet technologies have placed 

considerable emphasis upon the financial interests of right holders, in particular 

the markets for their copyright works. The reason for this is historical - courts 

have often emphasised the interests of the right holder, and, furthermore, assumed 

the interests of the right holder are synonymous with encouraging new creative 

copyright works. However, in the context of Internet technology, the interests of 

right holders, authors, and content recipients are in pronounced conflict. A 

historical approach to copyright infringement in both the United Kingdom and 

China can go some way to restoring the copyright balance. The key to this balance 

is to understand the true nature of copyright and the role that the intermediaries, 

134 LinZhou and Mingshan Li (eds), ZhongGuo Ban Q uan Shi Yan Jiu Wen X ian (ZhongGuo Fang 
Zheng Chu Ban She, Beijing, 1999). 
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especially technology innovators play in copyright history. 

Copyright is intricately tied to the development of technology and society. The 

justifiability of copyright law depends upon its capacity to facilitate the generation 

and exchange of intellectual expression. It requires improving relations of 

communication between equal participants in the cultural conversation. In the 

discourse of copyrighted works, the right holder's, or author's rights (both 

economically and morally), have been largely stabled throughout the development 

of copyright legislation and case laws in history. Public interests, at the other end 

of the spectrum, although as a major target of debate for decades, have also been 

quite settled, and their rights are acknowledged and cannot be ignored. 

The only remaining grey area is those who have borne obligations to disseminate 

materials and knowledge, and suffer liabilities for centuries - the intermediaries. In 

the pre-history of copyright, they were monks who did the handwriting to 

preserve the saint's words, then came the publishers and booksellers, rapidly 

developing with the invention of printing technology. Although these 

intermediaries were not granted copyright, they fought for their rights, and helped 

the actual emergence of 'copyright' at that time by using their lobbying strategy. At 

the start of copyright history, they were still publishers and booksellers, together 

with some companies whose inventions facilitated communicating the works to the 

public, such as tape-recorder companies. Then, with the development of Internet 

technology, the intermediaries are no longer just booksellers and small companies, 

they have invented various types of technologies and established various forms of 

companies, such as Napster, Google and YouTube (which has recently been 

through a merger process and become part of Google). These intermediaries have 

been accused of destroying copyright holders' interests and faced many challanges. 

It is vital then, in this new digital era, to determine their roles, obligations, and 
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liabilities within the copyright regime. 

Copyright law not only aims at establishing individual rights for the benefit of 

authors, it also takes into account the need of the user and society for accessing to 

knowledge and information. In order to maintain a fair balance between 

conflicting interests, copyright protection is subject to a number of exceptions and 

limitations. The interplay between exclusive rights, on the one hand, and 

exceptions and limitations to these rights, on the other, form the legal framework 

within which creativity and communication may develop. History has shown us 

that copyright has been expanding along with copyright liability and the 

development of third-party copyright liability does have some side effects. 

Therefore, it is vital to find where the balance point is. The key to the answer is 

correctly defining the relationship between the intermediaries and the technology 

that they developed in facilitating disseminating copyrighted works. History told 

us that many new technologies have been challenged because of their dual-use 

charecteristics in facilitating communication of information, however almost all 

technologies survived. The crucial point is that technology is neutral, which should 

not be treated with bias. The problem lies in the way that the technology is used. 

This is the fundamental principle that is to be established in constructing the 

indirect copyright liability system in digital society. 
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3.3 Towards an Efficient Indirect Copyright Liability Rules in a 

Balanced Copyright Protection System: an Economic Perspective 

An economic perspective on indirect liability for copyright infringement in digital 

society will be conducted in the following steps. Section 3.3.1 provides economic 

justification for a balanced copyright protection in the digital environment with 

new methods of communication and information technologies. Section 3.3.2 

concentrates on the design of an efficient indirect copyright liability system from 

an economic perspective. Section 3.3.3 summarises. 

3.3.1 Market Failure Calls for a Balanced Copyright Protection in the Digital 

World 

3.3.1.1 Three Justifications for a Balanced Copyright Protection: an 

Economic Perspective 

According to a research conducted by the Allen Consulting Group, 135 a balanced 

copyright protection is required based on three justifications - as incentive to 

create, as response to market failure, and as function to encourage price 

discrimination - from the perspective of economics.136 

First, copyright protection is necessary for creating incentives to produce copyright 

products, but this benefit should balance against the costs generated by copyright, 

especially the costs of restricted access. Authors will not cease creating without 

135 The Allen Consulting Group was commissioned by the Centre for Copyright Studies to 
conduct a programme of copyright-related research, and the research paper was published as 
Economic Perspectives on Copyright Law (Centre for Copyright Studies Ltd, Australia 2003). 

136 The Allen Consulting Group, Economic Perspectives on Copyright La1v (Centre for Copyright 
Studies Ltd, Australia 2003) 2. 
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copyright protection, 137 but their incentive to create will be affected, because 

creation requires a considerable investment of time and effort. 138 Incentive to 

create can be positive or negative based on the cost to subsequent authors. During 

the term of copyright protection, the author has a right to forbid others from 

using his or her works, thereby affects the cost to create by subsequent authors.139 

In this sense, copyright law must strike the correct balance between the rewards to 

the author and the costs that imposes on subsequent authors. Through a cost and 

benefit analysis, if overall social welfare is more cared about, an optimal copyright 

protection requires a balanced copyright protection system.140 

Second, copyright is a policy response to correct market failures, where alternative 

methods of appropriation are insufficient. Under certain circumstances, 

government steps into th.e market and corrects the market failure based on 

legitimate reasons. 141 Copyright goods possess three natures that could lead to 

market failure. The first is the public good nature, because copyright goods present 

non-rivalrous 142 and non-excludable 143 characteristics. Once copyright goods are 

produced, it is difficult to 'prevent those who do not pay for the goods from 

137 'It may come as a surprise to many readers that tbe economic arguments that we make for 
intellectual property protection are not based primarily on a belief that without legal protection 
the incentives to create sucb property would be inadequate.' See Landes William M & Richard 
A Posner, The Economic Structure of Intellectual Properry La/JJ (Harvard University Press 2003) 10. 

138 'In the absence of assurance of a fair return for authors' creative efforts, the quality of works 
may decrease.' See Patricia Akester & Francisco Lima, 'The Economic Dimension of the 
Digital Challenge: a Copyright Perspective' (2005) 1 Intellectual Property Quarterly 69, 73. 

139 Ruth Towse, Christian Handke and Paul Stepan, 'The Economics of Copyright Law: a 
Stocktake of the literature' (2008) 5(1) Review of Economic Research on Copyright Issues 1, 6 

140 Ibid 7: 'the optimal level of copyright protection must take account of the higher transaction 
costs than it causes'. 

141 The Allen Consulting Group, Economic Perspectives on Copyright Laiv (Centre for Copyright 
Studies Ltd, Australia 2003) 14 

142 Consumption by one person will not diminish consumption by others. 

143 It is difficult to exclude anyone from benefiting from the good. 
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consummg them'. 144 The second nature is externalities, which occur when an 

activity or transaction has positive (benefits) or negative (costs) welfare effects on 

others who are not direct parties to the transaction. This nature shows in pricing 

copyright goods wherein which 'the first copy of a copyright good will often is 

very costly to produce, while subsequent copies may cost next to nothing'.145 This 

situation leads to difficulties in pricing the copyright goods because the high fixed 

costs will not be recovered if marginal cost pricing is used, which creates a 

dilemma in standard economic theory which argues that 'it is desirable to price 

goods at marginal cost'.146 The third nature is information asymmetries because 

there is a 'fundamental paradox' in the determination of demand for 

information.147 It is almost impossible to encourage the purchase of information 

goods without disclosing the content; however once being disclosed, the content 

would lose the original value. 

The third justification for a balanced copyright protection 1s that the law is 

designed to encourage price discrimination so that total welfare is rnaximised.148 

This approach tends to see copyright's role as to facilitate price discrimination. 

Some argue that allowing copyright holders to price discriminate will overcome 

many of the access concerns. 149 'Setting prices at marginal cost' is both 

economically viable and the likely outcome of competitive forces. Many copyright 

144 The Allen Consulting Group, Economic Perspectives on Copyright La1v (Centre for Copyright 
Studies Ltd, Australia 2003) 14, 'there are incentives for consumers to become free-riders, 
obtaining the benefits of the good without incurring any of the costs'. 

145 Ibid 14. 

146 Ibid 15. 

147 Ibid 15. The author indicates that 'its value for the purchaser is not known until he has the 
information, but then he has in effect acquired it without cost'. 

148 Ibid 2. 

149 Ibid 59. 
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products involve technologies that exhibit certain characteristics: increasing returns 

to scale, large fixed and sunk costs and significant economies of scope. Setting 

prices equal to marginal cost will generally not recoup sufficient revenue to cover 

the fixed costs and the standard economic recommendation of 'price at marginal 

cost' is not economically viable. Thus, pricing based on willingness to pay is vital to 

ensure efficiency. 

3.3.1.2 Implication of Digitalisation: Market Failure 

As demonstrated in the historical research in section 3.3, copyright law originated 

with the development of technology. A new development in recent decades is 

digitalisation. Digitalisation has a number of characteristics, which have 

contributed to the change in dynamics from the old communications economy. 

These characteristics include: ease of reproduction (perfect copying is able to be 

conducted at very low cost), non-exclusivity (viewing of a copy by one user often 

does not exclude others viewing and copying it simultaneously), low-cost 

transmission (digital goods are able to be transmitted at extremely low cost, and 

often almost instantaneously, to anywhere on a digital network); reduced ability to 

discriminate by geographical location (it is difficult to differentiate between users 

on a locational basis), low storage costs, ease of aggregation/ disaggregation 

(electronic documents are able to be broken up, priced together or extracted from) 

and increased ability to search.150 

However, digitalisation also gives rise to great challenges. The first challenge refers 

to the ease of conducting copyright infringement. 151 Information in digital form is 

150 Ibid 120. 

151 'The advent of digital technology has increased the economic importance of copyright in 
areas such as electronic publishing, CD-ROMS and multimedia, digital broadcasting, computer 
programs, databases and internet communication. Simultaneously digital technology has made 
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intangible and could be reproduced instantaneously, with total accuracy and little 

effort.152 Increases in capacity of the Internet and digital compression techniques 

have made it easier to distribute works at higher speed and with little time or cost. 

Second, digitalisation has made it more inconvenient to detect copyright 

infringements because, unlike in the physical world, cyberspace is a place without 

boundaries where infringers are sometimes unidentifiable. Third, even if 

infringements are traceable, once being conducted, they are difficult to stop, due to 

the fast transmitting speed and the wide range of information receivers. Fourth, it 

is difficult to persuade users to stop infringement because Internet culture has 

gradually changed the traditional perception of copyright law.153 

In the digital world, market failure becomes more evident because technology 

allows digital goods to be copied indefinitely, with equal quality and at no or little 

additional cost, compared with the cost of the first unit. Digitalisation has 

increased the public goods aspect of copyright works, because once works have 

been released digitally on the Internet, they are non-excludable. Although they have 

shown some natures of public goods, digital goods are not public goods because 

copyright enables the exclusion of consumers by denying them use of works 

unless they are authorised to do so. Furthermore, economic efficiency 'requires 

property rights that enable the exclusion of users who do not contribute to the 

creation of value'154. Copyright law, in this sense, is to prevent free riding and to 

copyright infringement much easier.' See Patricia Akester & Francisco Lima, 'The Economic 
Dimension of the Digital Challenge: a Copyright Perspective' (2005) 1 Intellectual Property 
Quarterly 69, 69. 

152 Ibid 71. 

153 See ibid, 'users feel that private non-commercial copying is not illegal, and that it falls within 
the realms of fair use. Users with technical skills even circumvent enforcement solutions.' 

154 Ruth Towse, Christian Handke & Paul Stepan, 'The Economics of Copyright Law: a 
Stocktake of the literature' (2008) 5(1) Review of Economic Research on Copyright Issues 1, 2. 
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encourage efficient use. Digital copying will increase competition and the price of 

the product will be zero or close to it where the marginal cost is positive but low. 

If the returns from sale of goods are not sufficient to cover the initial cost of the 

producer, then the optimal solution for the producer is not to sell, that is, not to 

innovate. Eventually, no one will produce because there will be no incentives to do 

so.155 Thus, the problem with the new economic reality stemming from the digital 

revolution is that it could be very difficult to enforce copyright. The no-cost copy 

emerging from this context poses the legislator with new issues to solve.156 

3.3.1.3 Available Approaches to Combating Market Failure: an Economic 

Analysis 

The implication of digitalisation in copyright regime reflects the increasing 

demand for copyright protection as 'new forms of expression and communication 

have developed, and as increasing value has been associated with information­

based products'.157 In this light, the questions become how, and to what extent, do 

these changes affect the incentives for people to create copyright works and free 

ride in the consumption of copyright works? In other words, how does copyright 

cope with new digital environment? There are some alternatives to solve the 

problems from an economic perspective. 

The first solution resorts to technical measures to limit redistribution or reuse of 

the copyrighted material, but the obstacle exists in the fact that they could 

disregarded or circumvented. 

155 Patricia Akester& Francisco Lima, 'The Economic Dimension of the Digital Challenge: a 
Copyright Perspective' (2005) 1 Intellectual Property Quarterly 69, 74. 

156 Ibid 75. 

157 Ibid 123. 
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The second solution is adopting the property rights approach instead of current 

copyright system to correct market failure for the achievement of welfare 

maximisation. This approach was influenced by Coase's insight that 'if property 

rights are fully established, private negotiation rather than state intervention can 

iron out conflicts between interested parties' and 'the only barrier to that would be 

if transaction costs were too high'.158 However, this approach was criticised based 

on the analysis of 'the Tragedy of the Commons', 159 in which 'scarcity creates 

rivalry in use and with a free market property rights will go to the highest bidder, 

the entrepreneur who can put the commodity to its best use, but this logic does 

not apply to information goods, for which use is non-rival.'160 More importantly, 

information goods are, in essence, different from physical goods that are subject to 

rules of property rights, because they contain something from the public 

commons and are subject to certain limitations such as fair dealing and term of 

protection. 

The third approach, raised by Arrow in 1962, suggests rewarding innovation 

through a combination of public and private funds.161 His insights were based on 

the public goods nature of information goods that 'non-rivalry implies that free 

access is needed for economic efficiency'.162 Shavell and van Ypersele put this 

argument forward for an optional reward scheme.163 The same logic was adopted 

158 Ruth Towse, Christian Handke and Paul Stepan, 'The Economics of Copyright Law: a 
Stocktake of the Literature' (2008) 5(1) Review of Economic Research on Copyright Issues 1, 
5. 

159 Ibid 6. 

160 Ibid. 

161 Ibid. 

162 Ibid. 

163 Steven Shavell & Tanguy van Ypersele, 'Reward versus Intellectual Property Rights' (2001) 44 
Journal of Law and Economics 525, 48. 
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by Lessig164 and Ramello 165 with the term 'creative commons', 166 indicating that 

knowledge cannot by its nature, be owned by one person. This approach has seen 

through the true nature of copyright to some extent, but it is less considerate on 

the market function and competition to the productivity of copyrighted goods. A 

reward system without sufficient competition in the market might will affect the 

quality of works. Evidence in surveys of artists demonstrates the artists' 

willingness to rely on the market rather than on this type of arrangement.167 

These alternatives, which propose radical changes to current system, are all flawed. 

A balanced copyright system focusing on efficient indirect liability rules is 

therefore recommended. 

3.3.2 An Efficient Indirect Copyright Liability Regime 

3.3.2.1 Prerequisite Factors to Justify the Imposition of an Indirect Liability 

Rule 

Conventional economic analysis advises that an explicit rule imposing indirect 

liability is not necessary when two conditions are simultaneously met: the direct 

164 Lawrence Lessig, Free Culture. HoJJJ Big Media Uses Technology and the La1v to Lock DoJJm Culture 
and Control Creativiry (Penguin Press 2004) 282. 

165 Giovanni B Ramella, 'Private Appropriability and Sharing of Knowledge: Convergence or 
Contradiction? The Opposite Tragedy of the Creative Commons' in Takeyama L, Gordon W 
and Towse R (eds), Developments in the Economics of Copyright: Research andAna/ysis (Edward Elgar 
2005). Citing from Ruth Towse, Christian Handke and Paul Stepan, 'The Economics of 
Copyright Law: a Stocktake of the Literature' (2008) 5(1) Review of Economic Research on 
Copyrightlssues 1, 6. 

166 Ruth Towse, Christian Handke and Paul Stepan, 'The Economics of Copyright Law: a 
Stocktake of the Literature' (2008) 5(1) Review of Economic Research on Copyright Issues 1, 
6. 

167 Ibid 16, 'Surveys of artists find that artists would like to be able to rely on the market (with 
sufficient legal protection) and have subsidies and grants only to assist with specific problems, 
not as a permanent way of life' . 
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bad actors are subject to the effective reach of the law and applicable transaction 

costs using contract law.168 The above arguments, if in reverse, reveal that creating 

an indirect liability regime by law rather than by contract is more attractive if bad 

actors are beyond the reach of law and transaction costs are a serious obstacle to 

any contractual solution. Two additional factors have been noted: 'control', which 

means that the potentially liable party is in a good position to detect or deter the 

relevant bad act; and 'activity level', which means that indirect liability can 

encourage the liable party to internalize some significant negative externality 

unavoidably associated with its activities.169 

Consequently, from the economic perspective, four prerequisites can be summed 

up to help to identify cases where liability might be attractive: direct infringers are 

beyond the reach of law; transaction costs make reallocation by contract 

implausible; the potential liable party is in a position to control; and significant 

negative externality can be internalized by applying the indirect liability rules. 

3.3.2.2 Benefit-cost Analysis of Indirect Liability System for Copyright 

Infringement 

The question of how far copyright liability should extend beyond any direct 

lawbreakers is a challenging one for the design of indirect copyright liability 

168 'Conventional economic analysis suggests that an explicit rule imposing indirect liability is not 
necessary when two conditions are simultaneously met: first, the relevant direct actors are 
subject to the effective reach of the law, by which we mean that the employees, drivers, and 
merchants discussed in our previous examples are easy to identify and have assets that are 
sufficient to pay for any harm caused; and, second, transaction costs are such that those direct 
actors can use contract law to shift responsibility to any party that might otherwise be an 
attractive target for indirect liability. The intuition is that, when these conditions are satisfied, 
the various parties can create indirect liability by contract, and--albeit subject to some second­
order constraints --will do so where that would be efficient. See Douglas Gary Lichtman & 
Eric A Posner, 'Holding Internet Service Providers Accountable' (2006) 14 Supreme Court 
Economic Review 221,229. 

169 Ibid at 11 & 12. 
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framework. Lichtman and Landes observed that the third parties are often in a 

good position to discourage copyright infringement, but at the same time 

inevitably interferes with the legitimate use (e.g., fair use) of technologies.170 To 

explore the truth behind this discourse it is crucial to find the balance point. Using 

economic approach to justify and set basic standards, although far from 

satisfactory under the complex situation of digital technology and global economy, 

is efficient. 

A benefit-cost analysis conducted from the economic perspective suggests that the 

indirect liability system speaks for the copyright owner's interest in the following 

aspects.171 

First, the cost of tracing indirect infringers is lower for copyright holders. It is less 

expensive for a copyright holder to sue the indirect infringer than individual 

indirect infringers, because it is easier to identify the indirect infringer, especiall y in 

cyber-space, where it is almost impossible to trace individual infringers due to the 

vastness of space and the flexibility of IP addresses. Even if direct infringers have 

sufficient resources to pay for the harm they cause, the costs of tracking down that 

many individuals 172 for a copyright holder to enforce their copyright. 

170 'The argument in favour of liability is that third parties are often in a good position to 
discourage copyright infringement, either by monitoring direct infringers or by redesigning 
their technologies to make infringement more difficult. The argument against is that legal 
liability almost inevitable interferes with the legitimate use of implicated tools, services, and 
venues.' See Douglas Lichtman & William Landes, 'Indirect Liability for Copyright 
Infringement: An Economic Perspective' (2003) 16(2) Harvard Journal of Law and 
Technology 395,396. 

171 Taking the online environment as example, in which situation the party subjected to indirect 
liability is the Internet service providers. 

172 Douglas Lichtman & William Landes, 'Indirect Liability for Copyright Infringement: An 
Economic Perspective' (2003) 16(2) Harvard Journal of Law and Technology 395, 397. The 
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Second, ISPs are typically in a better position to monitor the behaviour of direct 

infringers at a relatively low cost. Although many ISPs argue that the vast quantity 

of information online make it almost impossible to conduct monitoring, it is 

believed that fast developing technology, such as filtering and digital finger-print, is 

making this easier. Moreover, in this way, the externalization of the copyright harm 

is better prevented. 

Third, ISPs, comparing with individuals, are in better financial positions to pay 

damages or compensate to copyright holders. Individual infringers are dispersed in 

terms of financial ability, for example, many direct infringers such as P2P illegal 

distributors are college students (as the RIAA cases demonstrated) who lack 

financial resource to settle the case or pay damages.173 

However, for ISPs who are exposed to indirect liabilities, the economic rules apply 

the other way round. First, requiring ISPs to monitor infringements produces 

substantial administrative and enforcement costs, which means the ISPs have to 

invest money and energy in staff and technology. Copyright indirect liability, if not 

properly applied, will become an obstacle for small firms to enter the ISP market. 

This leads to the lack of participants in the market and the malfunction of 

competition. 

Second, the litigation burden on ISPs might interfere with their ability to innovate, 

due to the fear that the new product may face the danger of being illegally used 

and attract indirect liability. This is especially true in the case where a product is 

authors noted that 'gathering evidence as to the specific activities of each and then litigating 
that many separate lawsuits would likely make it uneconomical'. 

'173 See RIAA to stop mass lawsuits, ROLLING STONE, Feb. 5, 2009, at 18; see Antony Bruno, 
A New Battle Plan: Fresh Approach Needed in RIAA's Fight against Piracy, BILLBOARD, Oct. 
18, 2008. 
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subject to both legal and illegal use. As some have pointed out, 'the benefits in 

terms of increased copyright enforcement come at too high a cost in terms of 

possible interference with the sale of a legitimate product.' 174 Therefore, it is 

unlikely that any court would be willing to impose liability on the service or 

product provider at such a high price. 

Third, imposing indirect liability will inevitably increase the price of the product or 

service that the indirect infringer produces. Increasing price would be equivalent to 

imposing a tax on the offending product or service. This 'tax' would 'reduce overall 

purchases' and it 'would redistribute income to copyright holders, but it would not 

in any way encourage users to substitute non-infringing for infringing uses.'175 

Speaking from an economic perspective, it is often favourable for copyright 

holders and overall copyright protection to adopt an indirect liability regime. 

Nevertheless, it is noticeable that, at some point, 'copyright incentives must take a 

backseat to other societal interests, including an interest in promoting the 

development of new technologies and an interest in experimenting with new 

business opportunities and market structures'. 176 For a balanced copyright 

protection, it is therefore essential to re-examine doctrines of indirect copyright 

liability from an economic perspective. 

3.3.2.3 Main Doctrines of Indirect Liability for Copyright Infringement 

Two long-standing doctrines have dominated the principle of copyright 

infringement liability in the United States: contributory infringement and vicarious 

174 Douglas Lichtman & William Landes, 'Indirect Liability for Copyright Infringement: An 
Economic Perspective' (2003) 16(2) Harvard Journal of Law and Technology 395, 397. 

175 Ibid 398. 

176 Ibid 401. 
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liability. Contributory infringement applies where one party knowingly induces, 

causes or otherwise materially contributes to the infringing conduct of another.177 

According to Litchman and Landes, the adverb 'knowingly' does not simply mean 

'awareness of infringement', but implies instead some meaningful capacity to 

prevent or discourage infringement.178 Their study, from the economic perspective, 

reveals the following contribution to contributory liability analysis: 

[A]ll else equal, contributory liability is more attractive a) the greater 
the harm from direct copyright infringement; b) the less the benefit 

from lawful use of the indirect infringers' product; c) the lower the 
costs of modifying the product in ways that cut down infringing 

activities without substantially interfering with legal ones; and d) the 
greater the extent to which indirect liability reduces the costs of 
copyright enforcement as compared to a system that allows only direct 
li b'li 179 a 1 ty. 

Vicarious liability applies in situations where one party - often an employer - has 

control over another and enjoys a direct financial benefit from the other's 

infringing activities.180 In cases referring to copyright infringement, according to 

Landes and Litchtman, the rationale for imposing liability on the employer is as 

follows, 

a) the employer 'should be encouraged to exercise care m hiring, 
supervising, controlling and monitoring its employees so as to make 
copyright infringement less likely'; b) it is usually 'cheaper for 

copyright holders to sue one employer rather than suing multiple 

177 Gersh1vin Publishing Co1p. v Columbia Artists Management, Inc., 443 F. 2d 1159, 1162 (2d Cir. 1971). 

178 Douglas Lichtman & William Landes, 'Indirect Liability for Copyright Infringement: An 
Economic Perspective' (2003) 16(2) Harvard Journal of Law and Technology 395, 396. 

179 Ibid 398. 

180 Ibid. 
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infringing employees'; c) liability 'helps to minimize the implications 
of bankrupt infringers'.181 

Indirect liability solves the problem of financial risk by putting the employer's 

resources on the line so to internalise the harm from infringement.182 In vicarious 

liability, one key is the relationship between the service/product provider and its 

customers. For example in Napster,183 the court emphasised its ongoing relationship 

with its customers, as well as its ability to identify and block the infringing 

materials. Comparing with Sof!J,184 if putting in the economic analysis, Napster had 

'low-cost ways of discouraging piracy without impinging on legitimate use', which 

is 'the core insight necessary for the design of an efficient indirect liability 

regime'.185 

3.3.3 A Balanced and Efficient Indirect Copyright Liability Regime 

3.3.3.1 An Outdated Copyright Law System? 

Some have argued that copyright is simply a means of rent seeking by authors, 

who use the apparatus of the law to obtain unwarranted monopoly profits, and 

that the system cannot work anymore with digitalisation.186 However, abandoning 

181 Ibid. 

1s2 Ibid. 

183 A&M Records Inc. v Napster Inc. 114 F Supp. 2d 896 (ND. Cal., 2000) (granted preliminary 
injunction in favour of plaintiffs); 239 F 3d 1004 (9th Cir., 2001) (affirmed in part, reversed in 
part, and remanded); WL 227083 (N.D. Cal., March 5, 2001) (entry of modified preliminary 
injunction); 284 F. 3d 1091 (9th Cir., 2002). 

184 Sony Corp. of America v Universal City Studios Inc. 464 U.S. 417 (1984). 

185 Douglas Lichtman & William Landes, 'Indirect Liability for Copyright Infringement: An 
Economic Perspective' (2003) 16(2) Harvard Journal of Law and Technology 395, 404. 

186 Ruth Towse, Christian Handke and Paul Stepan, 'The Economics of Copyright Law: a 
Stocktake of the Literature' (2008) 5(1) Review of Economic Research on Copyright Issues 1, 
16. 
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the copyright system will generate high switching costs, because the entire 

copyright industry has depended on this system for hundreds of years. Moreover, 

as discussed in the previous section, history has shown that copyright law could 

always adapt to technological changes and new business models. Digital challenge 

has been, without doubt, the biggest challenge to date, and the potential use of 

technology remains to be seen. There has been no evidence showing the possibility 

that the copyright law be totally abandoned. 

3.3.3.2 An Analysis of Social Benefit against Cost of Access for Indirect 

Copyright Liability System 

The challenge from an economic perspective 1s to achieve the right level of 

copyright protection. Copyright protection needs to balance not only the incentives 

to create new and better goods against the efficient use of those goods, but also 

welfare benefits against costs.187 Too much protection is as dangerous as too 

little. 188 The most common view of copyright law argued by economists is that 'it 

requires a balance of opposing economic forces: incentive and access189 (meaning 

both in terms of pricing and of granting permissions) and costs and benefits in 

general.'190 Where there is sufficient social benefit from copyright protection in 

terms of increased incentives for authors to create and disseminate their work, 

legal rules should pressure intermediaries to do their part in enforcing the law. The 

social benefits of those increased incentives likely outweigh both the presumptively 

small personal costs imposed on the market owner and any minor inconvenience 

187 Patricia Akester & Francisco Lima, 'The Economic Dimension of the Digital Challenge: a 
Copyright Perspective' (2005) 1 Intellectual Property Quarterly 69, 75. 

188 Ibid 69. 

189 E.g., the cost to obtain the copyrighted works such as books or films. 

190 Ruth Towse, Christian Handke and Paul Stepan, 'The Economics of Copyright Law: a 
Stocktake of the Literature' (2008) 5(1) Review of Economic Research on Copyright Issues 1, 
16. 
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these measures might impose on legitimate sellers.191 

In the case that the cost of distinguishing legal from illegal copyright activity is 

relatively high, a firm in this situation would 'increase its price and use that extra 

revenue to pay any ultimate damage claims'. Under this circumstance, legal liability 

would 'function like a tax', which discourages legal as well illegal uses. 192 In 

addition, if other available alternatives exist for copyright holders, indirect liability 

should not be an option when the cost of interfering with legitimate use of 

product is too high. 193 However, if a lawsuit is unlikely to generate positive 

externalities that benefit all copyright holders,194 copyright holders should sue the 

services using an indirect liability system. Two substantial values, justice and 

efficiency, should be balanced. 

3.4 Conclusion 

An analysis from multifaceted perspectives of history and economics advises that 

an evaluation of underpinning theories of indirect copyright liability shall 

contribute to current literature. 

The historical analysis reviews the origination and development of copyright laws 

in the United Kingdom and China. It shows that there are no substantial 

differences in the origination of copyright laws between the United Kingdom and 

China. There are three major conditions of how copyright law derives, including 

the invention of printing technology, the formation of guilds and the authorities' 

191 William Landes & Richard Posner, 'An Economic Analysis of Copyright Law' (1989) 18(2) 
The Journal of Legal Studies 325, 404. 

192 Ibid 405. 

193 Ibid 408. 

194 Ibid. 
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interest in controlling the book trade. The ma1or difference between the two 

countries regarding the origin of copyright laws lies in the foreign influence on 

copyright protection for a sovereign country in the late nineteenth century. 

Otherwise, China would have undergone a similar development to the United 

Kingdom. In addition, the Confucian cultural influences should not be 

overestimated. The development of the contemporary copyright system reveals 

that globalisation has made the copyright system borderless; therefore, 

harmonising the copyright laws is an urgent task. The most important finding from 

the historical review is that intermediaries have been playing roles that are 

increasingly important in copyright history, since they control the new 

technologies, which are essential in the dissemination of works. The aim of 

copyright law is not only balancing the rights between authors and the general 

public, but also intermediaries. History also reveals that the principle of technology 

neutral is essential in establishing the indirect copyright liability system in digital 

world. 

Next, in order to intensify the discussion, an economic approach is recommended, 

which provides the justification for the copyright system in front of challenges by 

the technology development especially digitalisation. Copyright law needs 

reforming, facing with market failure brought about by digitalisation. Through 

rev1ewmg the pros and cons of alternatives such as the technical measure 

approach, the property rights approach, and the reward system approach, this 

chapter proposes to apply a balanced copyright system focusing on an efficient 

indirect liability system. From an economic perspective, indirect liability for 

copyright infringement is designed and measured by comparing following factors: 

harm from direct infringement and the greater harm from direct copyright 

infringement; the benefit from the lawful use of the product/ service, compared to 

its illegal use; the cost of modifying the product; the cost of copyright 
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enforcement reduced by indirect liability, as compared with direct liability; the 

relationship between service/product providers and customers, including ability to 

control, ability to prevent and the ongoing relationship; direct and indirect financial 

gain from copyright infringement; cost of technological remedies; dynamical 

consideration. 

Finally, it is important to understand that evaluating a mechanism such as indirect 

copyright liability involves consideration of inefficiency that may accompany. From 

an economics perspective, it is therefore recommended to conduct a benefit and 

cost analysis of one mechanism with other plausible mechanisms, to determine the 

proper scope for indirect copyright liability. 
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Chapter 4 General Tort Law Provides Guiding Principles 

for Indirect Copyright Liability 

4.1 Introduction 

This chapter discusses indirect copyright liability from a tort law perspective. The 

approach to tort law in common law system such as the United Kingdom and the 

United States, differs frmn the civil law system that codifies general provisions 

regulating tortious liability. 1 In the United States, extracted tort law principles have 

been interpreted in the Restatement of Torts, which exerted huge influence on 

many judges.2 This chapter uses these principles to discuss the interaction between 

the tort law and the indirect liability rules in the copyright regime. 

The United States' indirect copyright liability rules have been accused of lack of 

solid basis, since they have been borrowed from other areas of law, such as 

vicarious infringement expanded from the agency principle of respondeat superior, 3 

1 P Bernt Hugenholtz, Copyright and Electronic Commerce: Legal Aspects ef Electronic Copyright 
Management (Kluwer Law International 2000) 9. 

2 See <http://www.law.cornell.edu/wex/tort> accessed 31 August 2014. It indicates that the 
Restatement is a publication prepared by the American Law Institute whose aim is to present 
an orderly statement of the general law of the United States. Also see Cynthia Miller, 'Do You 
Grok? Substantial Certainty in Contributory Copyright Infringement' (2006) 2 Seton Hall 
Circuit Review 591, 612, FN 179: 'The restatement is a publication of the American Law 
Institute (ALI), which is an organization comprised of prominent members of the legal 
profession. It is not binding law, but a model designed to standardize state laws across the 
country. Though the Restatement (Third) of Torts is still a draft, it carries the weight of the 
ALI's prestige; thus it is highly persuasive.' 

3 See Shapiro, Bernstein and Co. v. H.L. Green Co. , 316 F.2d 304, 307 (2d Cir.1963) that liability for 
vicarious copyright infringement could be predicated on the defendant's right and ability to 
supervise the infringing activity when combined with the defendant's direct financial interest in 
the exploitation of the copyrighted materials. The Second Circuit in GershlJ)in summarised that 
'even in the absence of an employer-employee relationship one may be vicariously liable if he 
has the right and ability to supervise the infringing activity and also has a direct financial 
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the 'substantial noninfringing uses' principle from the patent staple article of 

commerce doctrine, 4 and the inducing infringement which was borrowed from 

patent law. 5 These borrowings triggered fierce debate, not only because of the 

differences between copyright law and patent law, but also because of the lack of 

justification, which has generated other problems. In the meantime, the general 

tort law principles were ignored and set aside. Ironically, indirect copyright 

infringement, which is treated as a tort, should be discussed under the framework 

of the general tort law. It is advised, therefore, that the tort law principles should 

be scrutinised to find what inspiration they could provide for indirect copyright 

infringement. It is also noted that the tort law has certain limits, for instance, some 

fundamental concepts such as fault, negligence, duty of care, causation and 

proximate cause are still under discussion. Mutual inspiration is encouraged 

between the general tort law principles and the indirect copyright liability principles 

to reconcile each other. 

4.2 Revisiting Tort Theory 

Apart from direct copyright infringement, indirect copyright infringement such as 

interest in such activities.' Gersh1vin Publishing Corp. v Columbia Artists Management, Inc., 443 F. 2d 
1159, 1162 (2d Cir. 1971). 

4 35 U.S.C. s 271 (c) of Patent Law. The Sot!)I court held that the sale of copyright equipment 
would not constitute contributory copyright infringement if the equipment was either widely 
used for noninfringing purposes or was capable of substantial noninfringing uses. See Sot!)I 
Corp. of America v Universal Ci!)! Studios Inc., 464 U.S. 417,442 (1984). 

5 The Grokster Court held that 'one who distributes a device with the object of promoting its use 
to infringe copyright, as shown by clear expression or other affirmative steps taken to foster 
infringement, is li able for the resulting acts of infringement by third parties'. See Metro-Goldn!Jn­
Mqyer Studios Inc. v Grokster Ltd., 545 U.S. 913, 919 (Supreme Court 2005). 
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enabling or inciting another to infringe, is tort. 6 General tort law plays different 

roles in the indirect copyright liability regime in common law and civil law systems. 

While the law of the United States uses the rubrics 'contributory liability' and 

'vicarious liability', along with the more recently developed principle of 

'inducement liability', other common law countries (in particular, the United 

Kingdom and Australia) rely on the notion of 'authorisation' enshrined in statutes 

deriving from the United Kingdom Copyright Acts. For civil law countries, Allen 

Dixon rightly stresses the role played by the general tort rule (responsabilitecivile in 

France and Belgium) from which a duty of care (zorvuldigheidsnorm in the 

Netherlands) can be derived, or the liability that allows some injunctive relief, but 

no damages (such as the German doctrine of StorerheftuntJ.7 It is worth considering 

how the indirect copyright liability is dispersed from the general tort rules, 

especially in the United States, where emphasis has been put on a particular area of 

law, but the broader legal context has been overlooked.8 

It is crucial to revisit the general tort theory for indirect infringement in order to 

establish a solid foundation for the research of indirect copyright liability. 9 

6 Jane C Ginsburg, 'Separating the So,ry Sheep from the Grokster Goats: Reckoning the Future 
Business Plans of Copyright-Dependent Technology Entrepreneurs' (2008) 50 Arizona Law 
Review 577, 580. 

7 Alain Strowe! (ed), Peer-to-Peer File Sharing and Secondary Liabiliry in Copynght La1v (Edward Elgar 
2009) 4. 

8 Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 University of 
Richmond Law Review 635, 637. 

9 Many scholars suggest revisiting tort law theory for the imposition of indirect copyright liability. 
See A Samuel Oddi, 'Contributory Copyright Infringement: the Tort and Technological 
Tensions' (1989) 64 Notre Dame Law Review 47, 51: 'A more plausible reason for the 
confusion is the failure to consider the underlying tort theory justifying the imposition of 
liability (especially if injunctive relief is sought) upon those having some causal relationship 
with the ultimate infringement of a copyrighted work'. Also see Charles W Adams, 'Indirect 
Infringement from a Tort Law Perspective' (2008) 42 University of Richmond Law Review 635, 
635: 'Principles from general tort law may suggest an answer to this question as well as to other 
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Restatement (Second) of Torts and Restatement (fhird) of Torts both addressed 

the general tort theory including liability for aiding and abetting torts (also known 

as agreed and implied conducts 10) , liability for inducing torts and liability for 

permitting use of premises or instrumentalities which are resemblance to theories 

of contributory liability, inducing liability and vicarious liability in indirect 

copyright liabilities. The Restatements of Torts are therefore used as a framework 

for analysing the general tort law requirements and application for indirect 

copyright infringement. 

4.2.1 Liability for Aiding and Abetting Torts 11 (Implied Concerted 

Conducts12) 

Section 876(b) of Restatement (Second) of Torts provides that, 

For harm resulting to a third person from the tortuous conduct of 
another, one is subject to liability if he ... (b) knows that the other's 
conduct constitutes a breach of duty and gives substantial assistance 
or encouragement to the other so to conduct himself ... 13 

presently unsettled questions involving li ability for the indirect infringement of patents, 
copyrights, and trademarks.' 

10 Those who commits agreed concerted conduct is considered as joint tortfeasor in copyright 
cases in common law, while the implied concerted conduct refers to contributory infringement 
in copyright law. In the sense of copyright law, an agreed concerted conductor is a direct 
infringer, or a joint tortfeasor infringer bearing copyright liability because of tl1e common 
design to infringe with the oilier direct infringer. 

11 Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 University 
of Richmond Law Review 635, 639. The author considers s 876(6) as aiding and abetting torts, 
a ground for imposing contributory liability in general tort law. 

12 A Samuel Oddi, 'Contributory Copyright Infringement: the Tort and Technological Tensions' 
(1989) 64 Notre Dame Law Review 47, 66. The author categorise conduct in s 876(6) as 
implied concerted conduct. 

13 Section 876(6) of Restatement (Second) of Torts. 
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The comment on Clause (b) explains in very detailed manner on knowledge and 

substantial participation. First, liability for moral support and physical assistance 

are considered as having the same effect if the tort act encouraged is known to be 

tortuous. 14 Second, 'substantial assistance or encouragement' means that 'the 

encouragement or assistance is a substantial factor in causing the resulting tort'. 

Furthermore, the defendant's encouragement is tortious no matter the direct 

infringer's activity is intended or negligent act.15 Third, it provides the factors in 

determining the defendant's assistance or participation including the nature of the 

act encouraged, the amount of assistance given by the defendant, his presence or 

absence at the time of tort, his relation to the other and his state of mind. In 

addition, the foreseeability is a crucial factor. Legal causation is also stressed in the 

comment.16 

4.2.2 Liability for Inducing Torts 

Section 877(a) of Restatement (Second) of Torts provides that, 

14 Restatement (Second) of Torts s 876(6) cmt d (1979): 'Advice or encouragement to act 
operates as a moral support to a tortfeasor and if the act encouraged is known to be tortuous 
it has the same effect upon the liability of the adviser as participation or physical assistance.' 

15 Restatement (Second) of Torts s 876(6) cmt d (1979): 'If the encouragement or assistance is a 
substantial factor in causing the resulting tort, the one giving it is himself a tortfeasor and is 
responsible for the consequences of the other's act. This is true both when the act done is an 
intended trespass and when it is merely a negligent act. The rule applies whether or not the 
other knows his act is tortuous. It likewise applies to a person who knowingly gives substantial 
aid to another who, as he knows, intends to do a tortuous act.' 

16 Restatement (Second) of Torts s 876(6) cmt d (1979): 'The assistance of or participation by 
the defendant may be so slight that he is not liable for the act of the other. In determining this, 
the nature of the act encouraged, the amount of assistance given by the defendant, his 
presence or absence at the time of the tort, his relation to the other and his st.'lte of mind are 
all considered. Likewise, although a person who encourages another to commit a tortuous act 
may be responsible for other acts by the other, ordinarily he is not liable for other acts that, 
although done in connection with the intended tortuous act, were not foreseeable by him. In 
determining liability, the factors are the same as those used in determining the existence of 
legal causation when there has been negligence or recklessness.' 
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For harm resulting to a third person from the tortuous conduct of 

another, one is subject to liability if he orders or induces the conduct, 
if he knows or should know of circumstances that would make the 

conduct tortuous if it were his own.17 

The comment on this clause provides that the content of the knowledge is the 

conditions under which the infringing act is to be done. In addition, if the intend 

of the defendant is proved, means is immaterial.18 

Section 876(b) and section 877(a) could overlap but substantially differ from each 

other in two aspects:19 First, section 877(a) implies that the defendant must have a 

specific intent to cause the tortfeasor to engage in the tortuous conduct while 

under section 876(b) the defendant's state of mind is only one of five factors to be 

considered in determining whether the defendant's assistance or encouragement 

was sufficient to warrant liability. 20 While section 877(a) requires a specific intent to 

induce tortuous conduct, section 876(b) requires only constructive knowledge that 

the tortfeasor's conduct is tortuous. 21 Second, 'the comment to section 877(a) 

notes that in many situations a person giving the order or inducement would also 

17 Section 877(a) of Restatement (Second) of Torts. 

18 Restatement (Second) of Torts s 877 (a) cmt a (1979): 'One who orders an act to be done is 
liable for its consequences as he would be for his own personal conduct if he has or should 
have knowledge of the conditions under which it is to be done. Likewise, one who 
accomplishes a particular consequence is as responsible for it when accomplished through 
directions to another as when accomplished by himself. If he intends the result, it is immaterial 
that the tortuous means used are not those originally contemplated, provided the defendant's 
order or inducement is one of the contributing factors. The conduct directed may be tortuous, 
either because it is dangerous or unlawful irrespective of the way in which it was done, or 
because doing it in the directed manner is dangerous or unlawful. In many of the situations 
that would come within the rule stated in this Clause, the person giving the order or 
inducement would be liable on the ground that he was principal or master; the rule, however, is 
independent of the existence of liability upon this ground.' 

19 Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 University 
of Richmond Law Review 635, 642. 

20 Ibid 642. 

21 Ibid 642. 
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be liable as a principal or master under the law of agency, but section 877(a) 

provides an independent ground for liability.' 22 

4.2.3 Liability for Permitting Use of Premises or Instrumentalities 

Employers are liable for the torts of their employees committed in the course of 

their employment, 23 but are generally not liable for torts committed by 

independent contractors, 24 because 'the common law's distinction between 

employees and independent contractors is made on account of the difference in 

employers' power to control the manner in which work is done by employees and 

independent contractors'. 25 Similar principle applies to vicarious liability for 

copyright infringement, which based on the defendant's control over the direct 

infringement and the defendant's direct financial interest in the infringing activities. 

Knowledge is another factor for determining the defendant's liability in certain 

cases, for instance, the defendant is subject to liability if he 'permits the other to 

act upon his premises or with his instrun1entalities, knowing or having reason to 

know that the other is acting or will act tortiously'. 26 Actual or constructive 

knowledge that the other person is acting or will act tortiously is required to limit 

liability of the defendants such as dance hall proprietors. 

The doctrine of vicarious copyright infringement has expanded beyond its origin 

in the dance hall cases and is relied on 17 USC § 512 to protect computer network 

operators. Some suggests using the same approach as adopted in cases of 

22 Ibid 643. 

23 Section 219 of Restatement (Second) of Agency. 

24 Section 409 of Restatement (Second) of Torts. 

25 Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 University 
of Richmond Law Review 635, 672. 

26 Section 877(c) of Restatement (Second) of Torts. 
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permitting use of premises or instrumentalities described in Restatement (Second) 

of Torts section 877(c), adding the knowledge requirement.27 

4.2.4 Substantial Certainty Test 

Restatement (Second) of Torts sets forth the definition of intent as follows, 

The word 'intent' is used throughout the Restatement of this Subject 
to denote that the actor desires to cause consequences of his act, or 

that he believes that the consequences are substantially certain to 
result from it. 28 

Section one of the Restatement (Third) of Torts explains that 'a person acts with 

the intent to produce a consequence if: (a) The person has the purpose of 

producing that consequence; or (b) The person knows to a substantial certainty 

that the consequence will ensue from the person's conduct.'29 According to Miller, 

this section 'bifurcates the intent requirement in tort law, just as Grokster and S 01!J 

bifurcate the intent requirement for contributory copyright infringement'. 30 The 

intent of the defendant is thus divided in two prongs: purpose/ desire prone and 

the knowledge of substantial certainty prone. These two prongs have obvious 

27 It is suggested that 'courts should use the general tort law principles in Restatement (Second) 
of Torts section 877(c) to impose liability on computer network operators for copyright 
infringement by users of their networks only if the computer network operators have either 
actual or constructive knowledge of the copyright infringement.' See Charles W Adams, 
'Indirect infringement from a tort law perspective' (2008) 42 University of Richmond Law 
Review 635, 674. 

28 Section 8A of Restatement (Second) of Torts. 

29 Section 1 of Restatement (Third) of Torts. 

3° Cynthia Miller, 'Do You Grok? Substantial Certainty in Contributory Copyright Infringement' 
(2006) 2 Seton Hall Circuit Review 591, 592. 
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differences, according to the drafters.31 

However, substantial certainty is a grey area that should be carefully applied in 

specific cases. First, the defendant must be aware of the substantial certainty that 

harm will result from the direct actor's activity; 32 second, the awareness is not 

sufficient. The defendant must engage in the conduct with knowledge that the 

harm is certain to follow. Third, the victim of the harm must be a particular victim, 

or within a small class of potential victims. 33 

Besides the qualifications above that need to be fulfilled when apply in specific 

cases, the substantial certainty test has a strong link to the tort law theories of 

negligence and causation. As a balancing test between the interests of copyright 

owners and the public's interest in technological innovation, according to Millar, 

the substantial certainty test seems inspired by the rule of negligence. 34 Moreover, 

the causal sequence connecting the actor's conduct and the harm is also within 

consideration when imposing liability. Further, the fact that 'the Restatement 

31 Restatement (fh.ird) of Torts s 1 cmt a: 'There are obvious differences between the actor who 
acts with the desire to cause harm and the actor who engages in conduct knowing that harm is 
substantially certain to happen. There is a clear element of wrongfulness in conduct whose 
very purpose is to cause harm ... ' 

32 Restatement (fh.ird) of Torts s 1 cmt c 'A mere showing that harm is substantially certain to 
result from the actor's conduct is not sufficient to prove intent; it must also be shown that the 
actor is aware of this.' 

33 Restatement (fhird) of Torts s 1 cmt a 'the actor . . . may be engaging in a general proper 
activity for generally proper reasons, even though the activity produces harm as an unavoidable 
but unwanted byproduct.' Restatement (fhird) of Torts s 1 cmt e 'The application of the 
substantial certainty test should be limited to situations in which the defendant has knowledge 
to a substantial certainty that the conduct will bring about harm to a particular victim, or to 
someone within a small class of potential victims within a localized area. The test loses its 
persuasiveness when the identity of potential victims becomes vaguer, and when in a related 
way the time frame involving the actor's conduct expands and the causal sequence connecting 
conduct and harm becomes more complex.' 

34 Cynthia Miller, 'Do You Grok? Substantial Certainty in Contributory Copyright Infringement' 
(2006) 2 Seton Hall Circuit Review 591, 615. 
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weighs the harm substantially certain to occur against the public benefits derived 

from that industry's operation' evinces the proximate cause often applied in tort 

cases. 35 This was also referred to as 'sound public policy',36 in which the costs and 

benefits are often discussed: 'when a defendant's (an industry or software provider) 

conduct provides a net social benefit despite a substantial certainty of some 

harmful consequences, the courts should limit the defendant's liability'. 37 

To this end, two questions need to be asked before applying the tort law substantial 

certainty test in copyright cases. First, whether, based on existing evidence, there is 

knowledge to substantial certainty? Second, the harm produced by the 

infringement, if being evaluated with the net social benefit, which weighs more? 38 

Only in this way, the substantial certainty test could provide a balance that the 

courts have been trying to achieve between copyright holders and technology 

innovators. 39 

4.3 Applying Tort Theory to Indirect Copyright Infringement 

4.3.1 Applying the Knowledge and Contribution Standard to Contributory 

Infringement 

American copyright law history reveals that Congress 'did not include contributory 

liability in the language of the Copyright Act'. 40 Instead, the court borrowed 

contributory infringement from patent law. However, contributory infringement is 

35 Ibid. 

36 Ibid. 

37 Ibid 616. 

38 Ibid 595. 

39 Ibid 593. 

40 Ibid 610. 
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not a creation of patent law but tort law. The link between contributory 

infringement and tort law is that the doctrine of contributory infringement 

'originates in tort law and stems from the notion that one who directly contributes 

to anotl1er's infringement should be held accountable'. 41 It was also suggested that 

'contributory copyright infringement is a tort; thus, tort law principles should 

apply'. 42 Specifically, 'once it is established tl1at one or more torts have been 

committed, liability will be imposed on those who have contributed to that tort, 

provided the contribution has been of a particular nature and according to a 

particular fault standard (viz., intent, negligence or strict liability)'. 43 

In Gersh1vin v Columbia Artists, the Second Circuit set out the standard for 

contributory liability: 'One who, with knowledge of tl1e infringing activity, induces, 

causes or materially contributes to the infringing conduct of another may be held 

liable as a 'contributory' infringer.' 44 The key elements for contributory 

infringement are knowledge and material contribution. 45 The contributory liability 

doctrine was further developed in the S 01!J decision. However, the S 01!J Court's 

approach has been criticised, for instance, 

41 Fonovisa, Inc v Cherry Auction, Inc, 76 F.3d 259, 264 (9th Cir. 1996). 

42 Cynthia Miller , 'Do You Grok? Substantial Certainty in Contributory Copyright Infringement' 
(2006) 2 Seton Hall Circuit Review 591, 592. 

43 A Samuel Oddi, 'Contributory Copyright Infringement: the Tort and Technological Tensions' 
(1989) 64 Notre Dame Law Review 47, 64. 

44 Gershu;in Publishing v Columbia Artists Management, 443 F. 2d 1159, 1162 (2d Cir. 1971). It is noted 
that 'the case law on contributory copyright infringement and inducing infringement is similar 
to the general tort law principles of aiding and abetting liability and inducing tortious conduct 
found in Restatement (Second) of Torts sections 876(6) and 877(a). The Gersh1vin Court blurred the 
distinction between aiding and abetting liability and inducing tortious conduct, but the 
Supreme Court appeared to recognize a distinction between these two grounds for liability in 
both S Of!Y and Grokster.' See Charles W Adams, 'Indirect Infringement from a Tort Law 
Perspective' (2008) 42 University of Richmond Law Review 635, 670. 

45 See Napster, 239 F.3d 1004, 1020-1022 (9th Cir. 2001). 
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Instead of looking to the patent statute for an analogy, the Sotiy Court 
should have relied on the general principles of vicarious liability it 
referenced earlier in the opinion. The only explanation the Court gave 
for referring to patent law was what it called 'the historic kinship 
between patent law and copyright law.' The kinship between the law 
of indirect copyright infringement and general tort law principles was 
closer than with patent law, however, because the law of indirect 

infringement of copyright derived from general tort law principles. 
Accordingly, general tort law principles should have been controlling 
in Sotiy. 

It was also argued that the tort law principles, if applied in Sotiy, could have 

produced the same result as relying on the patent statute.46 Years after Sotiy, the 

discussion of contributory copyright infringement has departed since the Napster 

case47 in 2001 and the Aimster case48 in 2003, between the Ninth Circuit and the 

Seventh Circuit. When referring to the knowledge requirement of Napster's 

contributory infringement, the Ninth Circuit noted that 'the record supported the 

... finding that Napster had actual knowledge that specific infringing material was 

available using its system, that it could block access to the system by suppliers of 

the infringing material, and that it failed to remove the material.'49 This means that 

the court maintained that actual knowledge of specific infringing activity is 

required in finding a defendant contributory liable. However, Judge Posner of the 

Seventh Circuit delivered a different opinion regarding knowledge requirement in 

Aimster, noting that 'willful blindness is knowledge'. so In addition, his Justice 

46 Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 University 
of Richmond Law Review 635, 668. 

47 A&M Records Inc. v Napster Inc., 239 F 3d 1004 (9th Cir. 2001). 

48 In re Aimster, 334 F.3d 643 (7th Cir. 2003). 

49 Napster, 239 F.3d 1004, 1022. 

50 Aimster, 334 F.3d at 650, Aimster used an encryption device to shield it from actual knowledge 
of infringement. 
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reasoned that 'the continued relationship and the ability to police the habits of 

users should be a factor in determining contributory liability'; 51 thus, '.Aimster's 

effort to avoid actual knowledge did not save it from liability' . 52 Furthermore, 

Judge Posner delivered a different opinion in respect to the noninfringing use rule 

in S otry that a product or service be physically capable of noninfringing use is not 

sufficient. He indicated that evidence must be provided that the product or service 

is 'actually used for . . . the stated non-infringing purposes'. 53 This issue was 

expected to be clarified in Grokster when the case was appealed to the Supreme 

Court, 54 however the divergence was not resolved and the pitfalls were carefully 

avoided. Thus, the split between the Seventh Circuit and Ninth Circuit has 

deepened. 

From S otry to Grokster the conundrum has been haunting the courts for years, and 

they can no longer keep steering clear of the crucial point. It is time to turn to the 

general tort law principles to address the two major questions with regard to the 

knowledge requirement of contributory infringement and inducing infringement in 

S01ry and Grokster. The first question is whether actual or constructive knowledge is 

required for either contributory copyright infringement or inducing infringement. 

The answer can be found in Restatement (Second) of Torts section 876(b) & 

877(a), where it is clear that constructive knowledge should be sufficient for 

contributory infringement and inducing infringement. The second question refers 

to the knowledge requirement applied to the S otry limitation. Whether should S otry's 

limitation on liability apply where the seller has actual knowledge that particular 

51 Cynthia Miller, 'Do You Grok? Substantial Certainty in Contributory Copyright Infringement' 
(2006) 2 Seton Hall Circuit Review 591, 601. 

52 Ibid 601. 

53 Aimster, 334 F.3d at 653. 

54 545 U.S. 913. 
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customers are using the product for infringement? Unlike patent law that was 

provided with clear legislative intent, copyright law itself did not provide an answer 

to this question. Under the Restatement (Second) of Torts 876(6), 'for a court to 

impose liability, there would have to be evidence of both the seller's providing 

substantial assistance to buyers to infringe copyrights, and the seller's actual 

knowledge that the buyers were using the products to infringe the copyrights.' 55 

Therefore, it can be concluded that the 5 Of!Y rule does not apply under this 

situation. 

In regard of the requirement of material contribution, contributory copyright 

infringement doctrine was described as 'uncertain, contradictory, and incoherent'. 56 

Therefore, to shed light on contributory copyright infringement, some courts 

turned to either criminal liability for accomplices or traditional tort law principles 

of aiding and abetting. 57 However, the tort law approach was challenged on 

grounds that 'the law of tortious contributory liability is much more ambiguous 

and complex than recent judicial opinions and legal commentary have indicated'.58 

In addition, some argue that employing these principles in the intellectual property 

context 'would threaten intellectual property law's goal of spurring technological 

innovation'. 59 

55 Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 Universi ty 
of Richmond Law Review 635, 671. 

56 Mark Bartholomew & Patrick F McArdle, 'Causing Infringement' (2011) 64(3) Vanderbilt Law 
Review 675, 678. See the authors' analysis on material contribution on 686-688. 

57 Ibid 680. 

58 Ibid 681: 'The law of aiding and abetting liability is extremely varied, employing different 
doctrinal requirements depending on the property interest at stake. Great uncertainty 
surrounds this doctrine, making it a generally inapt choice for content in the expanding field of 
contributory infringement.' 

59 Mark Bartholomew & Patrick F McArdle, 'Causing Infringement' (2011) 64(3) Vanderbilt Law 
Review 675,680. 
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In order to solve the above problem, this thesis recommends an analysis of 

causation from the tort law theory. The tort law causation analysis, which consists 

of 'but-for' and 'substantial factor' tests, can provide useful guidance for 

contributory copyright infringement analysis. 60 However, according to some 

scholars, causal analysis in United States tort law, particularly with regard to 

secondary actors, remains underdeveloped.61 The question of whether and how the 

causation test can be applied to indirect copyright infringement leaves a room for 

future discussion. 

4.3.2 Applying the Substantial Certainty Test to Inducement Liability 

Inducement liability, created by the Supreme Court in 2005 in the Grokster case,62 is 

the newest addition to the indirect liability toolkit. In Grokster, a number of content 

owners sought to hold two P2P software providers liable for the massive amount 

of infringement their products facilitated.63 Lower courts absolved the defendants 

from liability on the basis that the circumstances narrowly fell outside existing 

formulations of secondary liability doctrines. 64 In the Supreme Court, the plaintiff 

content owners sought to remedy that situation and create a favourable precedent 

for dealing with future threats through the dramatic expansion of existing 

60 Ibid 681-82: 'Most valuable to contributory infringement doctrine would be the adoption of 
tort law's strict demarcation between analysis of factual causation and questions of legal scope, 
public policy, and social justice that are packed into the concept of proximate cause.' 

61 It was suggested that 'the 'but-for' and 'substantial factor' causation tests are rooted in the past 
and ill-equipped to deal with the nuances of the information economy. The 'but-for' test 
neglects certain actors that courts have routinely penalized for their involvement in tortious 
activity, and the 'substantial factor' test is devoid of any real content to guide a court's decision.' 
See Mark Bartholomew & Patrick F McArdle, 'Causing Infringement' (2011) 64(3) Vanderbilt 
Law Review 675, 682. 

62 Metro-Gold1ryn-Mqyer Studios Inc. v Grokster Ltd., 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme 
Court 2005). 

63 Ibid 915. 

64 See Grokster I, 380 F. 3d at 1162. 
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doctrines. 65 The plaintiff's proposals were strenuously opposed by a number of 

diverse interest groups as they unacceptably hampered technological innovation. 

While unanimously considering that the defendants should not escape liability for 

their behaviour, but irrevocably split as to whether they should be liable under 

existing law, the Court introduced inducement liability as a 'compromise' solution. 66 

Although there was a contentious split between Seventh and Ninth Circuit 

regarding the interpretation of the Sotry rule,67 the Supreme Court refused to visit 

the Sotry rule; instead, it created the inducement infringement through borrowing 

from the patent law, holding that defendants could be liable for the resulting acts 

of infringement by third parties, if they distributed 'a device with the object of 

promoting its use to infringing copyright, as shown by clear expression or other 

affirmative steps taken to foster infringement.'68 According to the Court, 

Mere knowledge of infringing potential or of actual infringing uses 
would not be enough here to subject a distributor to liability. Nor 
would ordinary acts incident to product distribution, such as offering 
customers technical support or product updates, support liability in 
themselves. The inducement rule, instead, premises liability on 
purposeful, culpable expression and conduct, and thus does nothing 
to compromise legitimate commerce or discourage innovation having 
a lawful promise.69 

The Supreme Court's Grokster decision incorporates the doctrine of inducing 

infringement from patent law into copyright law. However, it leaves many 

questions unanswered such as how to establish the mental state of the defendant, 

65 See Grokster, 545 U.S. 913, 915-919. 

66 Rebecca Giblin, 'A Bit Liable? A Guide to Navigating the U.S. Secondary Liability Patchwork' 
(2009) 25 Santa Clara Computer & High Technology Law Journal 7, 7. 

67 Grokster I, 380 F. 3d at 1162 n 9. 

68 Grokster, 545 U.S. 913 at 936-37. 

69 Ibid, at 2778-79. 
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as well as the defendant's possible defence regarding fair use by the third party. The 

most important question is: why bother borrowing the inducing infringement 

doctrine from patent law rather than directly from tort law principles? It is believed 

that the general tort law, which has been ignored for a long time when analysing 

copyright cases, will provide inspirations for the above question.70 

As previously discussed, the substantial certainty limitation can be applied as a 

balancing test to contributory copyright infringement.71 This test can be applied to 

P2P cases, like Grokster, which involve a product or service that facilitates the free 

flow of information on a global scale. The P2P networks have proven to have 

many social benefits, for example, reducing transaction costs for the 

communication of information; helping copyright owners to advertise and 

distribute their works more effectively; contributing to technological innovation, 

and so on. However, cases like Napster and Grokster revealed that P2P technology 

also has the potential to diminish the interests of copyright owners and cause harm 

to creative industries. 

Although Grokster borrowed the inducement infringement rule from patent law to 

impose liability on those with a clear intent to cause infringement, it does not solve 

a case where the inducement intent is hard to find. Nor can contributory 

infringement solve the problem in P2P cases where knowledge as to the specific 

infringement is absent. Under this circumstance, the substantial certainty limitation 

7° Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 University 
of Richmond Law Review 635, 635. 

71 'The substantial certainty limitation is a balancing test; if an industry knows to a substantial 
certainty that its operation could result in harm, the court weighs that knowledge against the 
public benefits that industry provides. If the industry provides a net social benefit, it should 
enjoy limited liability.' See Cynthia Miller , 'Do You Grok? Substantial Certainty in Contributory 
Copyright Infringement' (2006) 2 Seton Hall Circuit Review 591, 617-18. 
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displays its advantages in dealing with such cases. When the P2P product 

proprietors have knowledge to a substantial certainty that their product will 

facilitate the infringement of particular copyright holders' work, it shows a clear 

element of wrongfulness. Accordingly, the substantial certainty limitation can be 

applied on the proprietors of the P2P product who are liable as contributory 

copyright infringers. 

When applying this substantial certainty test in the indirect copyright liability cases, 

two scenarios result in liability. One occurs when an entity purposefully induces 

copyright infringement such as Grokster. The second comes about when an entity 

distributes a product (or provides a service) capable of both infringing and 

noninfringing uses such as Sof!J' and Napster. Under this test, it requires two steps to 

decide the liability of the defendant: 

First, the question is whether 'the defendant has knowledge to a 
substantial certainty that its conduct will bring about harm to a 
particular victim, or to someone within a small class of potential 
victims.' If the answer is yes, then the analysis stops and the defendant 
faces liability based on its intent to cause harm. If the answer is no, 
the court must balance the social benefits derived from the product 

against the harm it produces. If the product or service creates a net 
social benefit, the court should limit liability: society's interest in 
technological innovation is served. If the product or service does not, 
the court must impose liability: copyright holders are protected. Thus, 
the substantial certainty limitation clarifies the Sof!J rule for the courts 
entrusted with the duty of balancing artists' and society's competing 
interests. 72 

4.3.3 Vicarious Liability in Copyright Regime: an Expansion of Tort Law 

Principle 

72 Cynthia Miller, 'Do You Grok? Substantial Certainty in Contributory Copyright Infringement' 
(2006) 2 Seton Hall Circuit Review 591, 619-20. 
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Vicarious liability arises under the common law doctrine of agency - respondeat 

superior - the responsibility of the superior for the acts of their subordinate. The 

concept of vicarious liability in copyright cases is delineated in two lines of cases, 

known as the 'dance hall' cases,73 in which dance hall operators are held liable for 

infringement by hands performing copyrighted works in their establishments, and 

the 'landlord' cases, in which no liability is imposed on landlords who merely lease 

spaces at fixed rates and who have no knowledge or control over the lessee's 

infringing activity. 

Summarising these cases, the Second Circuit concluded in Shapiro, Bernstein & Co. v 

H .L. Green Co. 74 that liability for vicarious copyright infringement could be 

predicted on the defendant's right and ability to supervise the infringing activity 

when combined with the defendant's direct financial interest in the exploitation of 

the copyrighted materials. The policy behind imposing liability on the defendant 

when these conditions were satisfied was to encourage the defendant to police the 

conduct of the infringer and, thereby, to promote enforcement of copyright law. 

In upholding a finding of vicarious copyright infringement in Gershwin Publishing 

Corp. v Columbia Artists Management, Inc., 75 the Second Circuit summarised the 

holding in the Shapiro case as follows: '[e]ven in the absence of an employer­

employee relationship one may be vicariously liable if he has the right and ability to 

supervise the infringing activity and also has a direct financial interest in such 

73 In these cases dance hall proprietors were held liable for copyright infringement by orchestras 
that were performing at the dance halls. See Dreamland Ball Roo111, Inc. v Shapiro, Bernstein & Co., 
36 F.2d 354, 355 (7th Cir. 1929); Buck v Je1nll-LaSalle Realty Co., 283 US 191, 198 (1931); Remick 
Music Corp. v Interstate Hotel Co. if Neb., 58 F. Supp. 523, 533 (D. Neb. 1944), aff'd, 157 F.2d 744, 
749 (8th Cir. 1946); Buck v Pettijohn, 34 F. Supp. 968, 968 (E.D. Tenn. 1940); Buck v Russo, 25 F. 
Supp. 317, 321 (D. Mass. 1938). 

74 Shapiro, Bernstein and Co. v H.L. Green Co., 316 F.2d 304 (2d Cir.1963). 

75 Gersh1vin Publishing Corp. v Columbia Artists Management, 443 F.2d 1159 (2d Cir. 1971). 
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activities.' 76 Vicarious liability for copyright infringement can, therefore, be 

established where the third party has the right and ability to control and a direct 

financial interest in the use. 

4.4 Conclusion 

The categories and the particular requirements for indirect infringement in 

copyright law are still evolving in case law. However, unfortunately, the copyright 

law of indirect infringement 'has diverged from the general body of tort law, and it 

generally has not considered the broader legal context in which the law of indirect 

infringement operates.'77 Accordingly, the general tort law principles need to be re­

examined and be applied to copyright law. On the one hand, the general tort law 

'may shed light on issues in the law of indirect infringement for which precedent 

does not yet exist, which may help to resolve unsettled questions of indirect 

infringement law'. 78 For example, applying the general tort reasoning can help 

clarify the So'f!Y rule79 that was sidestepped by the Supreme Court in Grokster. 80 On 

the other hand, resolving the problems arising in indirect copyright infringement 

cases may lead to re-examination of the general tort law theories and help create 

precedents. This is mutual inspiration for both law theories. 

One of the reasons of interpreting the indirect copyright liability principles based 

76 Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 University 
of Richmond Law Review 635, 663-664. 

77 Ibid 637. 

78 Ibid 637. 

79 So,ry, 464 U.S. 417 (1984). 

so Grokster, 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme Court 2005). 
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on the general tort law is consistency. 81 General tort law should always be the 

guiding principle for copyright infringement, which is a specific category of tort. 

Mutual inspiration and mutual development in both areas should be encouraged. It 

has been widely agreed that courts should refer to and consider general tort law 

principles when analysing the indirect infringement of copyright, especially in the 

absence of persuasive reasons in copyright law. 82 

What could the general tort law offer to copyright law on the issue of indirect 

infringement? Apart from applying the general tort principles to the indirect 

copyright liability rules by revisiting the common law tort theory, as demonstrated 

in the previous subsection, this chapter also recommends the following approach. 

The general tort law approach provides valuable guidelines for the interpretation 

and application of the indirect copyright liability principles. To begin with, tort law 

analysis fills the gap in the doctrine of contributory infringement, using the general 

tort law theory of 'but for' and 'substantial factor' tests in the analysis of 

causation. This approach shed light on the interpretation of the material 

contribution requirement. 

Next, the general tort law theory contributes to a hard-core problem in P2P cases. 

When evidence of the intent of the P2P product provider is hard to find, and 

knowledge could not be established based on fact, a tort law substantial certainty 

test will fill the gap in the contributory and inducement copyright liabilities. This 

test suggests that when the P2P product proprietors have knowledge to a 

substantial certainty that their product will facilitate the infringement of particular 

copyright holders' work, they show a clear evidence of wrongfulness. The P2P 

81 Charles W Adams, 'Indirect Infringement from a Tort Law Perspective' (2008) 42 University 
of Richmond Law Review 635, 686. 

82 Ibid 638. 
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product proprietors are then li able as contributory copyright infringers. 

The third and most important contribution that the tort law provides for the 

indirect copyright liability principles is that tort consists of subjective and objective 

elements. The subjective element is culpable mental statement of the defendant, 

which is also referred to as fault. It contains two forms: intent and negli gence. As 

for intent, according to previous analysis in this section, through reviewing the 

general tort theory, especially the Restatement (Third) of Torts, the test of 

substantial certainty limitation is borrowed to clarify the S Of!Y myth. Thus, the 

intent is divided to inducement or desire, such as Grokster, and knowledge to a 

substantial certainty of harm, such as S Of!Y. As for negligence, this mental element 

will be elaborated further. The objective element is the activity or indifference 

action of a defendant who has relationship with the direct infringer and is in a 

position or has the ability to control the activity of the direct infringer, but chooses 

to either positively encourage or contribute materially, or act negatively, such as not 

taking reasonable steps to stop the infringement. A defendant who fulfils the 

above criteria is regarded as an indirect copyright infringer. These elements shall 

inspire the construction of an indirect copyright liability framework. 

At last, it is suggested to apply the negligence rule into the analysis of indirect 

copyright infringement. Landes and Litchman designed an indirect liability regime, 

which starts by applying a negligence rule to any activity that can lead to copyright 

infringement.83 This rule simply asks whether the service or product provider has 

given sufficient care or has adopted a reasonable design for their technology given 

its possible legitimate and illegitimate uses.84 This approach, compared with current 

83 Douglas Lichtman & William Landes, 'Indirect Liability for Copyright Infringement: An 
Economic Perspective' (2003) 16(2) Harvard Journal of Law and Technology 395, 405. 

84 Ibid. 
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law, which focuses on knowledge, control, the extent of any non-infringing users, 

and other factors, is more explicit in exposing the underlying logic of the indirect 

liability inquiry. 85 Considering the drawback of uncertainty of adopting the 

negligence approach alone, Landes and Litchman suggest using safe harbour 

provision as immune provisions as immunity provisions to create certainty. 86 

Finally, a tailored tax is introduced to the indirect liability system designed by 

Landes and Litchman, which is applicable to particular tools, services or venues 

associated with copyright infringement. 87 This tax, although exposing many 

concerns, would be appropriate in instances where a price increase would reduce 

the harm caused by illegal behaviour more than it would interfere with the social 

benefits that derive from legal interactions.88 

85 Ibid. 

86 Ibid 406. 

87 Ibid. 

88 Ibid. 
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Chapter 5 The United States' Contributory and 

Inducement Liability: A Fault-Based Approach for China 

Technologies development especially the rise of the P2P file sharing technology 

has contributed significantly in communicating information to the public. Shutting 

down the mass illegal copyright infringing services is not the workable option, 

neither is turning to individual infringers for direct liability to redress the copyright 

owners, because it is a 'teaspoon solution to an ocean problem'.1 Therefore, the 

increasing recourse to indirect copyright liability is theoretically and practically 

sound. Chapter 3 and 4 has discussed the theoretical underpinning of the indirect 

copyright liability approach, and argued for the principles of technology neutral, 

balance and efficiency. In practice, how courts in the United States have addressed 

this issue is introduced and discussed in this chapter, with the objective of 

providing some workable plans for China. 

5.1 Introduction 

The United States, as a pioneer in the development of copyright laws based on the 

'early, rapid and widespread development of computer-based commerce', 2 has 

obtained a prevalent position in the development of indirect copyright liability laws 

that has affected many other jurisdictions. Indirect (or secondary) liability 3 of 

1 Randal C Picker, 'Copyright as Entry Policy: the Case of Digi tal Distribution' (2002) 47 
Antitrust Bulletin 423, 442. 

2 Thomas Hays, 'The Evolution and Decentralization of Secondary Liability for Infringements 
of Copyright-Protected Works: Part 1' (2006) 28(12) European Intellectual Property Review 
617,617. 

3 Unlike in the United I<ingdom, where the secondary li ability refers to the unauthorized dealing 
of infringing copyrighted materials, the term 'secondary liabili ty' in the US usually means 
contributory, vicarious or inducing liabilities. This article adopted 'indirect liability' instead of 
'secondary liability' to avoid the confusion. 
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service providers for online copyright infringement continues to be a highly 

controversial issue. Since the Congress enacted its first copyright law in 1790, 4 

copyright law has been in constant conflict with evolving technology because 

technology reduces the ability to control the property copyright holders once had. 5 

This presents a significant judicial dilemma, which led to the development of three 

indirect liabilities in the United States copyright regime: contributory liability and 

vicarious liability, which have been applied in a long line of case laws, and 

inducement liability, which developed only in the last ten years.6 

In the copyright law regime, contributory liability was designed to hold a party 

liable for his participation in the unlawful copying done by another. The standard 

definition for contributory copyright infringement is the defendant 'with 

knowledge of the infringing activity, induces, causes or materially contributes to 

the infringing conduct of another'.7 Therefore, contributory infringement requires 

knowledge and material contribution. The knowledge requirement refers to actual 

or constructive knowledge. The major disagreement is about the content of 

knowledge: whether it is the infringing activity itself, or that the activity is 

infringing instead of fair use. The material contribution requirement takes different 

forms including direct involvement with infringing activities, failure to act to stop 

infringement and providing the site and facilities for direct infringement. However, 

whether the defendant's activity constitutes 'material contribution' relies on the 

4 Copyright Act of 1790. Full title: An Act for the Encouragement of Learning, by securing 
copies of maps, charts, and books, to the authors and proprietors of such copies, during the 
times therein mentioned 1790. Available at <http://copyright.gov/history/1790act.pdf> 
accessed 02 September 2014. 

5 Jessica Litman, 'Real Copyright Reform' (2010) 196(1) Iowa Law Review 1, 3. 

6 Allen N Dixon, 'Liability of Users and Third Parties for Copyright Infringements on the 
Internet: Overview of International Developments' in Alan Strowl (ed), Peer-to-Peer Ftie Sharing 
and Secondaiy L iability in Copyright Lcnv (Edward Elgar 2009) 15. 

7 Gersh1vin Publishing Corp. v Columbia Artists Managemen1> Inc., 443 F. 2d 1159, 1162 (2d Cir. 1971). 
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judge's discretion. 

One 'legendary'8 case regarding contributory copyright infringement is the Sot!)I 

Betamax case in 1984,9 which found that the intent to cause infringement could not 

be presumed or imputed solely from the design or distribution of a product 

capable of substantial lawful use, which the third party knows is in fact used for 

infringement. This case established the Sot!)l's rule of 'capable of substantial 

noninfringing uses', which borrowed from the 'Staple Arti cle of Commerce' 

doctrine from the patent law. This rule plays an important role in balancing the 

interests between copyright holders and the new technologies. However, this rule 

became core of debates in the later Grokster case.10 The Patent Act differs in many 

aspects from copyright law, and the meanings of terms such as 'capable of' and 

'substantial' were vague, therefore some argue that the S Ot!)I rule does not apply in 

digital copyright cases. This thesis posits that the true meaning of the rule is to 

limit the imputation of fault when the product is capable of dual uses. When the 

fault of the product distributor such as Grokster is established, there is no need to 

apply the S Ot!)I rule. 

Vicarious liability could be imposed on a defendant who is in the position of 

control of the direct infringer's actions and receives a financial benefit from the 

infringement. It developed out of the doctrine of respondeat superior. In the 

8 Robert I Reis, 'The Sorry Legacy: Secondary Liability Perspectives' (2009) 3(183) Akron 
Intellectual Property Law Journal 205, 209. 

9 Sorry Corp. of America v Universal Ci!J Studios Inc. 464 U.S. 417 (1984). 

10 Metro-Gold11!Jn-Mqyer Studios Inc. v Grokster Ltd, 259 F. Supp 2d 1029 (CD Cal, 2003); affirmed, 
380 F 3d 1154 (9th Cir., 2004); vacated, 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme Court 
2005); on remand 454 F Supp 966 (CD Cal., 2006), and on motion for permanent injunction 
85 USPQ 2d 1074 (CD Cal., 2007). 
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copyright regime in United States, this theory was developed in the Napster case.11 

This is another means of holding someone liable for copyright infringement even 

when that person or party is not the one who did the infringing. Its meaning and 

application has been expanding since then. Major discussion focuses on the 

interpretation of two constituting factors: the ability to control and the direct 

financial benefit. The remoteness of control and the directness of financial gain 

are questions of degree. To this end, the application of vicarious liability in 

copyright cases should be handled with caution. 

Inducement liability is imposed on the defendant who distributes a device with an 

object of promoting its use to infringe copyright, as shown by clear expression or 

other affirmative steps to foster infringement. 12 This doctrine was also borrowed 

from the patent law. It was first introduced into the copyright case of Grokster,13 in 

which the Supreme Court read the S otry decision narrowly, and held that the P2P 

file-sharing provider Grokster, who distributed a product with the object of 

promoting illegal use of the copyrighted materials, was liable for copyright 

infringement by its users. Accordingly, the purposeful, culpable expression and 

conduct became the key factors in deciding the inducement liability. This type of 

11 A&M &cords Inc. v Napster Inc. 114 F Supp. 2d 896 (ND. Cal., 2000); 239 F 3d 1004 (9th Cir., 
2001); WL 227083 (ND Cal., March 5, 2001); 284 F. 3d 1091 (9th Cir., 2002). The court 
determined that Napster had the ability to prevent infringing conduct, using available 
technology, and Napster received revenue based on the number of its users. This leads to 
evidence of vicarious liability. Furthermore, The Court found that: a prima facie case of direct 
infringement by Napster users; on-going control of its service by the defendant, and the 
defendant's knowledge of infringing activity; and reasonable likelihood of the defendant's 
direct financial interest in the infringing activities. The Court ruled that the defendant was 
ordered to remove corresponding file details from its index and the defendant was held guilty 
of contributory infringement. 

12 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme Court 2005), at 913: 'one who distributes a 
device with the object of promoting its use to infringe copyright, as shown by clear expression 
or other affirmative steps taken to foster infringement, is liable for the resulting acts of 
infringement by third parties'. 

13 Ibid. 
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liability solves the P2P illegal file sharing cases where contributory liability is not 

likely to work because of the lack of knowledge. However, P2P technology should 

not be treated with bias even it is used by users to infringe copyright. Inducement 

liability should not be imposed unless strong evidence of intent can be found. 

The purpose of this chapter is to identify the different forms and constituting 

factors of indirect liabilities in current copyright law regime in the United States. 

Through examining relevant legislation and case laws, this chapter tries to find out 

how the interests between copyright holders and technology innovators have been 

balanced and whether this approach could be applied in China. 

5.2 The Sony Rule does not apply in Digital Copyright Rigime 

Contributory infringement in the United States is a common law liability. Liability 

exists if the defendant engages in 'personal conduct that encourages or assists the 

infringement.'14 The origin of indirect infringement in intellectual property law can 

be traced back to the late nineteenth century, when intentional acts were initially 

recognized as a key to impose contributory liability by courts.15 One of the earliest 

cases of contributory copyright infringement is Harper v. Shoppell,16 in which the 

defendant was strictly liable as a joint tort-feasor for selling a printing plate, 

knowing that the purchaser would make copies of a picture on the plate. A later 

case involving contributory copyright infringement was Ka/em Co. v. Harper Bros,17 

in which the owner of a motion picture was held liable for authorizing the 

infringing activity by selling copies to exhibitors and supplying advertisement for 

14 Matthc111 Bender & Co. 11. !Pest P11bl'g Co., 158 F.3d 693, 706 (2d Cir. 1998). 

15 Mark Bartholomew & Patrick F McArdle, 'Causing Infringement' (2011) 64(3) Vanderbilt Law 
Review 675, 683-84. 

16 Harper v. Shoppe!/, 28 F. 613 (S.D.N.Y. 1886). 

17 Ka/em Co. v. Harper Bros., 222 U.S. 55, 62 (1911). 

160 



I 
the infringing exhibitions based on his knowledge that the illegal use would 

constitute an infringement. These two early cases reflect the knowledge 

requirement to impose copyright liability. In Gershwin Publishing Corp. v. Columbia 

Artists Management, 18 the court developed a two-prong test for contributory 

infringement: 'one who, with knowledge of the infringing activity, induces, causes 

or materially contributes to the infringing conduct of another, may be held liable as 

a 'contributory' infringer.' 19 In the 1980s, the doctrine of contributory 

infringement was first tested in So1!J Corp. v. Universal Ci(y Studios, Inc.,20 which has 

been considered a conundrum in balancing conflicting interests between copyright 

holders and technology innovators. 21 

5.2.1 The Sony Rule: Substantial Noninfringing Uses 

In 1970s, Sony started to market video tape recorders (Betamax VTRs) which 

could be used to record TV programmes. In 1976, the plaintiffs, Universal City 

Studios Inc., and Walt Disney Productions, argued that the manufacture and the 

sale of the Betamax video tape recorders (VTRs), which Sony knew could be and 

were in fact being used to infringe copyrights, rendered Sony contributory liable 

for those infringements. Therefore, two key issues were considered in the case. 

First, whether the home use recording of material broadcast over the public 

airwaves was a fair use of copyrighted works?22 Second, whether should Sony be 

18 443 F.2d 1159 (2d Cir. 1971). 

19 Gcrsh1vi11PJ,{bl'gCorp. v. Colu111biaArtistsMg111t.,I11c.,443F.2d 1159, 1162(2dCir.1971). 

20 464 U.S. 417 (1984). 

21 Robert I Reis, 'The Sony Legacy: Secondary Liability Perspectives' (2009) 3(183) Akron 
Intellectual Property Journal 205, 205. 

22 S01ry, 464 U.S. 417 (1984) 442-456. 
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held liable as a contributory infringer?23 

After a lengthy trial, the District Court denied plaintiffs all the relief they sought 

and entered judgment for the defendant.24 They concluded that non-commercial 

home use recording of material broadcast over the public airwaves was a fair use 

of copyrighted works and did not constitute copyright infringement. They also 

concluded that Sony could not be held liable as a contributory infringer even if the 

home use of a VTR was considered an infringing use, because Sony had no direct 

involvement with any Betamax purchasers who recorded copyrighted works off 

the air. Although Sony could be assumed that it had constructive knowledge of the 

probability that the machine would be used to record copyrighted programs, it 

merely sold a 'product capable of a variety of uses, some of them allegedly 

infringing.'25 

The District Court borrowed the 'staple article of commerce' doctrine from the 

patent law,26 expressing the concern that commerce might be hampered if a mere 

constructive knowledge of possible infringement rendered the product distributor 

23 Ibid 434-442. 

24 S 01!J, 480 F. Supp. 429 (1979). 

25 So1!J, 464 U.S. 417 (1984) 426-427. 

26 See 35 U.S.C. s 271; also see footnote 41 of S01ry 464 US 417: 'the 'staple article of commerce' 
doctrine protects those who manufacture products incorporated into or used with patented 
inventions - for example, the paper and ink used with patented printing machines, or the dry 
ice used with patented refrigeration systems. Because a patent holder has the right to control 
the use of the patented item as well as its manufacture, such protection for the manufacturer 
of the incorporated product is necessary to prevent patent holders from extending their 
monopolies by suppressing competition in unpatented components and supplies suitable for 
use with the patented item. The doctrine of contributory patent infringement has been the 
subject of attention by the courts and by Congress, and has been codified since 1952, 66 Stat. 
792, but was never mentioned during the copyright law revision process as having any 
relevance to contributory copyright infringement.' 
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liable.27 They reasoned that, 

Selling a staple article of commerce - e.g., a typewriter, a recorder, a 
camera, a photocopying machine - technically contributes to any 
infringing use subsequently made thereof, but this kind of 
'contribution,' if deemed sufficient as a basis for liability, would 
expand the theory beyond precedent and arguably beyond judicial 
management.... Commerce would indeed be hampered if 
manufacturers of staple items were held liable as contributory 
infringers whenever they 'constructively' knew that some purchasers 
on some occasions would use their product for a purpose which a 
court later deemed, as a matter of first impression, to be an 
infringement. 28 

However, the district court's op1n1on that Sony was not liable for contributory 

infringement was rejected by the Court of Appeals based on two reasons. First, the 

'Staple Article of Commerce' test did not apply in Sony, because the primary 

purpose of the VTR machine was for reproducing copyrighted programmes. 29 

Second, Sony was culpable based on knowledge because the reproduction of 

copyrighted materials was either 'the most conspicuous use' or 'the major use' of 

the Betamax product. 30 VTR's were not suitable for any substantial noninfringing 

uses even if some copyright owners chose not to enforce their rights.31 

After a lengthy review of the Constitutional provisions and case law,32 the Supreme 

Court expressed the view of tracing back the legislative intent to construe current 

27 SOI!)', 426-27. 

28 Ibid. 

29 Ibid 428. 

30 Ibid. 

31 Ibid 427. 

32 See ibid 428-434. 
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scope of rights.33 After analysing case laws, the Supreme Court concluded: 

We recognize there are substantial differences between the patent and 
copyright laws. But in both areas the contributory infringement 
doctrine is grounded on the recognition that adequate protection of a 

monopoly may require the courts to look beyond actual duplication of 
a device or publication to the products or activities that make such 
duplication possible. The staple article of commerce doctrine must 
strike a balance between a copyright holder's legitimate demand for 
effective - not merely symbolic - protection of the statutory 

monopoly, and the rights of others freely to engage in substantially 
unrelated areas of commerce. Accordingly, the sale of copying 
equipment, like the sale of other articles of commerce, does not 
constitute contributory infringement if the product is widely used for 
legitimate, unobjectionable purposes. Indeed, it need merely be 
capable of substantial noninfringing uses.34 

In this seminal contributory liability case,35 the Supreme Court, in a five to four 

decision, reached the conclusion that the Betamax was capable of substantial 

noninfringing uses, because the findings of the District Courts demonstrated a 'fair 

use' defence for Sony, based on two reasons, the substantial number of copyright 

licences, and the unlikelihood of harm caused to potential market.36 

33 Ibid 432. The Supreme Court indicated that 'we must be circumspect in construing the scope 
of rights created by a legislative enactment which never contemplated such a calculus of 
interests and the correct approach is to construe in light of purpose.' 

34 Sof!J, 442. 

35 Rebecca Giblin-Chen, 'Rewinding 501'!)1: an Inducement Theory of Secondary Liability' (2005) 
27(11) European Intellectual Property Review 428,429. 

36 Sot!)I, 456. Court held that 'first, Sony demonstrated a significant likelihood that substantial 
numbers of copyright holders who license their works for broadcast on free television would 
not object to having their broadcasts time-shifted by private viewers. Second, respondents 
failed to demonstrate that time-shifting would cause any likelihood of non-minimal harm to 
the potential market for, or the value of, their copyrighted works.' 
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However, the dissenting judges37 argued for a different understanding as to the 

doctrine of contributory infringement, which was 'well established' but 'not well 

defined', by reviewing the legislative history of contributory copyright 

infringement and some case laws.38 They quoted one attempt of definition that 

'one who, with knowledge of the infringing activity, induces, causes or materially 

contributes to the infringing conduct of another, may be held liable as a 

'contributory' infringer.'39 Key factors of knowledge and causation, as the judges 

pointed out, need to be clarified. 

First, on the requirement of knowledge, the judges found that the constructive 

knowledge, rather than actual knowledge, would suffice to support a contributory 

infringement argument. Since Sony had reason to know that Betamax would be 

used in the infringing activity, constructive knowledge could be established.40 

Second, on the requirement of material contribution, the dissenting judges 

disagreed with District Court and observed that 'causation can be shown 

indirectly'.41 In addition, the Sony Betamax had been one and the only means to 

aid the infringing recording activity by its users.42 To this end, Sony has 'induced 

37 Justice Blackmun, with Justice Marshall, Justice Powell and Justice Rehnquist. 

38 Sot!J, 487. 

39 Ibid. 

40 Sor!Y, 489. 'A finding of contributory infringement has never depended on an actual knowledge 
of particular instances of infringement; it is sufficient that the defendant have reason to know 
that infringement is taking place.' Questions of contributory infringement arise in some cases 
li ke 'dance hall' cases, in which 'no knowledge that copyrighted works are being performed' but 
'constructive knowledge of the performances,' and 'nor is it necessary that the defendant be 
aware that the infringing activity violates the copyright laws.' It is undisputed in this case that 
Sony 'had reason to know the Betamax would be used by some owners to tape copyrighted 
works off the air.' 

41 Ibid. 

42 Ibid. ' [I]t is only with the aid of the Betamax or some other VTR, that it is possible today for 
home television viewers to infringe copyright by recording off-the-air.' 
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and materially contributed to the infringing conduct of Betamax owners'.43 

The dissenting judges also disagree on borrowing the 'staple article of commerce' 

doctrine from patent law on two accounts. First, although same concerns 

underlying the doctrine were presented in copyright law, the patent and copyright 

laws 'have not developed in a parallel fashion'. 44 Second, in the eyes of the 

dissenting judges, 'substantial non-infringing use' principle was more concerned 

with quantity of the usage.45 In this case, they suggested a further consideration on 

the 'percentage of legal versus illegal home-use recording.'46 

5.2.2 Refining Sony Rule in Napster: Actual Knowledge and Ability to 

Control 

A&M Record~ Inc. v. Napster,, Inc. 47 was a landmark intellectual property case. In 

2001, Napster operated a centralised P2P network that allowed users to share 

music through searching directories provided on the central server. Surveys 

showed that 70% of the content available through the Napster servers was owned 

by the plaintiffs and all was subject to copyright protection. 48 Plaintiffs alleged that 

Napster promoted the unauthorised distribution and duplication of copyrighted 

43 Ibid. 

44 Ibid 491. 

45 Ibid: 'if a significant portion of the product's use is noninfringing, the manufacturers and 
sellers cannot be held contributorily liable for the product's infringing uses.' 

46 Sof!J, 493. 

47 A&M Records Inc. v Napster Inc. 114 F Supp. 2d 896 (N.D. Cal., 2000); 239 F.3d 1004 (9th Cir., 
2001); WL 227083 (N.D. Cal., March 5, 2001); 284 F.3d 1091 (9th Cir., 2002). 

48 See 
<http:/ /www.yarbroughlaw.com/ Publications/ pubs%20patent4%20indirect%20infringement 
%20of%20copyright.htm> accessed 03 September 2014. 
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music.49 They alleged both contributory and vicarious copyright infringement, and 

soon ftled a motion for a preliminary injunction in order to stop the exchange of 

plaintiffs' songs on the service immediately. 50 

Napster relied on the Sony defence, alleging that its service, like a VCR, was 

capable of both legal and illegal use.51 For example, the Napster technology can be 

used to trade recordings that were no longer protected by copyright and to trade 

recordings by artists who were willing participants in this new distribution channel. 

However, the United States Court of Appeals for the Ninth Circuit affirmed the 

ruling of the district court for the Northern District of California, holding that 

defendant, peer-to-peer (P2P) file-sharing service Napster was held liable for 

contributory infringement of the plaintiffs' copyrights. 52 The court refused to 

apply the So1ry 'staple article of commerce' doctrine on Napster based on two 

reasons. First was regarding the ability to control. Napster had the continual ability 

to limit copyright infringement in ways that VCR manufacturers did not. 53 The 

second reason was that Napster's actual knowledge of direct infringement 

rendered the S01ry rule inapplicable.54 Although contributory infringement is based 

49 The full list of plaintiffs included a number of record companies, all members of the 
Recording Industry Association of America (RIAA). Universal Music Group, Sony Music 
Entertainment, EMI, and Warner Music Group are known as the 'big four' in the music 
industry. See Napstet; 114 F Supp. 2d 896 (ND. Cal., 2000). 

50 Napster, 114 F Supp. 2d 896 (N.D. Cal., 2000) 901. 

51 Ibid 912. 

52 Napstei; 239 F.3d 1004 (9th Cir., 2001) 1022. 

53 Napster court noted that ' ... that it could block access to the system by suppliers of the 
infringing material, and that it failed to remove the material.' See Napster, 239 F 3d 1004 (9th 
Cir., 2001) 1022.Also see Rebecca Giblin-Chen, 'Rewinding So'!)I: an inducement theory of 
secondary liability' (2005) 27(11) European Intellectual Property Review 428, 429: 'Unlike Sony, 
Napster had a continuing ability to control its users'. 

5'1 Ibid 1020: 'we observe that Napster's actual, specific knowledge of direct infringement renders 
S01ry's holding of limited assistance to Napster.' 
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on actual or constructive knowledge, that the second infringer 'know or have 

reason to know' of direct infringement, where actual knowledge of specific 

infringement exists, the defendant will be contributorily liable even the product is 

capable of substantial non-infringing uses.55 

The application of the So,ry doctrine in Napster revealed that, in future cases with 

respect to mass-market means of copying, courts should 'inquire into non­

infringing uses when the distributor of the device lacks actual knowledge of and 

control over specific infringements.' 56 In addition, when adjudicating a case 

involving a dual-purpose product (one capable of substantial non-infringing uses), 

factors such as actual knowledge of the direct infringement and the ability to 

control direct infringement should also be taken into account. 

5.2.3 Constraining Sony Rule in Aimster. Economic Analysis on Control 

The So,ry case was further tested in Aimster, 57 in which the Seventh Circuit 

disagreed with the interpretation of the So,ry Rule by the district court and with 

Napsters approach in application of the So,ry Rule on the element of control.58 In 

this case, the recording industry sued the Internet service Aimster for facilitating 

the swapping of digital copies of popular music over the Internet. The district 

court entered a broad preliminary injunction that 'had the effect of shutting down 

55 Rebecca Giblin-Chen, 'Rewinding Sof!)I: an Inducement Theory of Secondary Liability' (2005) 
27(11) European Intellectual Property Review 428,429. 

56 Jane C Ginsburg, 'Separating the Sony Sheep from the Grokster Goats: Reckoning the Future 
Business Plans of Copyright-Dependent Technology Entrepreneurs' (2008) 50 Arizona Law 
Review 577, 582. 

57 In this case, the recording industry sued the Internet service Aimster for facilitating the 
swapping of digital copies of popular music over the Internet. The district court entered a 
broad preliminary injunction that 'had the effect of shutting down the Aimster service.' In re 
Aimster, 334 F.3d 643, 645 (7th Cir. 2003). 

58 Ibid 649. 
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the Aimster service'. 59 Judge Posner reasoned from an economic perspective, 

recognizing that although control is a factor to be considered in determining 

contributory infringement,60 the preliminary injunction the district court granted to 

the recording industry based on Aimster's ability to control could result in the 

shutting down of the Aimster service. 61 This was contrary to the clear meaning of 

the S O'f!Y decision. 62 

5.2.4 Sony Rule in Grokster: a Dead End? 

The biggest challenge that the So'f!Y rule and the doctrine of contributory liability 

encountered was the Grokster case, in which Grokster was sued by MGM for 

distributing free software products that allowed computer users to share 

copyrighted works through de-centralized peer-to-peer networks.63 Under the S01ry 

rule, according to Grok.stet, the software they distributed was capable of 

substantial non-infringing uses.64 The remaining areas of uncertainty regarding the 

So'f!Y 'staple article of commerce' doctrine became the core of the case. 

59 Ibid 645. 

60 Ibid 648. 

61 Ibid. 

62 Ibid. 

63 Metro-Goldnyn-Mayer Studios Inc. v. Grokster Ltd, 259 F. Supp 2d 1029 (CD Cal, 2003); affirmed, 
380 F.3d 1154 (9th Cir., 2004); vacated, 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme Court 
2005); on remand 454 F Supp 966 (CD Cal., 2006), and on motion for permanent injunction 
85 USPQ 2d 1074 (CD Cal., 2007). 

64 Ibid. Court cited Grokster's reply that 'their software can be used to reproduce public domain 
works, and they point to copyright holders who actually encourage copying. Even if 
infringement is the principal practice with their software today, they argue, the noninfringing 
uses are significant and will grow'. 
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The case went to the Supreme Court, in which the defendants argued that 

Grokster was liable for contributory liability. 65 In order to rule out the possible 

application of the S Of!Y test, MGM presented the evidence of mass infringement 

of over 90% copyrighted works exchanged through the Grokster system, and 

argued that the remaining 10%, even could be considered noninfringing uses, 

should not qualify as 'substantial'.66 Grokster replied by citing evidence on fair uses 

of the software, as well as the potential ability to support noninfringing uses in 

future.67 Under the Sor!JI rule, according to Grokster, the software they distributed 

was capable of substantial noninfringing uses. The remaining areas of uncertainty 

regarding the Sof!Y 'staple article of commerce' equation became the core to the 

case among the Justices in the Supreme Court. 

The Grokster system operated different from the Napster system rn two ways, 

which means that the Napster decision could not apply directly on Grokster. First, 

there was evidence that Napster had actual knowledge of the specific 

infringement, which precluded the application of the Sof!Y rule, because Sony 

operated to preclude a court 'from presuming intent to cause infringement solely 

on the basis of the design or distribution of a product that is capable of 

substantial non-infringing uses'. 68 Grokster, on the other hand, had no way to 

obtain actual knowledge of infringement because of its de-centralised structure. 

65 Grokster, 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme Court 2005). 

66 Ibid 933. MGM argued that 'given that 90% of works available on one of the networks was 
shown to be copyrighted', and 'assuming the remaining 10% to be its noninfringing use, this 
should not quality as 'substantial', and the Court should quantify Sony to the extent of holding 
that a product used 'principally' for infringement does not qualify'. 

67 Ibid. Court cited Grokster's reply that ' their software can be used to reproduce public domain 
works, and they point to copyright holders who actually encourage copying. Even if 
infringement is the principal practice with their software today, they argue, the noninfringing 
uses are significant and will grow'. 

68 Rebecca Giblin-Chen, 'Rewinding Sor!}: an Inducement Theory of Secondary Liability' (2005) 
27(11) European Intellectual Property Review 428, 431. 
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Second, unlike Napster, which operated a centralised system that could disconnect 

direct infringers, Grokster 'disclaimed the ability to prevent infringements' once 

the product was distributed.69 

Without the two key elements established in the Napster decision, it seemed that 

Grokster was able to shield itself with the Sotry defence. However, the Supreme 

Court disagreed on multiple grounds. Major disputes came with the interpretation 

and application of the Sotry doctrine. Justice Souter refused to visit Sotry further, but 

employed an inducement rule, holding that S 01ry did not apply when clear intent to 

infringe was demonstrated. 70 Justice Ginsburg argued that the Sotry rule still 

applied, but not in this case, which 'differ[ed] markedly from Sony,'71 and the Ninth 

Circuit needed to reconsider the meaning of Sotry. 72 Justice Breyer insisted on 

maintaining S otry, arguing that neither should it be strictly interpreted, nor should it 

be modified.73 

Justice Souter delivered the opinion of the Court. By reviewing Sotry and relevant 

case laws, he pointed out that the Court of Appeals had misapplied S otry, by 

reading it as 'limiting secondary liability quite beyond the circumstances to which 

the case applied',74 and that 'whenever a product is capable of substantial lawful 

use, the producer can never be held contributorily liable for third parties' infringing 

69 Jane C Ginsburg, 'Separating the Sot!)! Sheep from the Grokster Goats: Reckoning the Future 
Business Plans of Copyright-Dependent Technology Entrepreneurs' (2008) 50 Arizona Law 
Review 577, 583. 

70 Grokster, 545 U.S. 913, 919-941 (2005). 

71 Ibid 945. 

72 Ibid 944. 

73 Ibid 949-966. 

7'1 Ibid 933. 
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use of it.'75 Moreover, the Ninth Circuit 'read the rule as being this broad, even 

when an actual purpose to cause infringing use is shown by evidence independent 

of design and distribution of the product, unless the distributors had 'specific 

knowledge of infringement at a time at which they contributed to the 

infringement, and failed to act upon that information." 76 In the eyes of the 

Supreme Court, the Ninth Circuit's judgment rested on an erroneous 

understanding of S01!)1, 'converting the case from one about liability resting on 

imputed intent to one about liability on any theory'.77 Therefore, there was no need 

to visit the S01!)1 rule further before the prerequisite of intent was satisfied. The 

court went to inducement infringement instead. Justice Souter pointed out that the 

Grokster case differed with S01ry in a different basis of liability for distributing a 

product open to alternative uses. While S 01!)1 forbad the imputation of fault, 

evidence in Grokster showed a purpose to cause and profit from third-party acts of 

copyright infringement. 78 

However, in one concurring opinion, Justice Ginsburg, with other two Justices, 

argued that Grokster was liable for inducing copyright infringement, as Justice 

Souter ruled, and was liable for contributory copyright infringement. This means 

that S 01!)1 rule should still apply, but under a more strictly interpretation. The words 

'capable', 'substantial,' and 'noninfringing uses' should be construed strictly with 

more concrete evidence. First, the lower courts had relied largely on defendants' 

75 Ibid 934. 

76 Ibid. 

77 Ibid. 

78 Ibid 941. The court held, 'if liability for inducing infringement is ultimately found, it ·will not 
be on the basis of presuming or imputing fault, but from inferring a patently illegal objective 
from statements and actions showing what that objective was'. 
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argument and evidence, which was not conclusive. 79 Second, the absolute number 

of noninfringing files did not indicate a substantial noninfringing uses. 80 All 

evidence that submitted failed to demonstrate a substantial noninfringing uses 

would develop over time.81 

However, this opinion was challenged by Justice Breyer (with whom Justice 

Stevens and Justice O'Connor join) in the second concurring opinion of the case. 

His Justice argued that if applying the S o,ry rule in this case, Grokster passed S 01ry's 

test. First, according to the evidence submitted by petitioners, a figure of 9% of 

noninfringing uses, compared with Sony, was sufficient to be considered as 

'substantial'.82 Second, the word 'capable' in So1ry suggested that a figure W{e 10% 

might serve as 'an adequate foundation where there is a reasonable prospect of 

expanded legitimate uses over time'. 83 Capability can be determined by the 

potential future uses of the product.84 Third, even if Grokster itself may not want 

to develop noninfringing uses, 'So,ry's standard seeks to protect not the Groksters 

79 Ibid 950. The Supreme Court held that the District Court and the Court of Appeals have 
'relied largely on declarations submitted by the defendants', and 'there has been no finding of 
any fair use and little beyond anecdotal evidence of noninfringing uses'. 

80 Ibid 948. 'The number of noninfringing copies may be reOective of, and dwarfed by, the huge 
total volume of files shared.' 

81 Ibid. 

82 Ibid 952: '75% of the current files available on Grokster are infringing and 15% are 'likely 
infringing'. That leaves some number of files near 10% that apparently are noninfringing, a 
figure very similar to the 9% or so of autl1orised time-shifting uses of the VCR that the Court 
faced in Sorry.' At 955, the Court said the estimated 10% noninfringing material 'is sufficient to 
meet Sor9's standard'. 

83 Ibid 953. 

84 Ibid 954. The Court noted that 'as more and more uncopyrighted information is stored in 
swappable form, it seems a likely inference that lawful peer-to-peer sharing will become 
increasingly prevalent.' 
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of this world, but the development of technology more generally.'85 

Justice Breyer believed that the real question in this case was not whether the 

record evidence satisfied S 01?J, but whether the S 01?)1 standard should be modified, 

or interpreted more strictly.86 Does the S01?)1 rule correctly balance copyright and 

new technology interests? In order to answer this question, his Justice discussed 

three specific questions. First, had Sony worked to protect new technology? He 

considered that S 07?Y's rule was clear, strongly technology protecting, forward 

looking, and mindful of the limitations facing judges where matters of technology 

are concerned.87 Justice Breyer concluded that Sony had achieved its innovation­

protecting objective, providing entrepreneurs 'with needed assurance that they will 

be shielded from copyright liability as they bring valuable new technologies to 

market'. 88 The second question was, if so, would modification or strict 

interpretation significantly weaken that protection? Justice Breyer noticed that if 

strictly interpreting S 01?)1 rule as Justice Ginsburg suggested, defendants would have 

to produce considerably more concrete evidence to earn S 07?Y's shelter, which 

would 'undercut the protection that Sony now offers'. 89 On the third question, 

which was whether a positive copyright impact would overweigh any technology­

related loss, Justice Breyer argued that the evidence then available did not make out 

a sufficiently strong case for change. His Justice elaborated several technological 

85 Ibid 955. 

86 Ibid 955-956. 

87 Ibid 957-958. 

88 Ibid 957. 

89 Ibid 959. 
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approaches in order to solve the problems that beyond So,ry's reach.90 

5.2.5 Criticism of the Sony 'Staple Article of Commerce' Doctrine 

There have been a number of criticisms regarding the S o,ry 'staple article of 

commerce' doctrine.91 The first is that the transplant of the So,ry doctrine from 

patent law is a diversion from general tort law principles. 92 Some argue that the 

Supreme Court had abused its discretion by extending its analysis of contributory 

and vicarious liability when the finding of fair use did not stop their analysis, which 

is possibly 'out of context with the tradition of the Court not to engage in rule 

making beyond the case before it.'93 Furthermore, articulating a standard from the 

Patent Act was 'unfortunate and inapposite' for the readiness of technology 

assessment.94 It was observed that two major problems arose with the application 

of the 'staple article of commerce' equation in the digital world. First, there are no 

objective standards for the construction of the doctrine that would 'prevent an 

90 Ibid 960-965. For instance, his Justice proposed technology such as 'digital watermarking' and 
'digital finger printing'. He considered that 'Courts are less well suited than Congress' to 
change the S 01ry rule. 

91 See Jane C Ginsburg, 'Separating the Sony Sheep from the Grokster Goats: Reckoning the 
Future Business Plans of Copyright-Dependent Technology Entrepreneurs' (2008) 50 Arizona 
Law Review 577. And see Robert I Reis, 'The Sony Legacy: Secondary Liability Perspectives' 
(2009) 3(183) Akron Intellectual Property Law Journal 205. Also see Rebecca Giblin-Chen, 
'Rewinding Sony: an Inducement Theory of Secondary Liability' (2005) 27(11) European 
Intellectual Property Review 428. 

92 Robert I Reis, 'The S01!] Legacy: Secondary Liability Perspectives' (2009) 3(183) Akron 
Intellectual Property Law Journal 205, 206. The author points out that the adoption of patent 
law doctrine 'obscured the need for transparent means of technology readiness, utility and risk 
assessment in the determination of present and potential uses of technology'. 

93 Ibid 214-215. 

94 Ibid 215. It was submitted that 'the analogy to the Staple Article of Commerce provision in 
the Patent Act was unfortunate and inapposite to copyright and may be a factor that retarded 
the development of technology readiness assessments and other analytical processes that hold 
the promise of objectivity and transparency in the evaluation of use and intent inferences in 
new technologies'. 
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inference of intent to result in infringement by the end user'. 95 Second, safe 

harbours have provided the same function. 96 Accordingly, the objective of the 

'staple article of commerce' doctrine was misread. The purpose of the doctrine 

was for the protection of technology and for ensuring that lawful use of a patent is 

not excluded, rather than 'to create an inference of intent to infringe'.97 

The second criticism concerns the vague meanings of 'capable of' and 

'substantial'. There has been debate as to whether 'capable of' simply means 

current use of technology or also includes potential uses. 98 After all, 'only the most 

unimaginative manufacturer would be unable to demonstrate that an image­

duplicating product is 'capable' of substantial non-infringing uses.'99 It is also 

evident, as some suggested, that eBay, or Amazon, or Google and the multiple of 

other Internet and Information technologies be categorized as staples of 

commerce.100 As for the meaning of 'substantial', it is arguable whether a minority 

non-infringing use would nonetheless be 'substantial'. 101 Like Grokster has 

suggested, if 10% of non-infringing uses in S01ry were regarded as 'substantial', 

95 Ibid. 

96 Ibid. Any article which satisfies the doctrine would enjoy 'the safe harbour for any 
infringement that later occurred, whether intentional or not.' 

97 Ibid 219. 

98 See, e.g., Jane C Ginsburg, 'Separating the Sony Sheep from the Grokster Goats: Reckoning 
the Future Business Plans of Copyright-Dependent Technology Entrepreneurs' (2008) SO 
Arizona Law Review 577, 581; Craig A Grossman, 'From Sony to Grokster, The Failure of the 
Copyright Doctrines of Contributory Infringement and Vicarious Liability to Resolve the War 
Between Content and Destructive Technologies' (2005) 53 Buffalo Law Review 141, 173. 

99 Sof!Y, 464 U.S. 417,498. 

100 Robert I Reis, 'The Sof!Y Legacy: Secondary Liability Perspectives' (2009) 3(183) Akron 
Intellectual Property Law Journal 205, 244. 

101 Jane C Ginsburg, 'Separating the Sony Sheep from the Grokster Goats: Reckoning the Future 
Business Plans of Copyright-Dependent Technology Entrepreneurs' (2008) 50 Arizona Law 
Review 577,581. 
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how about the 9% non-infringing uses in Grokster?102 The questions such as how to 

identify the doctrine, what constitutes non-infringing use, and the period of 

measurement, are left open, which create fears of uncertain futures for innovators 

of new technologies.103 Therefore, one may argue that a mature technology analysis 

is needed in order to conduct inquiries regarding the assessment of new 

technologies. Put another way, the problems raised by technology are better solved 

by technology itself. 

The third and the most important criticism is that some have questioned whether 

the Sof!J rule is still applicable in the digital world at all. Copyright law, the Court 

wrote, must 'strike a balance between a copyright holder's legitimate demand for 

effective . .. protection, and the rights of others to freely engage in substantially 

unrelated areas of commerce.'104 That is why it was observed that 'copyright law is 

important, but at some point copyright incentives must take a backseat to other 

societal interests, including an interest in promoting the development of new 

technologies and an interest in experimenting with new business opportunities and 

market structures.'105 The driving concern in S01ry was 'a fear that indirect liability 

would have given copyright holders control over what was then a new and still­

developing technology'. 106 That concern is why the Sof!J rule has played an 

important role in balancing the interest between copyright holders and technology 

102 545 U.S. 913, 933. 

103 Robert I Reis, 'The S 01ry Legacy: Secondary Liability Perspectives' (2009) 3(183) Akron 
Intellectual Property Law Journal 205, 220-221. 

104 So,ry, 464 U.S. 417, 432. 

105 William Landes & Douglas Lichtman, 'Indirect Liability for Copyright Infringement: Napster 
and Beyond' (2003) 17 (2) Journal of Economic Perspectives 113, 118. 

106 Ibid. 
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innovators.107 However, Grokster was substantially different from Sof!J in that the 

latter was used for individual non-commercial copying and the former was an 

unlimited copying tool without any restriction, which made mass-production 

possible. This difference demonstrates that the S Of!Y rule, which was produced in 

the traditional dissemination world, is not suitable in the digital world anymore. 

More importantly; the vague and undefined wording in the Sof!J rule has triggered 

divergence in its interpretation. This was apparent in Grokster, where the Court had 

to apply inducing infringement in order to escape the difficulty of applying the 

S Of!J rule.108 

Creating a Sof!J rule might only be a temporary solution concerning the protection 

of a new technology. When challenged by new cases such as Grokster, it is time to 

consider whether the S Of!J rule is still applicable, and if not, what the alternatives 

are. Since the Grokster case, ' "inducement" and "substantial non-infringing use" 

will become legal conclusions, separating the S Of!) (good technology) sheep from 

the Grokster (evil entrepreneur) goats.'109 While Robert I. Reis argued that 'Sof!J left 

us with doctrine and dicta that obscured the need for rigorous methods of 

evaluation and assessment of new technologies that ensure reasonable standards 

and transparency',110 the interpretation of the Sof!J role has been evolving though 

cases, especially those with respect to new technologies. 

107 Robert I Reis, 'The So,ry Legacy: Secondary Liability Perspectives' (2009) 3(183) Akron 
Intellectual Property Law Journal 205, 205: 'So,ry seeded the ongoing conundrwn of balancing 
protected intellectual property rights with the potential of technologies that enhance the use of 
intellectual content.' 

108 545 U.S. 913, 913. 

109 Jane C Ginsburg & Sam Ricketson, 'Inducers and Authorizers: a Comparison of the US 
Supreme Court's Grokster Decision and the Australian Federal Court's KaZaa Ruling' (2006) 
11 Media & Arts Law Review 1, 7. 

110 Robert I Reis, 'The Sony Legacy: Secondary Liability Perspectives' (2009) 3(183) Akron 
Intellectual Property Law Journal 205, 208. 
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In the next section, through summarising factors that constitute contributory 

infringement, this thesis argues that contributory liability has absolved the S01!)1 rule 

by evaluating evolving factors, which have displaced the 'substantial non-infringing 

uses' standard. 

5.3 Contributory Infringement: Knowledge and Material 

Contribution 

Since copyright holders started to target intermediaries such as ISPs as a shifting 

strategy under the digital environment, the scope of contributory copyright liability 

has been expanding with the development of technology with fear that technology 

would 'unjustly enrich secondary actors at the expense of originators and destroy 

the latter's creative incentives'.111 The key factors to determine contributory liability 

are the defendant's knowledge of direct infringement conducted by the third 

person and the material contribution to the infringement.112 These two criteria 

have changed over time and continue to evolve, yet still remain 'confusingly 

opaque' and not 'suitably apportioned', 113 especially under the challenge of P2P 

file sharing cases.114 The intention may be apparent (as in Grokster) , or imputed (as 

in Napster) by analysing from the above two factors. The Peifect10 judges also stated 

that 'although neither Napster nor Netcom expressly required a finding of intent, 

those cases are consistent with Grokster because both decisions ruled that a service 

provider's knowing failure to prevent infringing actions could be the basis for 

111 Mark Bartholomew & Patrick F McArdle, 'Causing Infringement' (2011) 64(3) Vanderbilt Law 
Review 675, 684. 

112 The two-prong test of contributory infringement established in Gersh111in, has been adopted in 
S Of!Y, Napster and Grokster. 

113 Ibid 683. 

114 Thomas Hays, 'The Evolution and Decentralization of Secondary Liability for Infringements 
of Copyright-Protected Works: Part 1' (2006) 28(12) European Intellectual Property Review 
617,618. 
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imposing contributory liability. Under such circumstances, intent may be 

imputed.'115 The factors are analysed below. 

5.3.1 The Knowledge Requirement 

It is just and fair to hold a defendant liable if he knows the direct infringing 

conduct and not only fails to prevent that conduct but also facilitate it, because this 

shows his culpability. However, disagreement exists as to whether actual or 

constructive knowledge is required under contributory infringement, whether 

knowledge can be imputed, and whether knowledge should be specific rather than 

general. 

Contributory liability requires that the secondary infringer 'know or have reason to 

know' of direct infringement, 116 which means that the knowledge requirement 

refers to either actual or constructive knowledge.117 The constructive knowledge 

test, was established in Screen Gems-Columbia Music v Mark-Fi Records,11 8 according to 

Matt Jackson, 'the court held that the advertising agency, radio stations, and 

shipping company were all potentially liable for contributory infringement for 

assisting in the infringement, if it could be demonstrated that they knew, or should 

115 Pe,fect 10, Inc. v Google Inc., 508 F.3d 1146 (9th Cir. 2007) 1172. 

116 Napster, 239 F.3d 1004 (9th Cir. 2001) 1020. 

117 See Thomas Hays, 'The Evolution and Decentralization of Secondary Liability for 
Infringements of Copyright-Protected Works: Part 1' (2006) 28(12) European Intellectual 
Property Review 617, 618: 'The elements of contributory liability are as follows: ... knowledge 
on the part of the contributory infringer of the underlying primary infringement. This 
knowledge may be either actual or constructive knowledge based on what the contributory 
infringer reasonably should have known, considering all the facts and circumstances 
surrounding the infringing activity and requiring some specific information about the 
infringing conduct of the particular primary actor concerned.' 

118 256 F. Supp. 399 (S.D.N.Y. 1966). 
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have known, about the infringement.'119 

The significance of the S or!J case was not only because it established a defence for 

dual use of technology, but also because it declined to impute the requisite level of 

knowledge merely because the equipment was capable of both infringing and 

substantial noninfringing uses.120 The knowledge is not an isolated factor imputed 

through the technology itself, but must be considered along with other relevant 

factors such as the relationship between the defendant and the direct infringer, and 

the ability to control the infringing activity after the equipment is sold. In other 

words, culpability of a defendant could not be established through the constructive 

knowledge of possible infringing use only, but should consider other relevant 

factors. The Sot!] rule was followed by Napster, where the Ninth Circuit '[would] 

not impute the requisite level of knowledge to N apster merely because the possible 

infringing uses of technology.121 

As to the specificity of knowledge, it is necessary to discuss the early Netcom 

case. 122 Netco,n concerned the liability imposed on a computer bulletin board 

operator whose system supported the posting of infringing material. The disputed 

issue of fact existed as to whether the operator had sufficient knowledge of 

infringing activity. It suggested that in an online context, evidence of actual 

knowledge of specific acts of infringement was required to hold a computer 

system operator liable for contributory copyright infringement. 123 The district 

119 Matt Jackson, 'One Step Forward, Two Steps Back: an Historical Analysis of Copyright 
Liability ' (2002) 20 Cardozo Arts & Entertainment 367, 396. 

120 Napster, 239 F.3d 1004 (9th Cir. 2001) 1020. 

121 Napster, 239 F.3d 1004 (9th Cir. 2001) 1020-1021. 

122 Religious Technology Center v N etcom On-line Communication Services, Inc. 907 F. Supp. 1361 (N. D. 
Cal. 1995). 

123 907 F. Supp. 1361, 1371. 
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court of Napster concluded that the law did not require knowledge of 'specific acts 

of infringement' and rejected Napster's contention that because the company 

could not distinguish infringing from noninfringing files, it did not 'know' of the 

direct infringement.124 However, by reviewing Netcom, the Ninth Circuit disagreed 

with district court and argued that specific knowledge must be established for a 

finding of liability. To enjoin based on the knowledge that the structure of the 

system allowed infringing uses violated Sot!)l. 125 A clear distinction between the 

architecture of the Napster system and Napster's conduct in relation to the 

operational capacity of the system was made. According to the district court's 

finding, N apster 'has actual knowledge that specific infringing material is available 

using its system, that it could block access to the system by suppliers of the 

infringing material, and that it failed to remove the material.' 126 

Constructive knowledge refers to the knowledge 'based on a reasonable person 

standard rather than on the subjective mind set of the contributory defendant'.127 

In Napster, the district found actual knowledge based on Sean Parker's letter and 

the RIAA's notice. 128 Constructive knowledge was found because Napster's 

executive, who had recording industry experience, downloaded copyrighted songs 

from the system. 129 They had enforced IP rights in other instances, and had 

promoted the site with 'screen shots listing infringing files.'130 On appeal, the Ninth 

Circuit held that Napster was a contributory infringer because it knowingly 

124 114 F. Supp. 2d, 917. 

125 Napster, 239 F 3d 1004 (9th Cir. 2001) 1021. 

126 Napster, 239 F 3d 1004 (9th Cir. 2001) 1022. 

127 Mark Bartholomew & Patrick F McArdle, 'Causing Infringement' (2011) 64(3) Vanderbilt Law 
Review 675, 685. 

128 Napster, 239 F 3d 1004 (9th Cir. 2001) 1020. At FN 5. 

129 Napster, 239 F 3d 1004 (9th Cir. 2001) 1020. 

130 Ibid, at FN 5. 
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encouraged and assisted the infringement of plaintiffs' copyrights.131 

In Grokster, the Court had defined two categories of contributory liability: 

Liability under our jurisprudence may be predicated on actively 

encouraging (or inducing) infringement through specific acts (as the 
Court's opinion develops) or on distributing a product distributes use 

to infringe copyrights, if the product is not capable of 'substantial' or 

'commercially significant' noninfringing uses.132 

The Circuit Judges in Peifect 10 v Google relied on Grokster, interpreting the first 

category of contributory liability identified by the Supreme Court that 

'contribution to infringement must be intentional for liability to arise'.133 They then 

analysed contributory liability in light of rules of fault-based liability derived from 

the common law, of which principles establish that intent may be imputed.134 

The content of knowledge, whether it is the infringing activity itself, or that the 

activity is infringing instead of fair use, was also under extensive discussion. The 

Supreme Court dissenting judges in 5 Of!Y considered it was not necessary that the 

defendant be aware that the infringing activity violates the copyright laws. 135 

However, in Netcom, the court agreed with the defendant, noting: 

Where a BBS operator cannot reasonably verify a claim of 

131 Ibid 1020. Also see 1027: Contributory liability may potentially be imposed only to the extent 
that Napster: (1) receives reasonable knowledge of specific infringing files with copyrighted 
musical compositions and sound recordings; (2) knows or should know that such files are 
available on the Napster system; and (3) fails to act to prevent viral distribution of the works. 

132 MGM Studios Inc. v Grokster Ltd., 545 U.S. 913 (2005) 942, Ginsburg} concurring. 

133 Peifect 10, Inc. v Google Inc., 508 F.3d 1146 (9th Cir. 2007) 1170. 

134 Ibid 1171. 'Under Grokster, an actor may be contributorily liable for intentionally encouraging 
direct infringement if the actor knowingly takes steps that are substantially certain to result in 
such direct infringement'. 

135 464 U.S. 417,489. 
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infringement, either because of a possible fair use defense, the lack of 
copyright notices on the copies, or the copyright holder's failure to 
provide the necessary documentation to show that there is likely 
infringement, the operator's lack of knowledge will be found 
reasonable and there will be no liability for contributory infringement 
for allowing the continued distribution of the works on its system.136 

The knowledge requirement under contributory infringement refers to the actual 

or constructive knowledge of specific infringement. In accordance with the 

technology neutral principle, the knowledge may be imputed based on the act of 

the indirect infringer rather than the nature of the system that could be used in 

both infringing and noninfringing acts. The content of knowledge is that the 

activity is infringing rather than the infringing activity itself. 

5.3.2 The Requirement of Material Contribution: A Broad Interpretation 

The second prong of the contributory test is whether the defendant 'induces, 

causes, or materially contributes to the infringing conduct of another'. rn The 

District Court in So'f!Y concluded that Sony had not caused, induced, or contributed 

materially to any infringing activiti es of Betamax owners. However, the Appellate 

Court and the dissenting judges of the Supreme Court argued that 'causation can 

be shown indirectly',138 because 'off-the-air recording is not only a foreseeable use 

for the Betamax, but indeed is its intended use', 'if off-the-air recording is an 

infringement of copyright, Sony has induced and materially contributed to the 

infringing conduct of Betamax owners.'139 There are different forms of 'material 

136 Netcom, Inc.907 F. Supp. 1361, 1374 (N. D. Cal. 1995). 

137 Gersh1vin, 443 F.2d 1159, 1162 (2d Cir. 1971). Please note that since Grokster, inducement 
infringement has been treated as one independent category of indirect liability in the US; this 
will be discussed later. 

138 SoY!J, 489. 

139 Ibid 490. 
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contribution', according to the historical review of contributory infringement by 

Matt Jackson: 

In Gershwin, CAMI contributed to the infringing activity by creating 
an audience, and by helping to promote the concert. In Screen Gems, 
radio stations were held to have met the standard of participation 
merely by airing advertisements that promoted the sale of the 
infringing records. In that same case, the advertising agency which 
produced the commercials and the packaging company which mailed 
the infringing records were also held to have participated in the 
infringing activity.140 

In some cases, material contribution requires direct involvement with infringing 

activities. The district court considered that Sony could not be held liable as a 

contributory infringer even if the home use of a VTR was considered an 

infringing use, because Sony had no direct involvement with any Betamax 

purchasers who recorded copyrighted works off the air, and that Sony merely sold 

a 'product capable of a variety of uses, some of them allegedly infringing.,141 

In other cases, failure to act to stop infringement also constitutes material 

contribution to the infringing conducts. In Netcom, Judge Whyte said 'Netcom will 

be liable for contributory infringement since its failure to simply cancel Erlich's 

infringing message and thereby stop an infringing copy from being distributed 

worldwide constitutes substantial participation in Erlich's public distribution of the 

message'.142 

One major form of material contribution is to provide the site and facilities for 

1•10 Matt Jackson, 'One Step Forward, Two Steps Back: an Historical Analysis of Copyright 
Liability ' (2002) 20 Cardozo Arts & Entertainment 367,397. 

141 Sor!}, 426. 

142 N etcom, 907 F. Supp. 1361, 1374 (N. D. Cal. 1995). 
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direct infringement. For instance, in Fonovisa where the defendant served as 

landlord and advertised the flea market to draw in customers, the 9th Circuit held 

that 'providing the site and facilities for known infringing activity is sufficient to 

establish contributory liability' . 143 Also in Napster, the district court relied on 

Fonovisa and concluded that 'without the support service defendant provides, 

Napster users could not find and download the music they want with the ease of 

which defendant boasts.' 144 Therefore, the appellate court agreed that Napster 

provided the site and facilities for direct infringement. 145 Napster materially 

contributed to direct infringement. 

In Peifect 10, the district court held that Google did not materially contribute to 

infringing conduct because 'it did not undertake any substantial promotional or 

advertising efforts to encourage visits to infringing websites, nor provide a 

significant revenue stream to the infringing websites'.146 This interpretation was too 

narrow, and the Appellate Court held it is 'erroneous'.147 They noted that '[t]here is 

no dispute that Google substantially assists websites to distribute their infringing 

copies to a worldwide market and assists a worldwide audience of users to access 

infringing materials'. Further, they observed that '[a]pplying our test, Google could 

be held contributorily liable if it had knowledge that infringing Perfect 10 images 

were available using its search engine, could take simple measures to prevent 

further damage to Perfect 10's copyrighted works, and failed to take such steps.'148 

In sum, the requirement of material contribution takes different forms. It could be 

143 Fonovisa Inc. v Cherry Auction Inc., 76 F.3d 259, 264 (9th Cir. 1996). 

144 Napster, 114 F. Supp.2d, 919-20. 

145 Napster, 239 F.3d 1004 (9th Cir. 2001) 1022. 

146 416 F. Supp. 2d 828 (C.D. Cal. 2006). 

147 Peifect 10, Inc. v Google Inc., 508 F.3d 1146 (9th Cir. 2007) 1172. 

148 Ibid. 
186 



direct or indirect, including direct involvement with infringing activities, or failure 

to stop infringement or providing site and facilities for direct infringement. The 

interpretation of this requirement varies across courts. 

5.3.3 Missing Factors? Experience for China 

An analysis of the knowledge requirement m contributory infringement of 

copyright shows that actual or constructive knowledge of specific infringing 

activity is not enough to find culpability of a defendant. This requirement does not 

solve the cases such as Grokster, which does not acquire knowledge of 

infringement; neither does it solve Sot!)I, where even if the knowledge of specific 

infringement obtained, it has no ability to stop the infringement after the sale of 

equipment. 

Though the relationship between the direct infringer and the third party was not 

considered as an essential element of contributory liability in any United States 

court, it was brought about several times. In S Ot!)I, the district court noted that 

'Sony had no direct involvement with any Betamax purchasers who recorded 

copyrighted works off the air.'149 In the Supreme Court's dissenting opinion, Justice 

Blackmun argued that 'the District Court reasoned that Sony had no direct 

involvement with individual Betamax users, did not participate in any off-the-air 

copying, and did not know that such copying was an infringement of the Studios' 

copyright', however, the Court stated that the contributory liability 'may be 

imposed even when the defendant has no formal control over the infringer.'150 In 

Napster, the court emphasized N apster's ongoing relationship with its customers. 151 

At any time, Napster could have refused service to users who were violating 

149 S01!J, 480 F. Supp. 429, 460 (CD.Cal. 1979). 

150 Ibid 487. 

151 Napster, 239 F 3d 1004, 1023 (9th Cir. 2001). 
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copyright law. VCR manufacturers, by contrast, had no such power; their 

relationship with any customer ended at the moment of sale. 

Same analogy could apply in the requirement of material contribution, where it has 

to be interpreted in a broad way, including direct involvement with infringing 

activities, or passive conducts such as failure to stop infringement. This shows that 

there has been a tendancy that the United States courts have adopted various 

factors in finding indirect liability. 

Under relevant Chinese laws, however, the fault of assisting copyright infringement 

is stipulated as actual or constructive knowledge only.152 This creates a logic gap in 

legislation. On the one hand, the requirement knowledge as only form of fault 

rules out other possible culpability of a defendant such as inducing or encouraging. 

On the other hand, if facing P2P cases such as Grokster, current Chinese laws 

would be inadequate. 

Comparing with the broad interpretation of material contribution requirement in 

the US laws, Chinese laws take account of only positive and passive activities such 

as providing aid or failure to take necessary measures.153 However, factors such as 

causation, the ability to control direct infringement, or direct involvement with 

infringement, are not considered. In this sense, the US experience could shed some 

lights on the current Chinese laws. 

5.4 Does Vicarious Liability Apply in China? 

152 Article 8 of the 2013 Provision. 

153 Article 7(3) of the 2013 Provision stipulates that 'where a network service provider which 
knows or should have known that a network user is using its network services to infringe upon 
the right of network dissemination of information fails to take necessary measures such as 
deletion, screening and breaking the link or provides aid such as technical support for the user, 
the people's court shall determine that the net\vork service provider has aided in the 
infringement'. 

188 



5.4.1 Expansion of Vicarious Liability from Tort to Copyright Law in US 

Vicarious liability was developed out of the doctrine of respondeat superior, which 

provides that employers can be held strictly liable in general tort law for torts 

committed by their employees in the course of their employment. 154 The 

traditional formula states that: 

When the right and ability to supervise coalesce with an obvious and 
direct financial interest in the exploitation of copyrighted materials -

even in the absence of actual knowledge that the copyright monopoly 
is being impaired-the purposes of copyright law may be best 
effectuated by the imposition of liability upon the beneficiary of that 
exploitation.155 

As a form of risk allocation, 156 the rationale for this form of liability is the 

incentive theory, which suggests that the employer is in a position to supervise and 

control the employee. 157 This liability was first extended 158 beyond an 

employer/ employee relationship to cover the 'dance hall' cases, 159 in which an 

independent contractor was found liable because the general contractor was in a 

154 Matt Jackson, 'One Step Forward, Two Steps Back: an Historical Analysis of Copyright 
Liability' (2002) 20 Cardo7,o Arts & Entertainment 367, 392. 

155 Shapiro, Bernstein & Co. v. I-IL Green Co., 316 F. 2d 304, 307 (2d Cir. 1963). 

156 See Po/ygrmn fotl Publ'g, Inc. v. Nevada/TIC, Inc., 855 F. Supp. 1314, 1325-26. Citing from 
Napster, 239 F. 3d. 1004, 1022 (9th Cir. 2001). 

157 Matt Jackson, 'One Step Forward, Two Steps Back: an Historical Analysis of Copyright 
Liability' (2002) 20 Cardozo Arts & Entertainment 367, 392: 'One rationale for vicarious 
liability (and deep pockets in general) is that a judgment-proof defendant does not feel the 
incentive created by the imposition of liability, whereas the employer can induce the employee 
to be careful. Furthermore, the employer is in a position to supervise and control the actions 
of the employee. It is seen as the employer's responsibility to make sure that the employee acts 
properly in pursuing the company's interests.' 

158 Vicarious copyright liability is an 'outgrowth' of respondeat superior. See A&M Records Inc. v. 
Napster Inc., 239 F 3d 1004 (9th Cir. 2001) at 1022, quoting Fonovisa, 76 F. 3d at 262. 

159 Dreamland Ball Room v. Shapiro, Bernstein & Co., 36 F. 2d 354 (7th Cir. 1929). 
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better position to supervise and knew the identity of the subcontractor. 160 Gershwin 

extended the formula of vicarious liability in copyright case, in which a defendant 

'has the right and ability to supervise the infringing activity and also has a direct 

financial interest in such activities'.161 

In Napster, the district court determined that Napster had the right and ability to 

supervise its users' conduct, because the evidence showed that Napster had the 

ability to block infringers' access, retained the right to control access to its system, 

and had the ability to locate infringing material listed on its search indices as well as 

the right to terminate users' access to the system.162 This approach was challenged 

by Aimster, in which a cost-benefit analysis was conducted to prove that the 

meaning of control should not include the means to exclude the technology from 

the market.163 Similarly, Grokster stated that one 'infringes vicariously by profiting 

from direct infringement while declining to exercise a right to stop or limit it.'164 

Grokster further explained the 'control' element of the vicarious liability test as the 

defendant's 'right and ability to supervise the direct infringer.' 165 Thus, under 

Grokster, a defendant exercises control over a direct infringer when he has both a 

legal right to stop or limit the directly infringing conduct, as well as the practical 

ability to do so.166 In analysing Peifect 10,167 the Circuit Court held the evidence did 

not support Google's right and ability to limit the direct infringement of third-

160 Matt Jackson, 'One Step Forward, Two Steps Back: an Historical Analysis of Copyright 
Liability' (2002) 20 Cardozo Arts & Entertainment 367, 393. 

161 Gersh1vin, 443 F. 2d at 1162, citing fromNapster239 F. 3d. 1004, 1022 (9th Cir. 2001). 

162 Ibid 1023-1024. 

163 In re A imster, 334 F.3d 643, 645 (7th Cir. 2003). 

164 Grokster, 545 U.S. 913. 

165 Ibid, footnote 9. 

166 Perfect 10, Inc. v. Google Inc., 508 F.3d 1146, 1173 (9th Cir. 2007). 

167 Ibid. 
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party websites.168 Google's ability to control was even weaker than Napster, which 

could terminate its users' accounts and block their access to the Napster 

system.169On the element of direct financial interest, both the district court and the 

appellate court agreed that Napster had a direct financial interest in the infringing 

activity based on the finding that by attracting more users through the availability 

of protected works on its system, 'N apster's future revenue is directly dependent 

upon 'increases in user base."170 

The tort law doctrine of vicarious liability, once applied in indirect copyright 

infringement cases, has expanded, with a broad interpretation of 'control' and 

'financial benefit.' This liability approach would easily disturb many service 

providers that have certain ability to control their users' activities and gain revenue 

based on advertisement or other business models. 

5.4.1 Vicarious Liability does not apply in China Copyright Law Regime 

For China, as discussed in Chapter 2, vicarious liability does not apply in copyright 

rigime for the following reasons. First, there has been no basis or precedent in 

copyright law for vicarious liability, which is strictly restrained in the tort law 

regime of employer/ employee relationship. 171 The liability is relationship-based 

168 Ibid 1173. Perfect 10 has not shown that Google has contracts with third-party websites that 
empower Google to stop or limit them from reproducing, displaying, and distributing 
infringing copies of Perfect 1 O's images on the Internet.' 

169 Ibid 1174. Google cannot stop any of the third party websites from infringing Perfect 10's 
copyrights because that infringing conduct takes place on the third-party websites. The district 
court found that Google lacks the practical ability to police the third-party websites' infringing 
conduct. While Napster had the ability to identify and police infringing conduct by searching 
its index for song titles, Google could not implement measures, as Perfect 10 suggested, to 
prevent its web crawler from indexing infringing websites and to block access to infringing 
images, because tl1ey were 'imprecision and over breadth', and not 'workable'. 

170 Napster, 1023. 

171 See discussion in Section 2.3.2 of this thesis. 
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rather than contract-based. The relationship between direct and indirect infringers 

in copyright law, however, is business-based and contract based. If vacarious 

liability is expanded and applied in Chinese copyright law, there is a danger that this 

liability is overreached. 

Second, vicarious liability is a strict relationship without asking the culpability of 

the infringer. This is in contrary with the theory of direct/indirect infringement in 

copyright law, under which, culpability of the defendant is irralavant in direct 

infringement rather than indirect infringement. Applying a strict liability in the 

regime of third party's copyright liability may hamper the innovative ability of the 

intermediaries. Therefore, the transplant of vicarious liability in the copyright 

regime from the United States is just like 'water without source' and 'trees without 

root'.172 

Third, above analysis of current development of vicarious liability in the United 

States shows that the interpretation of the constituting elements have not reached 

a stable status, which, if being transplanted to China's copyright law, could easily 

become a problem. As has demonstrated in Chapter 2, the incomplete reference to 

the United States 'vicarious liability ' in the 2006 Regulation generates a higher 

requirement for NSPs to obtain immunity. This will cause chaos and hamper 

technological innovation in China. 

5.5 Inducement Liability: What can China Learn? 

After the shutting down of Napster, Grokster made an architectural modification 

from N apster's centralised file sharing function to a decentralised model, in order 

to not only avert actual knowledge, but also eliminate its ability to control. By 

172 Qian Wang, 'Study on Copyright Infringement of Video-Sharing Websites' 2009 5(2) 
Frontiers of Law in China 275, 299. 

192 



dissatisfying both the knowledge and control elements, Grokster attempted to 

defeat both contributory and vicarious liability claims.173 

A large quantity of copyrighted music and video files has been shared through the 

Grokster system, which allows computer users to share electronic files through de­

centralized peer-to-peer networks. 174 A group of movie studios and other 

copyright holders (IMGM for short) sued respondents for copyright infringements, 

alleging that 'respondents knowingly and intentionally distributed their software to 

enable users to infringe copyrighted works in violation of the Copyright Act' .175 

Grokster argued that they were not liable for contributory copyright infringement 

under the S otry decision, because the product was capable of substantial 

noninfringing uses and Grokster had no actual knowledge of infringement owing 

to the software's decentralised architecture, neither did they materially contribute to 

their users' infringement because the users themselves searched for, retrieved and 

stored the infringing files with no involvement by respondents beyond providing 

the software in the first place. Grokster also argued that they were not liable for 

vicarious liability under the Napster decision, because Grokster and StreamCast did 

not monitor or control the software's use, had no agreed-upon right or current 

ability to supervise its use, and had no independent duty to police infringement.176 

The district court supported Grokster's argument. 

However, the Supreme Court borrowed an 'inducement' theory of liability from 

patent law and held that: 

173 See Bryan H Choi, 'The Grokster Dead-End' (2006) 19 Harvard Journal of Law and 
Technology 393, 396. 

174 Grokster, 545 U.S. 913. 

175 Ibid. 

176 Ibid. 
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One who distributes a device with the object of promoting its use to 
infringe copyright, as shown by clear expression or other affirmative 
steps taken to foster infringement, going beyond mere distribution 
with knowledge of third-party action, is liable for the resulting acts of 
infringement by third parties using the device, regardless of the 
device's lawful uses.177 

5.5.1 Purposeful, Culpable Expression and Conduct 

What conduct may be sufficient to render a defendant liable for inducement? The 

Supreme Court pointed out that the Sof!Y rule limits imputing culpable intent rather 

than ignoring evidence of intent.178 Thus, if evidence shows statements or actions 

directed to promoting infringement, the Sotry rule will not preclude liability. 179 

Grokster and Sof!Y had different bases of liability for distributing a product open to 

alternative uses. Grokster emphasized the illegal objective from concrete evidence, 

while Sotry stressed prohibiting the imputation of fault.180 

The classic case of direct evidence of unlawful purpose occurs when one induces 

commission of infringement by another, as by advertising. Under common law, 

one who 'not only expected but invoked infringing use by advertisement' is liable 

for infringement 'on principles recognized in every part of the law.'181 According to 

177 Ibid 936-937. 

178 Ibid 934. 

179 Ibid 935. 

180 Ibid 941: 'If liability for inducing infringement is ultimately found, it will not be on the basis 
of presuming or imputing fault, but from inferring a patently illegal objective from statements 
and actions showing what that objective was.' 

181 Ibid 935-936: 'The rule on inducement of infringement as developed in the early cases is no 
different today. Evidence of 'active steps .. . taken to encourage direct infringement,' such as 
advertising an infringing use or instructing how to engage in an infringing use, show an 
affirmative intent that the product be used to infringe, and a showing that infringement was 
encouraged overcomes the law's reluctance to find liability when a defendant merely sells a 
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the court, mental element or conduct alone is insufficient for finding an indirect 

liability. An analysis must be based on all relevant factors.182 Here the summary 

judgment record was replete with other evidence that Grokster and StreamCast, 

unlike the manufacturer and distributor in Sof!Y, acted with a purpose to cause 

copyright violations by use of software suitable for illegal use. 183 Multiple pieces of 

evidence have been revealed by the Supreme Court. 184 To this end, the court 

declared that the respondents' 'unlawful objective is unmistakable.'185 

Through importing the inducement rule from patent law, however, the Court failed 

to make further clarification on how far this rule should be stretched for future 

P2P illegal file sharing cases, especially on the question of 'whether an inducer 

must have an intent to induce the acts that constitute infringement or an intent to 

induce infringement.'186 Given the statutory structure in the patent law, a narrower 

standard was proposed, which required that the 'inducer have an intent to induce 

infringement, not merely intent to induce acts that constitute infringement.'187 This 

commercial product suitable for some lawful use.' Citing Ka/em Co. v. Harper Brothers, 222 U. S., 
at 62-63. 

182 Ibid 937. The Court hold that 'Mere knowledge of infringing potential or of actual infringing 
uses would not be enough here to subject a distributor to liability. Nor would ordinary acts 
incident to product distribution, such as offering customers technical support or product 
updates, support liability in themselves. The inducement rule, instead, premises liability on 
purposeful, culpable expression and conduct, and thus does nothing to compromise legitimate 
commerce or discourage innovation having a lawful promise.' 

183 Ibid 938. 

184 Ibid 937.The Supreme Court pointed out that 'the classic instance of inducement is by 
advertisement or solicitation that broadcasts a message designed to stimulate others to commit 
violations', and according to MGM's claims, such a message is shown here. 

185 Ibid. 

186 Timothy R Holbrook, 'The Intent Element of Induced Infringement' (2006) 22 Santa Clara 
Computer & High Technology Law Journal 399, 404. 

187 Ibid 400. Also see Sverker K Hogberg, 'The Search for Intent-Based Doctrines of Secondary 
Liability in Copyright Law' (2006) 106 Columbia Law Review 909, 958, in which the author not 
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was a pro-competitive standard that encouraged newcomers to enter the market if 

they obtain a good faith belief in fair competition.188 This approach solved the 

spiny Grokster case, and more importantly, cleared the path for the future 

application of indirect copyright liability rules on other P2P file sharing cases. 

5.5.2 Abetting Infringement in China 

China's current legislation on online copyright infringement has been focusing on 

fault of a service provider, which was interpreted as actual or constructive 

knowledge.189 However, this interpretation overlooked the culpable conduct of an 

abetting infringer. In its United States counterpart, the culpable conduct of an 

inducer is the purposeful, culpable expression and conduct, demonstrated by 

subjective and objective evidence. The ignorance of abetting infringement 

evidence in China's legislation will cause trouble in deciding P2P file sharing cases 

when the P2P service providers have no knowledge and no control over the direct 

infringement. If elements of inducement infringement are to be imported to 

China, the service providers will not only avoid presenting unlawful objectives, but 

also take precautions and pay attention to the due care obligation such as 

implementing filter technologies. 

5.6 Conclusion 

only supported the 'narrowly circumscribing the reach of inducement liability' by court, but 
also advocated to abandon the expansion of the intent inquiry in other two forms of indirect 
copyright liability. 

188 Timothy R Holbrook, 'The Intent Element of Induced Infringement' (2006) 22 Santa Clara 
Computer & High Technology Law Journal 399,408 & 411. 

189 Article 8 of the 2013 Provision prescribes that 'the people's court shall determine whether a 
network service provider is liable for infringement as an abettor or aider according to the fault 
of the network service provider. The fault of a network service provider means whether the 
network service provider knows or should have known a network user's infringement of the 
right of dissemination on information networks'. 
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Dixon proposes a common set of elements to be considered by courts to 

determine the culpability of intermediaries, including the relationship of the third 

party with the user, the extent of the third party's involvement, knowledge of 

infringing activities, intention of the third party, extent of infringement and lawful 

activities, financial or other benefit of third party, ability to prevent or deter 

infringement, due care of third party and cost-benefit analysis. 190 Through 

presenting these elements and analysing factors in different cases, Dixon points out 

that 'no one factor itself will impute liability, but the strong presence of two or 

more accumulated elements ties a third party more closely to the infringement in 

ways that courts may find sufficient to impose liability on the third party.'191 

Thse elements were not expressly stressed by United States courts but have been 

taken into account in many occasions. The element of control has not been 

officiall y recognized as a constituting element in deciding indirect copyright liability 

cases. However, it has functioned as an important nexus between primary and 

secondary infringers. The element of control is justified not only theoretically, 

based on fault, as a duty of care exists on the indirect infringer who has the ability 

to control, but also practically, based on the consideration for cost-efficient 

litigation.192 In practice, courts have considered the factor of control not only in 

contributory infringement cases, through 'the knowledgeable giving or withholding 

of a material contribution necessary to carrying out the infringing activity', but also 

190 See Al len Dixon, 'Liabili ty of Users and Third Parties for Copyright Infringements on the 
Internet: Overview of International Developments' in Alain Strowel (ed), Peer-to-Peer File 
Sharing and Secondary Liability in Copyright Laiv (Edward Elgar 2009) 37-39. 

191 Ibid 39-40. 

192 Thomas Hays, 'The Evolution and Decentralization of Secondary Liability for Infringements 
of Copyright-Protected Works: Part 1' (2006) 28(12) European Intellectual Property Review 
617, 619. 
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in vicarious liability cases, exercised 'directly through the supervisory powers of the 

secondary over the subordinate primary'.193 

From the above analysis, it can be seen that the key factors analysed in different 

liability forms should be interpreted under the specific circumstances. Other 

factors such as relationship between direct and indirect infringers or due care of 

third party are all invited into consideration. 

The American experience has shed some lights on the Chinese copyright laws. The 

contributory and inducement liability establishes that fault including knowledge 

and conduct is the key to determine the liability of secondary infringers. Current 

Chinese legislation adopts an 'objectived fault' approach and deeply relies on the 

interpretation of knowledge including 'know' or 'should know'. This approach 

overlooked the subjective element in abetting infringement, on the one hand, and 

too restrictive in considering faulty activities of a defendant, on the other hand. 

Learning the American fault-based approach in attribution of indirect copyright 

liability will help China constructing a more comprehensive copyright liability 

system. 

However, during the leaning from America, China came across some problems 

such as the ill -suited safe harbour provisions that raise a higher standard for NSPs 

to obtain immunity. It is therefore proposed that any transplantation of laws 

should consider the specific circumstances within the jurisdiction. Different 

copyright liabilities are in essential a reflection of different tort systems, in which, 

for instance, the United States has applied vicarious liability in copyright law while 

China does not have that expanded application in its own tort law tradition. 

t93 Ibid. 
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Chapter 6 Authorisation Liability 
. 
tn Commonwealth 

Countries: A Multi-Factors Analysis of Culpable Conduct 

Approach for China 

The United Kingdom adopts a different approach on attribution of indirect 

copyright liability. The doctrine of authorisation of copyright infringement, 

prescribed in statutes in many commonwealth countries such as United I<ingdom,1 

Australia,2 Canada3 and Singapore,4 has been playing an important role as a form 

of indirect liability law.5 The expressions of the doctrine in the statutes are nearly 

identical but the applications in judicial practice are somewhat different. This 

doctrine provides that copyright is infringed by a person who, not being the owner 

of the copyright, and without the licence of the owner of the copyright, authorises 

the doing of any act comprised in the copyright. 

1 CDPA 1988, s 16(2) 'Copyright in a work is infringed by a person who without the licence of 
the copyright owner does, or authorises another to do, any of the acts restricted by the 
copyright.' 

2 Australian Copyright Act 1968, s 36(1) (for woks) and s 101 (1) (for subject-matter other than 
works). 

3 Copyright Act, RSC 1985, c. c-42, s 3(1 ). 

4 'Singapore, being a former British colony, adopted many UK laws into her legal system.' See 
Llm Hannah Yee Fen, 'Internet Intermediary Llability for Copyright Infringement in Singapore' 
(2011) European Intellectual Property Review 33 (12), 807. Singapore Copyright Act 1987, s 31 
(1), 'Subject to the provisions of this Act, the copyright in a literary, dramatic, musical or 
artistic work is infringed by a person who, not being the owner of the copyright, and without 
the licence of the owner of the copyright, does in Singapore, or authorises the doing in 
Singapore of, any act comprised in the copyright.' Copyright Act (Cap. 63, 2006 Rev. Ed. Sing.), 
s 31 (Sing.). 

5 This thesis adapts the expression of 'indirect liability ' instead of 'secondary liability', partly 
because that acts of secondary infringement in UK copyright law involve dealings with 
infringing copies through acts of importing, possessing or dealing with an infringing copy, or 
providing the means for making an infringing copy, which bear broader meaning than indirect 
infringement, and partly because consensus has not yet been reached in the international level 
regarding the meaning of 'primary' and 'secondary' infringement, in legislation or among 
scholars. 
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The concept of authorisation in copyright infringement was introduced into 

copyright legislation a century ago to 'extend the protection which was previously 

given, and which was limited under the prior legislation, to " causing"'.6 As a well­

established principle of copyright law, it has been under numerous debates since 

courts have not reached unanimous opinion. The concept of authorisation has 

been criticised as 'unsatisfactory' ,7 and the scope has been in question in line of 

cases. 8 Clarification on the meaning and scope of authorisation is required 9 

especially with the development of technologies.10 

6.1 Introduction 

In this chapter, first, the interpretations of 'authorisation' are explored since early 

cases in 1920s, as well as trends in various countries. It looks at the different 

positions adopted in the United Kingdom and Australia. Selected cases will be 

briefly introduced and compared such as Falcon,11 Adelaide,'12 Moorhouse,13 A1nes14 and 

6 CBS Inc vAmes Records & Tapes Ltd [1982] Ch 91, 95. 

7 Napthali Michael, 'Unauthorised: Some Thoughts upon the Doctrine of Authorisation of 
Copyright Infringement in the Peer-to-Peer Age' (2005) 16 Australian Intellectual Property 
Journal 5, at p4. Available at <http://frankellawyers.com.au/ media/ article/Unauthorised.pd£> 
accessed 14 August 2014. 

8 Ibid. 

9 Ibid. 

10 Such as linking technology in Cooper case and P2P file sharing technology in Sharman case, 
which are specifically discussed later in this chapter. See Universal Music Pry Ltd v Cooper [2005] 
FCA 972; Universal Music Australia Pry Ltd v Sharman License Holdings Ltd [2005] FCA 1242. 

11 Falcon vFamous Pla;yers Film Co [1926] 2 KB 474. 

12 Adelaide Corporation v Australasian Petforming Right Association Ltd [1928] HCA 1 O; (1 928) 40 CLR 
481. 

13 University of Ne1v South Wales v Moorhouse (1975) 133 CLR 1. 

14 CBS Inc v Ames Records & Tapes Ltd [1982] Ch 91. 
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Amstrad15 The above decisions provide great insight into the authorisation liability 

for copyright infringement and shed some light on the future cases. Through 

analysing of the cases, factors of authorisation infringement, for instance, 

relationship) contro~ due care and kno1:vledge, will be summarised and evaluated. However 

whether, when and how to apply these factors remain unclear among scholars and 

judges. Therefore, the application of key factors in the recent case, including 

Sharman,16 Cooper,17 and Roadshow,18 will be presented. At last, it will summarise and 

answer the obscure questions that arise in the application of authorisation of 

copyright infringement especially in the digital environment, while the 

authorisation doctrine is tested again with the distribution of P2P technologies. 

The United Kingdom factors-analysis approach will provide valuable lessons on 

the construction of indirect copyright liability system in China. 

6.2 Conceptual Analysis of Authorisation Liability 

The word 'authorise' was not defined in the United Kingdom or Australian 

copyright legislations and its meaning can only be gleaned from the cases. 19 Two 

major early interpretations of 'authorise' derived from English case law, one with 

meaning of 'sanction, approve or countenance' 20 and the other of 'grant or 

15 CBS Songs Ltd vA112strad Consumer Electronics Pie [1988] AC 1013. 

16 Universal Music Australia Pry Ltd v Sharman License Holdings Ltd [2005] FCA 1242. 

17 Cooper v Universal Music Australia Pry Ltd [2006] FCAFC 187. 

18 Roadshow Films Pry Ltd v iiNet Ltd [2012] HCA 16. 

19 However, the concept of authorisation in copyright law existed since the Copyright Act 1911, 
in which section 1 (2) included in a copyright owner's statutory monopoly a right 'to authorise' 
any of the sole rights constituting that monopoly, and it came to be recognised that 
authorisation of infringement was a separate statutory tort, distinct from primary infringement. 
Citing from Roadsh01v Films Pry Ltd v iiNet Limited [2012] HCA 16, at [42]. 

2° Falcon v Famous Plqyers Film Co [1926] 2 KB 474 at 491. The definition of 'authorise' was first 
stated in Monckton v PatheFreresPathephone Ltd [1914] 1 KB 395 and Evans v Hulton & Co Ltd 
[1924] WN 130. Also see footnote 4 in Lim Hannah Yee Fen, 'Internet Intermediary Li ability 
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purport to grant'.21 Since 'the various jurisdictions have crafted different scopes of 

this doctrine', 22 other interpretations derived from the above meanings, which 

broadened its dictionary interpretation and application, were also adopted by 

courts in the United Kingdom and Australia. 

6.2.1 Sanction, Approve or Countenance 

The emergence of 'authorisation' as a concept, according to Strowel, reflects the 

fact that the defendant may not actually participate in the infringing act but may be 

held liable, where a person 'facilitates infringement by others, or sanctions or approves 

of such conduct'.23 In Evans v E Hulton & Co Ltd, Tomlin J proposed a broad 

scope of authorisation. 24 His interpretation relied on two sources, a dictionary 

definition in connection with the authorisation of acts, 'to give formal approval to; 

to sanction; to approve; to countenance',25 and the case law definition. The latter 

reflected in the obiter dictum of Buckley LJ in Monckton v PatheFreresPathephone Ltd: 

'the seller of a record authorises ... the use of the record, and such user will be a 

performance of the musical work'.26 He concluded that 'where a man sold the 

for Copyright Infringement in Singapore' (2011) European Intellectual Property Review 33 
(12), 'this interpretation was actually first espoused by Buckley L.J. in Monckton v 
PatheFreresPathephone Ltd [1914] 1 KB 395 CA, and was approved by Tomlin J. in Evans v E 
Hu/ton& Co Ltd [1923-28] Macg. Cop. Cas. 51 Ch D.' 

21 By Atkin LJ at Fa/con [1926] 2 KB 474 at 499. His opinion was agreed by Lord Templeman in 
CBS Songs Ltd v Amstrad Consumer Electronics pie [1988] AC1013. 

22 Lee Jeffrey CJ, 'Authorizing Copyright Infringement and the Control Requirement: a Look at 
P2P File-Sharing and Distribution of New Technology in the UK, Australia, Canada, and 
Singapore' (2007) 6(2) Canadian Journal of Learning Technology 83, 83. 

23 Alain Strowe! (ed), Peer-to-peer Fi/e Sharing and Secondary Liabiliry In Copytight La,v (Edward Elgar 
2009) 204. 

24 [1923-28] MacG Cop Cas 51 at 59-60, citing from Roadshou;, at [43]. 

25 [1923-28] MacG Cop Cas 51 at 59-60, pointed out the Oxford English Dictionary's definition. 

26 [1914] 1 KB 395 CA at 403. 
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rights in relation to a manuscript to another with the view to its production, and it 

was in fact produced, both the English language and common sense required him 

to hold that this man had 'authorised' the printing and publication'. 27 Then in 

Falcon, Bankes LJ referred to the above-mentioned two cases and said 'in the 

opinion of those learned judges ['authorise'] is to be understood in its ordinary 

dictionary sense of 'sanction, approve, and countenance'.' 28 In the Australian 

Adelaide case, 29 Isaacs J (in the minority) and Higgins J (in the majority) both 

understood the word 'authorise' in the sense of 'sanction, approve and 

countenance',30 although the act of authorising and the act of permitting infringing 

conduct were not expressly differentiated. 31 In Moorhouse, Jacobs J also spoke of 

the meaning of authorisation by reference to the dictionary sense,32 and so did 

Gibbs J. 33 In Sharman, Wilcox J accepted the continuing applicability of the 

Moorhouse test, which required that 'a claim of authorisation can be made good only 

where it is shown that the person has sanctioned, approved or countenanced the 

infringement'.34 

However, there has been controversy towards whether 'countenance' is contained 

in the meaning of 'authorise'. It was stated in Ames that 'the Shorter Oxford 

English Dictionary, however, attributes this interpretation to "M.E.," i.e., "Middle 

English", and the Middle English period came to an end with the death of 

27 [1923-28] MacG Cop Cas 51, at 535. 

28 Falcon v Famous Plqyers Film Co [1926] 2 KB 474, 491. 

29 (1928) 40 CLR 481. 

30 Adelaide Corporation v Australasian Pe1forming Right Association Ltd (1928) 40 CLR 481, at 489 & 
497. 

31 RoadshonJ Films Pry Ltd v ziNet Ltd [2012] HCA 16, at [48]. 

32 Universiry of Ne]}) South Wales v Moorhouse (1975) 133 CLR 1, 20. 

33 Ibid 12. 

34 Universal Music Australia Pry Ltd v Sharman License Holdings Ltd [2005] FCA 1242, at [402]. 
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Chaucer. It is inappropriate to include "countenance," which bears much the same 

meaning as " suffer" in "suffer little children to come to me."'35 Whitford J pointed 

out that '"countenance" in itself was a word of wide meaning. It may mean 

sanction, encourage, support or condone. If Parliament had intended to give 

copyright owners the sole right to give countenance to infringing acts, then no 

doubt they would have said so in plain terms'.36 

In the recent Australian case of Roadshow v izNet, the appellants relied upon the 

notion of 'countenancing' to encompass acts or omissions that are less precise or 

explicit than those involved in 'sanctioning' or 'approving'. 37 Although this 

dictionary approach has been established as precedent for nearly one century, it has 

recently been disapproved by the High Court of Australia, in which the French CJ, 

Crennan J and Kiefel J provided their understanding of 'countenancing' acts of 

primary infringement: 

Countenance' 1s a long-established English word which, 
unsurprisingly, has numerous forms and a number of meanings which 

encompass expressing support, including moral support or 
encouragement. In both the United Kingdom and Canada, it has been 
observed that some of the meanings of 'countenance' are not co­
extensive with 'authorise'. Such meanings are remote from the reality 

of authorisation which the statute contemplates. The argument 

highlights the danger in placing reliance on one of the synonyms for 
'authorise' to be found in a dictionary. Whist resort to such meanings 

may have been necessary in the past, attention is now directed in the 

first place to s 101 (lA). That provision is intended to inform the 

drawing of an inference of authorisation by reference to the facts and 
circumstances there identified, and recourse must be had to it. That is 

35 CBS Inc v Ames Records & Tapes Ltd [1982] Ch 91, 96. 

36 lbid 109. 

37 Roadsho1v Films PD' Ltd v izNet Ltd (2012] HCA 16, at [129]. 

204 



an express requirement. 38 

In the same case, Cummow J and Hayne J expressed similar op1n1on: 'the 

progression urged by the appellants from the evidence, to "indifference", to 

"countenancing", and so to "authorisation", is too long a march.'39 Therefore, it 

can be concluded that 'countenance' has been gradually disapproved in both 

United Kingdom and Australia because the meaning is too vague and farfetched. 

6.2.2 Grant or Purport to Grant 

In 1924, in Evans v E Hufton & Co Ltd, 40 a man sold the publication right of a 

manuscript the copyright in which did not belong to him and in respect of which 

he had no authority to deal. Tomlin J held that he had authorised the ensuing 

production. Falcon is an early case regarding three defendants imported a film made 

by the plaintiff into the United Kingdom and agreed with the fourth defendant Mr 

Chetham that he would show the film over three days and they shared the box­

office receipts. 4-, According to Gummow J and Hayne J in Roadshoiv,42 Atkin LJ in 

Falcon was 'the only member of the Court of Appeal fully to consider the issue of 

authorisation, and did so without joining Bankes LJ in the use of expression 

"sanction, approve, countenance"',43 stating that 'for the purpose of this case it 

appears to me that 'authorise' means to grant or purport to grant to a third person 

the right to do the act complained of, whether the intention is that the grantee shall 

38 Ibid, at [68]. 

39 Ibid, at [143]. 

40 [1923-28] MacG Cop Cas 51 at 60. 

41 Falcon v Famous Plqyers Film Co [1926] 2 KB 474. 

42 Roadshmv Films Pry L td v iiNet L td [2012] HCA 16. 

43 Ibid, at [1 26]. 
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do the act on his own account, or only on account of the grantor.'44 

In Ames, Whitford J expressed almost the same interpretation of authorisation, 

holding that a record library that lent out records and simultaneously offered blank 

tapes for sale at a discount did not authorise the infringement of copyright in the 

records: 

[A]ny ordinary person would, I think, assume that an authorisation 
can only come from somebody having or purporting to have authority 
and that an act is not authorised by somebody who merely enables or 
possibly assists or even encourages another to do that act, but does 
not purport to have any authority which he can grant to justify the 
doing of the act. 45 

His interpretation was much narrower because he thought that the copyright law 

had been stretched too much, as a result of no defined law of unfair competition, 

therefore a breakpoint needs to be found. 46 

Atkin LJ's opinion was also agreed by Lord Templeman (with whom the other Law 

Lords agreed) in Amstrad, 47 said that "authorise' in section 1 (1) and (2) of the 

Copyright Act 1956 meant to grant, or purport to grant, expressly or by 

implication, the right to do the act complained of'.48 He distinguished the power 

44 Falcon v Famo11s Plqyers Film Co [1926] 2 KB 474, 499. 

45 CBS Inc vA111es Records & Tapes Ltd [1982] Ch 91, 106. 

46 Ibid 106. He stated that 'language can be and has been stretched beyond the limits that most 
people would attribute to the words used in successive Copyright Acts, but there must be a 
breaking point'. Also, 'the question is whether it has been reached'. 

47 CBS Songs Ltd v Amstrad Consumer Electronics Pie [1988] AC 1013. 

48 Ibid 1013. 
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conferred with 'grant or purport to grant'. 49 

However, Jacobs J argued for a wider understanding of authorise in Moorhouse, 

which concerned the circumstances in which literary copyright was infringed by 

the making of photocopies in a library at the University: 

It is established that the word is not limited to the authorizing of an 

agent by a principal. Where there is such an authority the act of the 

agent is the act of the principal and thus the principal himself may be 
said to do the act comprised in the copyright. But authorisation is wider 
than authority. [Emphasis in the original]50 

Underlying this passage is the circumstance of 'unauthorised authorisation', in 

which 'authorisation is purported to have been granted where no authority to do 

so actually lies.'51 

Gummow J and Hayne J in Roadsho2v also reviewed the word 'authorisation' and 

compared it with its ordinary usage of 'authority': 'As a matter of ordinary usage 

"to authorise" is to clothe with authority, particularly legal authority, thereby giving 

a right to act; that act then may be said to have been authorised.'52 

In the recent decision of 2rJh Fox v Newzbin, 53 Justice Kitchin reviewed Lord 

Templeman's analysis in Arnstrad, and adopted a restrictive approach, in which the 

meaning of 'grant or purport to grant', express or implied, excluded mere 

'19 Ibid 1054. He found that by the sale of the products, the defendants 'conferred on the 
purchaser the power to copy but did not grant or purport to grant the right to copy'. 

50 Moorhouse, at 20. 

51 Michael Napthali, 'Unauthorised: Some Thoughts upon the Doctrine of Authorisation of 
Copyright Infringement in the Peer-to-Peer Age' (2005) 16 Australian Intellectual Property 
Journal 5, at 6. Available at <http://frankellawyers.com.au/ media/ article/Unauthorised.pdf> 
accessed 19 July 2014. 

52 Roadshoiv, at [122]. 

53 Tiventieth Century Fox Film Corp & ors v Ne})}zbin Ltd [2010] EWHC 608 (Ch). 
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'enablement, assistance or even encouragement'. 54 It can be gleaned from the 

above cases that comparing with Australia, the UK courts have been taking a 

relatively narrower approach, insisting that 'grant or purported to grant' rather than 

'mere enablement, assistance or even encouragement' constitutes authorisation. 

6.2.3 From 'Express Permission' to 'Implied Invitation', including 

'Indifference' 

In Berton v Alliance Economic Investment Co Ltd, Atkin LJ said that 'permit' in the 

context of a covenant in a lease could mean 'to abstain from taking reasonable 

steps to prevent the act where it is within a man's power to prevent it', although 

'sympathy' or even 'assistance' with an act was not equivalent to permitting it to 

occur.55 In Moorhouse, Gibbs J pointed out that 'authorise' also mean 'permit',56 and 

in Adelaide, "authorise' and 'permit' appear to have been treated as synonymous. A 

person cannot be said to authorise an infringement of copyright unless he has 

some power to prevent it.'57 However in Ames, it was argued by the defendants that 

Gibbs J's approach in Moorhouse to include 'permit' was wrong, because 'it was 

wrong in principle to interpret the word "authorise" by reference to other words 

such as "countenance" or "permit", and then to ask the question whether a 

defendant "countenanced" or "permitted" the wrong doing of some infringing 

54 Ibid, at [90]. Justice Kitchin said that 'in my judgment it is clear from this passage that 
'authorise' means the grant or purported grant of the right to do the act complained of. It does 
not extend to mere enablement, assistance or even encouragement. The grant or purported 
grant to do the relevant act may be express or implied from all the relevant circumstances.' 

55 [1922] 1 KB 742 at 759, citing from Roadsh01v, at [48]. 

56 Moorhouse, at 12. 

57 Adelaide Corporation v Australasian Performing Right Association Ltd (1928) 40 CLR 481, at pp 497-
498, 503. 
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act.'58 

Bankes LJ in Peiforming Right Society Ltd. v Ciryl Theatrical Syndicate Ltd said: 

[T]he Court may infer an authorisation or permission from acts which 
fall short of being direct and positive; . . . indifference, exhibited by 
acts of commission or omission, may reach a degree from which 
authorisation or permission may be inferred. It is a question of fact in 
each case what is the true inference to be drawn from the conduct of 
the person who is said to have authorised ... 59 

Jacobs J in Moorhouse agreed with Bankes LJ and gave further explanations on 

permission, express or implied: 

It is a wide meaning which in cases of permission or invitation is apt 
to apply both where an express permission or invitation is extended to 
do the act comprised in the copyright and where such a permission or 
invitation may be implied. Where a general permission or invitation 
may be implied it is clearly unnecessary that the authorizing party have 
knowledge that a particular act comprised in the copyright will be 
done .... The acts and omissions of the alleged authorizing party must 
be looked at the circumstances in which the act comprised in the 
copyright is done. The circumstances will include the likelihood that 
such an act will be done.60 

In Moorhouse, there was no express perm1ss1on given to Brennan but the real 

question was whether an implied invitation constitute authorisation. 61 Jacobs J 

58 By defendants, in Ames, at 96. 

59 Peiforming Right S ociery Ltd v Ciryl Theattical Syndicate Ltd (1924) 1 KB 1, at p9. 

60 Moorhouse, at 20-21. This proposition was also supported by Wilcox Jin Sharman, at [402]. 

61 Ibid, at 21. Question arise as to 'whether there was in the circumstances an invitation to be 
implied that he, in common with other users of the library, might make such use of the 
photocopying facilities as he thought fit'. 
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considered the invitation to use is 'on the face of it an unlimited invitation'.62 

However, Whitford J in Ames reminded everyone that every case differed on its 

facts, circumstances with evidence needed to be taken into account in each case. 63 

He revisited the words by Bankes LJ in the context of particular case: 

It was the indifference of one who did not consider it his business to 
interfere, who had no desire to see another person's copyright 

infringed, but whose view was that copyright and infringement were 
matters for the conductor or bandmaster to consider. The indifference 
from which permission or authorisation is to be inferred is of a very 
different character ... 64 

Whitford J explained further concerning the meaning of 'indifference': 

[I] s this again a case of the indifference of somebody who did not 
consider it his business to interfere, who had no desire to see another 
person's copyright infringed, but whose view was that copyright and 
infringement were matters in this case not for him, but for the owners 
of the copyright?65 

He held that the defendants, by hiring out records, neither authorised nor 

purported to authorise infringements of copyright, because it could not be 

inferred from the merely authorising the borrower to play.66 According to Napthali, 

Sir Hugh Laddie took the same cautious approach, 67 who 'observes that "approval" 

62 Ibid. 

63 Ames, at 112. 

64 Ames, at 111. 

65 Ames, at 112. 

66 Ames, at 92. 

67 Michael Napthali, 'Unauthorised: Some Thoughts upon the Doctrine of Authorisation of 
Copyright Infringement in the Peer-to-Peer Age' (2005) 16 Australian Intellectual Property 
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can be read expansively, to render liable a defendant who knows of the primary 

infringement, but is "not disposed to stop it"' . He suggested that 'as to this point, 

one might ask just what kind of behaviour the learned authors would characterise 

as proof of a defendant not having a disposition to stop an infringing acts. Mere 

lack of interest? Willful blindness? Failure of a reasonableness test drawn from 

negligence law? Burying his or her head in the sand?'68 

In 5 harman, Wilcox J also cited from Bennett J's opinion in M etro,69 on the matter 

of control, at 382: 

Express or formal permission or sanction or active conduct indicating 

approval are not essential to a finding of authorisation: ... While mere 
inactivity or indifference is insufficient, if there is no knowledge or 

reason to suspect that the particular infringing act might be done, 
inactivity or indifference, exhibited by conduct, by acts of commission 

or omission, may reach a degree from which authorisation or 
permission may be inferred: . . . Declining to interfere may constitute 

acquiescence, particularly if the party was notified that the infringing 

work was probably going to be performed: . . . However, mere 
indifference cannot be treated as 'permission' unless there was some 

power to permit the performance and unless there was some duty to 
interfere . . . 70 

From the above passage, it is clear that the factor of indifference should be treated 

with duty and control. Mere indifference is not enough. 

Journal 5 Available at <http://frankellawyers.corn.au/ media/article/ Unauthorised.pdf> 
accessed 19 July 2014. 

68 Ibid, at 7. 

69 Australasian Peiforming Right A ssociation L td v Metro on George Pry L td (2004) 61 Intellectual 
Property Right 575. 

70 Ibid, at [1 9]. 
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Furthermore, indifference should be distinguished with inactivity, for example in 

the case of Roadshow v ziNet, the appellants argued that iiN et's inactivity after 

receipt of the AFACT notices was described as demonstrating a sufficient degree 

of indifference to their rights to give rise to authorisation. However, according to 

French CJ, Crennan J and Kiefel J, 

The evidence showed that the inactivity was not the indifference of a 
company unconcerned with infringements of the appellants' rights. 
Rather, the true inference to be drawn is that iiNet was unwilling to 
act because of its assessment of the risks of taking steps based only 
on the information in the AFACT notices. Moreover, iiNet's 
customers could not possibly infer from iiNet's inactivity (if they 

knew about it), and the subsequent media releases (if they saw them), 
that iiNet was in a position to grant those customers rights to make 
the appellants' films available online.71 

Although it was said that 'turning a blind eye may amount to authorisation', 72 

unlike the Australian court in Moorhouse, the Supreme Court of Canada disagreed 

with this approach, and distinguished between authorising a person to use copying 

equipment and authorising infringement in Lnv S ociery of Upper Canada v CCI-I 

Canadian Ltd73, holding that the former, per se, did not mean that infringement was 

authorised.74 

It is generally accepted that 'indifference' is within the meaning of 'authorisation', 

however, it is not equivalent to inactivity. Strings are attached such as 'duty to 

interfere' or 'power to permit', if indifference can be considered as authorisation. 

71 Roadsho1v v iiNet, at [76]. 
72 D avid Bainbridge, Intellectual Property (8th edn Longman 2010) 173. 

73 Laiv Society of Upper Canada v CCH Canadian Ltd [2004] FSR 871. 

74 David Bainbridge, Intellectual Prope-rty (8th edn Longman 2010) 173. 
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6.3 Multi-Factors Analysis of Authorisation Liability 

Several factors have been raised in legislations or from the United Kingdom and 

Australian cases. These factors are not identical but can be attributed into same 

categories such as relationship, knowledge, control and due care. 

6.3.1 The United Kingdom's Common Law Approach 

The early United Kingdom cases generally first considered whether the 

requirement under the concept of authorisation was fulfilled, before stressing 

some of the factors such as control or relationship. For instance, in CBS Records v 

Amstrad, 75 which centred on a lawsuit against a manufacturer of a dual cassette 

player/ recorder, the House of Lords held the equipment manufacturers and 

distributors that marketed and sold cassette duplication equipment merely 

'facilitated' or gave users the 'power' to infringe - which did not rise to the level 

of 'authorisation', given that users determined whether and what they were going 

to copy, the devices could be used for lawful as well as unlawful purposes, the 

suppliers had given warning that some copying required permission which they had 

no authority to give, and the suppliers had no control over use of the equipment 

after the sale.76 Sin1ilarly, in an earlier case, CBS v Ames Records and Tapes Ltd,77 the 

court had refused to hold the operator of the shop that rented sound recordings 

and blank tapes liable for infringement even though the operator knew its 

customers were probably committing infringement. The court said that 'implicit in 

the word 'authorise' is that the person who authorises has, at the point of time 

75 [1988] AC 1013. 

76 Allen N Dixon, 'Liability of Users and Third Parties for Copyright Infringements on the 
Internet: Overview of International Developments' in Alain Strowd (ed), Peer-to-peer file sharing 
and secondary liability in copyright la1v (Edward Elgar 2009) 17. 

77 [1982] Ch 91, 95. 
213 



when he authorises a person to do something, some control over the conduct of 

the person authorised.'78 The court stated: 'The proper approach, consistent with 

all the United Kmgdom cases, is that there is no authorisation where as in the 

present case, the defendant is in no position to control the conduct of the person 

alleged to have been authorised.'79 

Although th.e factor of control is often regard as a key element, only control itself 

cannot establish the authorisation infringement. Lord Templeman expressed his 

concern in Amstrad case, towards the passage which said 'a person may be said to 

authorise another to commit an infringement if the one has some form of control 

over the other at the time of infringement or, if he has no such control, is 

responsible for placing in the other's hands materials which by their nature are 

almost inevitably to be used for the purpose of infringement.'80 Lord Templeman 

said this proposition 'seems to me to be stated much too widely'.81 He reviewed the 

same concern raised by Whitford J in Ames case, and said 'these borrowed records 

together with all recording machines and blank tapes could be said to be 'materials 

which by their nature are almost inevitably to be used for the purpose of an 

infringement.' But lenders and sellers do not authorise infringing use.'82 

In Newzbin,83 Justice Kitchin considered many factors, such as the nature of the 

relationship between the direct and indirect infringers, the means used to infringe, 

78 CBS Inc v Ames Records & Tapes Ltd [1982] Ch 91, 95. 

79 Lynda J Oswald, 'Secondary Liability for Intellectual Property Law Infringement in the 
International Arena: Framing the Dialogue' in Robert C Bird and Subhash C Jain (eds), The 
Global Challenge o/ Intellectual Proper!) Rights (Edward Elgar 2008) 48, citing Ames, 106. 

so Laddie, Prescott & Vitoria, The Morden Law of Copyright (1980), para. 12.9, p.403. 

81 Amstrad, 1055. 

82 Ibid. 

83 T1JJentieth Centttry Fox Film Corp & ors v Ne]J)zbin Ltd [2010] EWHC 608 (Ch). 
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the degree of control and the steps taken to prevent infringement. 84 These matters 

were then applied accordingly in the following context of the decision, with facts 

of the case. First concern was the nature of the relationship between the 

defendant and its members. According to findings made by Justice I<:itchin, 

'premium members enter into an agreement with the defendant which permits 

them to access Newzbin in consideration of a weekly payment. Thereafter these 

members are introduced to Newzbin as being a system which provides a searching 

and indexing facility and a guide to the materials available on U senet.'85 Within the 

subject matter categories, movie category is being accessed by members not only 

by reference to the name of particular films but also by reference to genre. 

Therefore, this is clearly a 'sophisticated facility' .86Second, as to the means used by 

members to infringe, Justice Kitchin found that 'Newzbin provides premium 

members with a facility which extends considerably beyond indexing and 

categorisation.'87 Third, the NZB facility provided the means for infringement that 

was created by the defendant and is entirely within the defendant's control. 88 

Fourth, the defendant did not install any kind of filtering system which, on the 

evidence, it could easily have done. On the contrary, it had 'actively encouraged its 

editors to make reports on films, has rewarded them for so doing and has 

instructed and guided them to include URLs in their reports and well knows of the 

84 N e1vzbin, at [90): 'in a case which involves an allegation of authorisation by supply, these 
circumstances may include the nature of the relationship between the alleged authoriser and 
the primary infringer, whether the equipment or other material supplied constitutes the means 
used to infringe, whether it is inevi table it will be used to infringe, the degree of control which 
the supplier retains and whether he has taken any steps to prevent infringement. These are 
matters to be taken into account and may or may not be determinative depending upon all the 
other circumstances.' 

85 Ibid, at [98]. 

86 Ibid. 

87 Ibid, at [99). 

88 Ibid, at [100]. 
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common practice of using NFOs too.'89 Through thorough analysis of the facts of 

the case his Justice was entirely satisfied that 'a reasonable member would deduce 

from the defendant's activities that it purports to possess the authority to grant any 

required permission to copy any film that a member may choose from the Movies 

category on N ewzbin and that the defendant has sanctioned, approved and 

countenanced the copying of the claimants" films, including each of the films 

specifically relied upon in these proceedings.'90 

In Dramatico v British S,91, 91 Mr Justice Arnold considered this case was 

'indistinguishable'92 from Ne1vzbin93 in the respect of authorisation. His justice 

therefore conducted the same examination of factors identified by Kitchin J in 

Ne1vzbin. First factor was the nature of the relationship. Arnold J described that 

'TPB provides a sophisticated and user-friendly environment in which its users are 

able to search for and locate content'94 and through citing from witness statement 

by John Hodge, BPI's Head of Internet Investigations, his honour found that the 

features of TPB 'are plainly designed to afford to users of TPB the easiest and 

most comprehensive service possible'.95 Moreover, TPB is 'in no sense a passive 

repository of torrent files. It goes to great lengths to facilitate and promote the 

download of torrent files by its users.'96 Second, the means used to infringe. His 

justice found that 'the torrent files which are so conveniently indexed, arranged 

and presented by TPB constitute precisely the means necessary for users to 

89 Ibid, at [101]. 

90 Ibid, at [102]. 

91 Dramatico Entertainment Ltd v British S9 Broadcasting Ltd [2012] EWHC 268 (Ch). 

92 [2012] EWHC 268 (Ch), at [81]. 

93 Neivzbin [2010] EWHC 608 (Ch). 

94 [2012] EWHC 268 (Ch), at [75]. 

95 Ibid, at [76] . 

96 Ibid. 
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infringe. It is the torrent files which provide the means by which users are able to 

download the 'pieces' of the content files and/ or to make them available to 

others.' 97 Third, inevitability of infringement. His honour pointed out that 

'infringement is not merely an inevitable consequence of the provision of torrent 

files by TPB. It is the operators of TPB's objective and intention.' His honour 

provided five points to support this argument: the name of TPB refers to online 

piracy, the statement published on its site said it was founded by a 'Swedish anti 

copyright organisation', the 'about' page of TPB openly ridiculed the attempts 

made by copyright owners, Lw1dstrom's statement that 'the purpose of the site 

was pirate copying' in the Swedish criminal proceedings, and evidence from 

numerous proceedings in other European jurisdictions. 98 Fourth, degree of 

control. 'TPB would be able to prevent infringement of copyright, should its 

operators so wish. As the website makes clear, torrents can be removed. They will 

be removed it 'the name isn't in accordance with the content' or if they are 'child 

porn, fakes, malware, spam and miscategorised torrents'. As a matter of policy, 

however, the rights of copyright owners are excluded from the criteria by which 

the operators of TPB choose to exercise this power.'99 Fifth, steps to prevent 

infringement. 'Despite their ability to do so and despite the judicial findings that 

have been made against them, the operators of TPB take no steps to prevent 

infringement. On the contrary, as already being explained, they actively encourage 

it and treat any attempts to prevent it Gudicial or otherwise) with contempt.'100 In 

conclusion, 'the operators of TPB do authorise its users' infringing acts of copying 

and communications to the public. They go far beyond merely enabling or 

97 Ibid, at [77]. 

8 Ibid, at [78]. 

99 Ibid, at [79]. 

100 Ibid, at [80]. 
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assisting. On any view, they 'sanction, approve and countenance' the infringements 

of copyright committed by its users. However, they also purport to grant users the 

right to do the acts complained of. It is no defence that they openly defy the rights 

of the copyright owners.'101 

In EMI v S,91,102 where the claimants seek an injunction against the defendants, 

requiring the defendants to take measures to block or at least impede access by 

their customers to three peer-to-peer ('P2P') file -sharing websites called KAT, 

H33T and Fenopy, Justice Arnold applies the same analysis as he did in Dramatico v 

S-91103 in determining authorisation liability of the three infringing websites. First 

of all, the nature of the relationship. KAT provides a sophisticated and user­

friendly environment in which its users are able to search for and locate content. 

The features described by the claimants' witness John Hodge are 'plainly designed 

by KAT to afford to its users the easiest and most comprehensive service 

possible'.104 This analysis also applied to H33T and Fenopy. Second, the means 

used to infringe. According to Justice Arnold, 'it is the torrent files which provide 

the means by which users are able to download the 'pieces' of the content files 

and/ or to make them available to others' .105 Third, inevitability of infringement. 

'Infringement is not merely an inevitable consequence of the provision of torrent 

files by each of the Websites. It is also their objective and intention.' This can be 

proved by the significant levels of advertising which yield substantial advertising 

revenues, the features particular to each of the Sites indicating a wholesale 

disregard for the protection of copyright, the quantity of infringing content 

101 Ibid, at [81]. 

102 EMI Records Ltd v British Sky Broadcasting Ud [2013] EWHC 379 (Ch). 

103 [2012] EWHC 268 (Ch). 

104 [2013] EWHC 379 (Ch), at [53]. 

105 Ibid, at [57]. 
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offered on the websites, the operators' response to requests to remove such 

content, and the steps taken to avoid effective enforcement measures.106 Fourth, 

degree of control. According to the findings of the Court, the Websites can 

remove the uploaded torrents and posted comments, and have the power to ban 

users who repeatedly offend against their rules and policies, and / or add prescribed 

files to a 'special filter' capable of preventing such files from appearing again.107 

These prove their ability to control the infringing acts. Fifth, steps to prevent 

infringement. The claimants provide the evidence that the content removal policy 

which the Websites purport to maintain were mere 'window-dressing', 'not 

properly implemented' and 'in practice ineffective'.108 Justice Arnold reached the 

same conclusion as in Dramatico v British S'9', concluding that 'the operators of the 

Websites do authorise their users' infringing acts of copying and communication to 

the public. They go far beyond merely enabling or assisting. On any view, they 

'sanction, approve and countenance' the infringements of copyright committed by 

their users. Bur in my view they also purport to grant users the right to do the acts 

complained of.'109 

The factor of knowledge requirement, although not stressed in above cases, is a 

key factor in deciding whether an injunction should be granted against the indirect 

infringer whose service is used by direct infringers. 

6.3.2 The Australian Legislative Approach 

Section 36(1A) & 101(1A) of the Australian Copyright Act, which was introduced 

with the Australian Government's Digital Agenda reforms in 2000, sets forth three 

106 Ibid, at [59]-[63]. 

107 Ibid, at [64]. 

108 Ibid, at [65]-[69]. 

109 Ibid, at [70] . 
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factors to be taken into account in a determination of authorisation infringement 

of copyright: control, relationship and due care. 110 According to Wilcox J in 

Sharman, the addition of s 101 (1A) to the Copyright Act was to 'elucidate, rather 

than to vary, the pre-existing law about authorisation.'111 In 2004, Australian record 

companies brought infringement proceedings against 10 companies and individuals 

related to the KaZaa P2P service, alleging that they were engaged in the 

promotion, facilitation and authorisation of the illegal copying of music through 

the use of KaZaa's software and service in Australia. 112 The court found the 

defendants liable for 'authorising' user infringement based on the following 

findings, which can also be summarised into several factors: relationship 

(facilitation), knowledge, intention, financial interest and due care.113 According to 

110 Section 36 (1A) &101 (1A) Australia Copyright Act 1968, as amended, provides as foUows: 

'In determining, for the purposes of subsection (1), whether or not a person has authorised the 
doing in Australia of any act comprised in the copyright in a work, without the licence of the 
owner of the copyright, the matters that must be taken into account include the following: 

The extent (if any) of the person's power to prevent the doing of the act concerned; 

The nature of any relationship existing between the person and the person who did the act 
concerned; 

Whether the person took any reasonable steps to prevent or avoid the doing of the act, including 
whether the person complied with any relevant industry codes of practice.' 

111 Sharman, at [402]. 

112 Ibid. 

113 Allen N Dixon, 'Liability of Users and Third Parties for Copyright Infringements on the 
Internet: Overview of International Developments' in Alain Strowel(ed), Peer-to-Peer File Shming 
and Secondary Liabiliry in Copynght La}]) (Edward Elgar 2009) 28: Provision and maintenance of 
the means ('facilities') for infringement; Knowledge of infringements (the defendants had 'long 
known' that the system was 'widely used' for sharing copyright files);Encouraging infringement 
through positive acts such as web-site manages and a 'Join the Revolution' marketing campaign; 
The 'primary', 'major' or 'predominant' use of the system was for the sharing of copyright­
infringing material; Financial interest of the defendants in maximising infringement (for there 
to be 'ever increasing' file-sharing and users);Failure to take steps to prevent or curtail 
infringement (warnings were inadequate, filtering was possible but not implemented). 
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Wilcox J in Sharman, who agreed Tamberlin J's observation in Cooper,114 this was 

not an exhaustive list.115 

6.3.2.1 Relationship: the right and position to control 

The first key matter that needs to be considered in any of the authorisation 

infringement case is that the relationship between the primary infringer and the 

alleged secondary infringer, which could be contractual or non-contractual, 

commercial or private, immediate or indirect, long-term or short-term. The closer 

the relationship is, the more influential the factor can be. In short, the relationship 

can be revealed from the position to control the primary infringer by the alleged 

'authorising' infringer. 

In Moorhouse, the university library was found liable for 'authorising' users 

conducting copyright infringement because the library offered photocopiers and 

implemented inadequate supervision and warnings against a user's copyright 

infringement. The library was in the position to control not only the photocopiers 

but also the books that can be borrowed.116 

The Sharman case in Australia concerns the operation of the KaZaa Internet P2P 

file-sharing system that has been controlled by Sharman Networks Ltd. 117 In 2005, 

the Australian Federal Court delivered a landmark judgment against a number of 

companies and individuals involved in the operation of the global KaZaa file-

11 '1 'These factors are not exhaustive and do not prevent the Court from taking into account 
other factors, such as the respondent's knowledge of the nature of the copyright infringement.' 
Citing from Cooper [2005] FCA 972, at [81]. 

115 Sharman, at (401). 

116 Moorhouse (197 5) 133 CLR 1. 

117 Sharman [2005] FCA 1242. 
221 



sharing system.11 8 The court found the operators liable for facilitating infringement 

of copyright by Australian users of the KaZaa system under the Australian 

doctrine of 'authorisation'. In analysing the application of s 101 to Sharman, 

Wilcox J considered the nature of the relationship between Sharman and KaZaa 

users first. He found that 'it has been in Sharman's financial interest for there to be 

ever-increasing file-sharing, involving an ever-greater number of people', therefore 

'if Sharman had not provided to users the facilities necessary for file-sharing, there 

would be no KaZaa file -sharing at all'.119 

Although in Cooper Mr Cooper submitted that he did not have any relationship 

with people who made MP3 files generally accessible over the Internet or with 

people who downloaded such files from remote websites via hyperlinks on his 

website, 120 Branson J found that first, the website was user friendly and allowed 

Internet users readily to select from a variety of catalogues of popular sound 

recordings, and second, through benefiting financially from sponsorship and 

advertisements on the websites, Mr Cooper had a commercial interest in attracting 

users to his website for the purpose of copying digital music files.12 1 

The same reasoning on the relationship theory was also conducted by Gummow J 

and Hayne Jin Roadshoiv, who pointed out that 'what is important for the present 

case is the immediacy in Falcon of the relationship between the primary 

infringement and the secondary infringement',122 thus 'the power of iiNet as an 

ISP with respect to the use of facilities provided to subscribers was limited by the 

118 Ibid. 

119 Sharman, at [403]-[404]. 

12° Cooper, [2006] FCAFC 187. 

121 Cooper, at [47]-[48]. 

122 Roadshmv, at [127]. 
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nature of their commercial relationship.'123 

6.3.2.2 Control: power and ability to prevent act of copyright infringement 

Control is the most important factor that needs to be analysed in authorisation 

cases. It usually means power and ability to prevent the act of infringement; 

however, there have been arguments on whether such a power could mean an 

indirect one. 

Higgins J in Adelaide considered that for authorisation liability to be imposed, there 

must be a direct power to prevent a specific act, such as a specific infringement of 

copyright, and not a power which would indirectly achieve that result only by 

putting an end to a relationship, such as that between lesser and lessee.124 The other 

judges constituting the majority, Gavan Duffy and Starke JJ, said: 'permission to do 

an act involves some power or authority to control the act to be done'.125 

In Moorhouse, a graduate of the University of New South Wales, Paul Brennan (the 

appellant), obtained books from the shelves in the library of the University and 

made copies, using a library photocopy machine. Mr. Frank Moorhouse (the first 

respondent), the right holder of the books, alleged that the University infringed his 

copyright by reproducing or authorizing the reproduction of part of the book in a 

material form without the consent of respondents. In particular, he alleged that the 

University 'exercised no supervision or control'126 over the copying of books and 

'was indifferent whether persons making use of the facilities infringed the 

123 lbid, at [137]. 

124 Adelaide Corporatz'on v Australasian Petforming Right Assoa'atz'on Ltd (1928) 40 CLR 481, [1 928] 
HCA 10. Citing from Roadsh01v v iiNet, at [48]. 

125 See Roadshmv v izNet, at [48]. 

126 Moorhouse, (197 5) 133 CLR 1, at 8. 
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respondents' copyright'.127Control element in Moorhouse was analysed in Roadshorv: 

'It should be emphasised that the University controlled access not only to the coin 

or token operated photocopying machines in a room close to the library but also to 

the book copied by Mr Paul Brennan and the premises containing the library and 

the machines.'128 

In Australian Tape Manufacturers Association Ud v The Commonwealth 129 ('Tape 

Manufacturers') concerned the constitutional validity of a compulsory levy imposed 

on vendors of blank cassette tapes. Citing Gibbs J in Moorhouse, among other cases, 

Mason CJ, Brennan, Deane and Gaudron JJ said: 'the sale of a blank tape does not 

constitute an authorisation by the vendor to infringe copyright. That is principally 

because the vendor has no control over the ultimate use of the blank tape'.130 Their 

Honours went on to say that 'even if the manufacturer or vendor knows that there 

is a likelihood that the articles will be used for an infringing purpose such as home 

taping of sound recordings, so long as the manufacturer or vendor has no control 

over the purchase's use of the article'.131 

In Sharman, after reviewing the relevant evidence such as keyword filtering and 

gold file flood filtering in conjunction with Altnet, Wilcox J concluded that 

Sharman had power to prevent, or at least substantially to reduce, the incidence of 

copyright file -sharing. While discussing the factor of control, he said, at [414], 

127 Ibid. 

There may be room for debate as to whether it is desirable to continue 
to use the word 'control' in this context, having regard to the content 

128 Roadshow, at [129]. 

129 (1993) 176 CLR 480. 

130 Tape Mamifacturers, at 497. 

131 Ibid at 498. 
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of the new subs (lA) of s 101. However, it would not be inapt to use 

the word 'control' to describe Sharman's position. Sharman was not 
able to control the decisions of individual users as to whether or not 

they would engage in file-sharing and, if so, which particular works 
they would place into their 'My Shard Folder' file or download from 

other people. However, Sharman was in a position, through keyword 
filtering or gold file flood filtering, to prevent or restrict users' access 

to identified copyright works; in that sense, Sharman could control 

users' copyright infringing activities. Sharman did not do so; with the 
result that the relevant applicant's copyright in each of the Defined 

Recordings was infringed.132 

The Coope-?33 case in Australia involves a website known as mp3s4free.net, which 

was believed to be one of the top pirate music websites in the world, provided 

links to a large amount of music files including pirate ones. 134 In a decision 

delivered on July 14, 2005, Justice Brian Tamberlin of the Federal Court of 

Australia ruled that Cooper was liable for authorising copyright infringements by 

linking to infringing music files on the Internet. The ISP and two of its employees 

were also found liable for authorising copyright infringement. As for the factor of 

control, Cooper argued that it could not control whether any particular sound 

recording remained on the Internet or on a remote website, which was agreed by 

the primary judge that 'the issue is whether Cooper had sufficient control of his 

own website to take steps to prevent the infringement. In my view, Cooper clearly 

did have sufficient control regarding both the user accessing his website and the 

132 Sharman, at [414]. 

133 Cooper [2006] FCAFC 187. 

134 Michael Williams & Siabon Seet, 'Authorisation in the Digital Age: Copyright Liability in 
Australia after Cooper and Kazaa' (2006) 12(3) Computer and Telecommunications Law 
Review 74, 75. 
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remote operator placing hyperlinks on the website'.135 

However, in the appeal, after reviewing of case laws, Branson J suggested a 

different understanding of the element of control, that 'a person's power to 

prevent the doing of an act comprised in a copyright includes the person's power 

not to facilitate the doing of that act by, for example, making available to the public 

a technical capacity calculated to lead to the doing of the act'.136 In this light, 

The evidence leads to the inexorable inference that it was the 
deliberate choice of Mr Cooper to establish and maintain his website 

in a form which did not give him the power immediately to prevent, 
or immediately to restrict, Internet users from using links on his 
website to access remote websites for the purpose of copying sound 
recordings in which copyright subsisted.137 

The conclusion was then that 'within the meaning of s 101 (lA)(a), the extent of 

Mr Cooper's power to prevent copyright infringements via his website was 

considerable'.138 The meaning of control was therefore expanded. 

In Roadshow v iiNet, the appellants contended that iiNet is liable for infringement of 

copyright in the appellants' films because it 'countenancing'139 users of its Internet 

services to communicate those films to the public by making them available online 

to be downloaded by others through the use of the BitTorrent system, as 

135 Cooper [2005] FCA 972 at [86]. 

136 Ibid, at [41]. 

137 Ibid, at [41]. 

138 Ibid, at [45]. 

139 Roadsho1v, at [58]: 'once iiNet had received credible information of past infringements 
sufficient to raise a reasonable suspicion that such acts of infringement were continuing, failure 
to enforce the terms of the CRA (through warnings, suspension and termination) amounted, 
at the very least, to 'countenancing' the primary infringements.' 
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prohibited bys 86(c).140 The element of control, according to the appellants, was 

equal to 'power to prevent referred to ins 101(1A)(a)', and that 'iiNet's technical 

and contractual relationship with its customers gave it the indirect power to control 

the use of its services'.141 However, by distinguishing with Moorhouse, in which the 

university was responsible for the library, the books on its shelves and the 

photocopier, iiNet submitted that it was responsible for the provision of Internet 

services but had not been involved in, or control over, the BitTorrent system.142 In 

addition, it had no direct control over its customers' acts ( only the ability to 

suspend or terminate their Internet access completely). 143 Moreover, the court 

agreed that iiNet 'has no involvement with any part of the BitTorrent system and 

therefore has no power to control or alter any aspect of the BitTorrent system, 

including the BitTorrent client.'144 In conclusion, 'iiNet had no direct technical 

power at its disposal to prevent a customer from using the BitTorrent system to 

download the appellants' films on that customer's computer with the result that the 

appellants' films were made available online in breach of s 86(c).'145 In sum, iiNet 

contended that 'authorisation cannot be determined on the basis that particular 

factors - such as knowledge or a power to prevent - are either present or absent. 

Rather, iiNet relied on the language of s 101 (1A) and emphasised that each of 

those factors is a matter of degree, and that a court must consider the extent to 

which each factor exists before determining whether a person's 'inactivity or 

indifference, exhibited by acts of commission or omission, [has reached] a degree 

140 Roadsho1v, at [56]. 

141 Ibid, at [58]. 

142 Ibid, at [62]. 

143 Ibid. 

144 Ibid, at [65]. 

145 Ibid. 
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from which authorisation ... may be inferred'.'146 

Is the element of control a must to determine authorisation of copyright 

infringement? Moorhouse suggested it is, 147 but the Counsel for the applicants in 

Sharman suggested otherwise.148 Gibbs J in Moorhouse, after noting that a person 

could not be said to authorise an infringement of copyright unless he or she had 

some power to prevent it, noting that: 

A person who has under his control the means by which an 
infringement of copyright may be committed - such as a 
photocopying machine - and who makes it available to other persons, 
knowing, or having reason to suspect, that it is likely to be used for 

the purpose of committing an infringement, and omitting to take 
reasonable steps to limit its use to legitimate purposes, would 
authorise any infringement that resulted from its use.149 

This passage, usually understood as a statement that control is an essential element 

in determining authorisation. Judges in Cooper explained in a more detailed manner: 

It seems to me that both Jacobs and Gibbs JJ concentrated on the 
behaviour of the University in making the photocopier available for 
use in the library rather than on the issue of the University's capacity 
to control the use of the photocopier once it had been made available 
to library users. The observation of Gibbs J that a person cannot be 
said to authorise an infringement unless he or she has some power to 
prevent it must be understood in this context. That is, the relevant 

146 Ibid, at [61]. 

147 Moorhouse (1975) 133 CLR 1. 

148 Sharman, at [360]: 'The words "if any" in s 101 (1A)(a) indicate the possibility 'that a person 
with no power to prevent the doing [ofj the act concerned may nevertheless, by the interplay 
of the other factors prescribed, authorise infringement'. Counsel say this 'plainly supersedes' 
the first proposition stated by Gibbs J in University of New South Wales v Moorhouse (1975) 133 
CLR 1 ('Moorhouse').' 

149 Moorhouse, at 13. 
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power which the University had to prevent the copyright infringement 
must be understood to have been, or at least to have included, the 
power not to allow a coin-operated photocopier in the library.150 

Likewise, their Honours in Australian Tape151 noted that in Moorhouse 'the University 

not only failed to take steps to prevent infringement; it provided potential 

infringers with both the copyright material and the means by which it could be 

copied.'152 They considered control as a key element in distinguishing Moorhouse and 

Amstracl: 

It was the absence of such control in [Amstrad] that constituted the 
critical distinction between the decision in that case and the decision 
in [Moorhouse], where the University had power to control what was 

done by way of copying and not only failed to take steps to prevent 

infringement but provided potential infringers with both the copyright 
material and the use of the University's machines by which copies of 

it could be made.153 

6.3.2.3 Mental element: knowledge or intent 

In Moorhouse, different opinion raised as to whether the factor of knowledge is an 

essential element or not. Gibbs J said that '[a] person cannot be said to authorise 

an infringement of copyright unless [the person] has some power to prevent it',154 

and went on to say that 'a person who has under his control the means by which 

an infringement of copyright may be committed - such as a photocopying 

machine - and who makes it available to other persons, knowing, or having reason 

to suspect, that it is likely to be used for the purpose of committing an 

15° Cooper, at [36]. 

151 Tape Manufacturers (1993) 176 CLR 480. 

152 Cooper, at [37]. 

153 TapeMamifacturers (1993) 177 CLR 480, at [498]. 

154 Moorhouse, at 12. 
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infringement, and omitting to take reasonable steps to limit its use to legitimate 

purposes, would authorise any infringement that resulted from its use.' 155 His 

Honour suggested that the word authorise 'connotes a mental element and it could 

not be inferred that a person had, by mere inactivity, authorised something to be 

done if he neither knew nor had reason to suspect that the act might be done'.156 

He also said that Knox CJ and Isaacs J referred to this mental element, holding 

that 'indifference or omission is 'permission' where the party charged (amongst 

other things) 'knows or has reason to anticipate or suspect that the particular act is 

to be or is likely to be done'. Issacs J apparently considered that it was enough if 

the person sought to be made liable 'knows or has reason to know or believe' that 

the particular act of infringement 'will or may' be done.'157 

As to the types of knowledge, whether it was general or specific, Gibbs J explained 

in further that the knowledge of particular act was required: 

Although in some of the authorities it is said that the person who 
authorises an infringement must have knowledge or reason to suspect 

that the particular act of infringement is likely to be done, it is clearly 
sufficient if there is knowledge or reason to suspect that any one of a 
number of particular acts is likely to be done, as for example, where 
the proprietor of a shop installs a gramophone and supplies a number 
of records any one of which may be played on it. 158 

While applying the above principle raised, Gibbs J said that 'it seems to me that the 

University must have known that it was likely that a person entitled to use the 

library might make a copy of a substantial part of any of those books .... unless 

155 Ibid, at 13. 

156 Ibid, at 12. 

157 Ibid. 

158 Ibid. 
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some means were adopted to prevent that from being done', and the University 

'had been given enough information to raise the suspicion that some infringing 

copies were likely to be made ... ' 159 Given the evidence, the University 'had 

reasonable grounds to suspect that some infringements would be made if adequate 

precautions were not taken', and more importantly, the University 'had the power 

to control both the use of the books and the use of the machines'160. Therefore, 

'in the circumstances, if a person who was allowed to use the library made a copy 

of a substantial part of a book taken from the open shelves of the library, and did 

so otherwise than by way of fair dealing for the purpose of research or private 

study, it can be inferred that the University authorised him to do so, unless the 

University had taken reasonable steps to prevent an infringing copy of that kind 

from being made'.161 

However, Jacobs J had different opinions regarding the element of knowledge. His 

honour found that an implied invitation to infringe could constitute authorisation 

despite the absence of knowledge of any actual act of infringement.162 He said that 

in such a case 'knowledge of the prior doing of acts comprised in the copyright 

would not need to be proved nor would other positive or particular acts of 

invitation or authorisation need to be shown'163, and 'it was of little importance 

whether or not the University authorities knew in fact that users of the machines 

were doing acts comprised in the authors' copyrights. This knowledge or lack of it 

would not change the terms of the invitation extended by the supply of books and 

159 Ibid, at 13. 

160 Ibid. 

161 Ibid. 

162 Ibid, at 21. 

163 Ibid. 
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machines' .164 

In Ames, the plaintiffs raised three principles in deciding whether or not the 

defendants had 'authorised' the infringement, in which the third was that 

'authorisation of infringement may occur when a defendant knows or suspects that 

an item is to be used for infringement and takes no effective steps to prevent its 

use.' Then they distinguished this case with Moorhouse and argued that their position 

was even stronger than that of the plaintiffs in the Moorhouse case 'because here the 

defendants know precisely which records will be copied, namely those which are 

hired out'.165 However, Whitford J in A mes held that 'although the lending of 

records and the selling of blank tapes enabled and assisted borrowers to tape 

records, knowledge of the likelihood that borrowers would do so did not amount 

to 'authorising' infringement of copyright'.166 

The majority opinion in A ustralian Tape was referred to in Sharman case, at 380, that 

the knowledge of likelihood of the direct infringement did not speak as strong as 

the element of control, 

It follows that manufacture and sale of articles such as blank tapes or 
video recorders, which have lawful uses, do not constitute 
authorisation of infringement of copyright, even if the manufacturer 
or vendor knows that there is a likelihood that the articles will be used 
for an infringing purpose such as home taping of sound recordings, 
so long as the manufacturer or vendor has no control over the 
purchaser's use of the article.167 

In Sharman, by raising evidence of positive acts by Sharman that would have had 

164 Ibid, at 22. 

165 Ames, at 94. 

166 Ames, at 92. 

167 Tape Manufacturers (1993) 177 CLR 480, at [498]. 
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the effect of encouragmg copyright infringement, including Sharman's website 

promotion of KMD, exhortations to users to use this facility and promotion of 

the 'Join the Revolution' movement, Wilcox J pointed out that Sharman 'always 

knew users were likely to share files that were subject to copyright', and that 

Sharman 'knew the files shared by KaZaa users were largely copyright works':168 

'Knowledge, or lack of knowledge, is an important factor in determining whether a 

person has authorised an infringement. However, it is not a conclusive factor. Just 

as there may be authorisation without knowledge, mere knowledge is not 

enough.'169 

The finding of authorisation against Cooper 'was based on his knowledge of 

infringing activity and his acquiescence in its occurrence': 170 

I am of the view that there is a reasonable inference available that 

Cooper, who sought advice as to the establishment and operation of 

his website, knowingly permitted or approved the use of his website 
in this manner and designed and organised it to achieve this 

result ... Cooper has permitted or approved, and thereqy authorised, the 
copyright infringement by internet users who access his website and 

also by the owners or operators of the remote websites from which 
the infringing recordings were downloaded.171 

In Roadsh01v v izNet, the tort of inducing breach of contract was raised by 

Gummow J and Hayne J to be compared with secondary infringement of 

copyright on the same economic rationale, namely a lower cost of prevention of 

168 Sharman, at [405] and [406]. 

169 Ibid, at [370]. 

170 Michael Williams & Siabon Seet, '.Authorisation in the Digital Age: Copyright Liability in 
Australia after Cooper and Kazaa' (2006) 12(3) Computer and Telecommunications Law 
Review 74, 75. 

171 Cooper [2005] FCA 972 at [84]. 
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breach of the primary obligation. Likewise, the issue of knowledge was also raised 

by quoting Jordan CJ in Independent Oil Industries Ltd v Sheff Co of Australia Ltd: 

It is necessary to establish that the third party knew of the contract, 

knew that the doing of a particular act by one of the parties to it 
would be a breach of it, and with that knowledge procured the party 
to do the act .... It may be that no tort is committed unless it is 

established that the doing of the act was procured either with 
intention to procure by its means the breach of the particular 
contract, or at least with knowledge that the doing of the act would 
necessarily and inevitably involve a breach of contract.172 

The Court then continued to analyse that 'the equitable wrong of 'knowing 

assistance' in a dishonest and fraudulent design for breach of fiduciary duty, a 

distinct species of liability, requires actual knowledge thereof, or wilful shutting of 

eyes, or wilful and reckless failure to make such inquiries as an honest and 

reasonable person would make, or, at least, knowledge of circumstances which 

would indicate the facts to such a person.'173 

6.3.2.4 Due care: taking reasonable steps to prevent or avoid the act 

In Moorhouse, after reviewing the various measures adopted by the University, Gibbs 

J concluded that these measures, 'even when considered cumulatively, do not 

appear to me to have amounted to reasonable or effective precautions against an 

infringement of copyright by the use of the photocopying machines', therefore he 

hold that the University 'did not adopt measures reasonably sufficient for the 

purpose of preventing infringements taking place', and the University 'authorised 

the act of Mr. Brennan in making the copies in question which were infringing 

172 Roadshmv, at [11 O]. 
173 Ibid. 
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copies'. 174 After Moorhouse, the element of due care was codified in section 

101 (1A) (c) of the Copyright Act of Australia, which provided the third element 

involved in determining whether one person has authorised another to do an act: 

'whether the person took any other reasonable steps to prevent or avoid the doing 

of the act, including whether the person complied with any relevant industry codes 

of practice.' 

In Sharman, Wilcox J pointed out that although the KaZaa website contained a 

notice that Sharman does not 'condone activities and actions that breach the rights 

of copyright owners', 'it is difficult to believe those directing the affairs of 

Sharman, or any of the other respondents, ever thought these measures would be 

effective to prevent, or even substantially to curtail, copyright file-sharing.' Despite 

this, Sharman took no steps to include a filtering mechanism in its software; 

neither did they withdraw the 'Join the Revolution' material from its website. 

Moreover, there is no evidence of the existence of any relevant industry code of 

practice that Sharman could apply to. Therefore, to the knowledge of Sharman, 

they failed to prevent widespread copyright infringement.175 

In Cooper, Branson J concluded that Mr Cooper did not establish that he took any 

reasonable steps to prevent or avoid the use of his website for copying copyright 

sound recordings or for communicating such recordings to the public.176 

Roadshow v izNet reveals what can be regarded as a 'reasonable step' to prevent 

direct infringement by raising possibilities: 

Was it a reasonable step to require of iiNet that it monitors 

114 Moorhouse, at 17. 

175 Sharman, at [407]-[410]. 

176 Cooper, at [51] 
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continually the activities of IP addresses to provide precise details of 
primary infringements that had been committed, and then take further 
steps to forestall further infringements? Warnings might or might not 
have that effect. Evidence was lacking of likely behaviour in that 
respect by users of ISP facilities. Further, with respect to the AFACT 

Notices, was it reasonable to expect iiNet to issue warnings or to 
suspend or terminate the contracts of customers when AFACT had 
not fully disclosed the methods used to obtain the information in the 
AFACT Notices? Those methods were disclosed only by the prevision 
of expert evidence during the preparation of the case for trial.177 

6.4 Confusing Concept with Comprehensive Factors 

The national laws of the commonwealth countries include various legal doctrines 

from which an indirect liability regime for copyright infringement can be derived. 

Authorisation liability is a primary infringement rather than secondary 

infringement. The notion of 'authorisation' enshrined in the United Kingdom and 

Australia statutory law has been interpreted more broadly than its strict meaning 

and also been used against intermediaries who can be considered as 'authorising' 

the infringing acts done by others. There is a strong rationale and foundation to 

find the authorisation liability from the economic perspective, as discussed in 

chapter three, such as cost-efficient enforcement of the rights of a copyright 

owner.178 With this solid foundation, the doctrine of authorisation has developed 

through cases. The concept of 'authorisation', since its origin a century ago, has 

been challenged constantly in cases in the United Kingdom and Australia. 

The first step in deciding an indirect liability case is to determine whether the 

defendant's activity falls within the meaning of authorisation, which is construed as 

'sanction, approve or countenance' or 'grant or purport to grant'. These 

177 RoadshoJJJ, at [138] 

178 Ibid, at [55]. 
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interpretations were established in early cases 1n United Kingdom in 1920's. 

Different interpretations and scopes of the doctrine of authorisation are 

manifested in various jurisdictions, among which Australian courts chose a 

relatively expansive approach, while the United Kingdom courts have adopted 

narrow approach.179 It is not authorisation if a defendant who merely enables or 

assists or even encourages another to commit the infringement but does not 

purport to have any authority. Some argue that the United Kingdom would appear 

to indicate the dominance of the 'grant or purport to grant' interpretation while 

Australia adopts a broader 'sanction, approve, or authorise' interpretation 180 since 

the Moorhouse case decided by the High Court of Australia. However, that is not the 

case since the United I<ingdom's Ne1vzbin case, which adopted two interpretations 

at the same time. Some commentators said that these two interpretations, although 

different, are in fact 'consistent with each other when interpreted in light of the 

facts of the cases. They did not disapprove of the cases that adopted the former 

interpretation, but rather distinguished them.'181 The concept of authorisation of 

copyright infringement has not attracted unanimous approval in Australian and 

British cases but attracted criticisms. 182 The commentators criticise that the 

179 Jeffrey CJ Lee, 'Authorising Copyright Infringement and the Control Requirement: a Look at 
P2P File-Sharing and Distribution of New Technology in the UK, Australia, Canada, and 
Singapore' (2007) 6(2) Canadian Journal of Learning and Technology 83, 85-86. 

180 Lim Hannah Yee Fen, 'Internet Intermediary Liability for Copyright Infringement in 
Singapore' (2011) European Intellectual Property Review 33 (12), 807. Also see Michael 
Napthali, 'Unauthorised: Some Thoughts upon the Doctrine of Authorisation of Copyright 
Infringement in the Peer-to-Peer Age' (2005) 16 Australian Intellectual Property Journal 5, at 8 
<http://frankellawyers.com.au/media/article/Unauthorised.pdf> accessed 19 July 2014. It 
was suggested that 'the United Kingdom judgments have set forth a narrower view of 
authorisation than Australian courts have taken; and in Canada and the United States it is 
seemingly narrower still.' 

181 Lim Hannah Yee Fen, 'Internet Intermediary Liability for Copyright Infringement in 
Singapore' (2011) European Intellectual Property Review 33 (12), 807. 

182 The dictum's value was criticised that 'this so called definition replaces one vague expression 
by an equally vague one'. Citing from Michael Napthali, 'Unauthorised: Some Thoughts upon 
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decisions regarding authorisation infringement of copyright, especially the 

Moorhouse decision, although has been codified in statute, has created uncertainty in 

providing guidelines for future cases.183 

Like the disagreement on the concept of authorisation, the constituting factors of 

finding authorisation liability are of different understanding in the United 

Kingdom and Australia. Therefore the second challenge on authorisation liability, 

besides the meaning of concept, is whether factors such as 'control' or 'knowledge' 

is essential in establishing authorisation infringement. The United Kingdom 

employs a narrower approach in constructing the factors that constitute 

authorisation infringement. In earlier cases in 1980s, control was considered as the 

key and deciding element. With the development of technology especially the P2P 

file -sharing service, more factors have been taken into consideration such as the 

nature of the relationship between the direct and indirect infringers, the means 

used to infringe, the degree of control and the steps taken to prevent infringement. 

Inevitability of infringement has also been considered in the most recent cases 

decided by Justice Arnold.184 

In Australia, three factors - control, relationship and due care - are prescribed in 

the legislation but it is generally accepted that this is not an exhaustive list. Many 

the Doctrine of Authorisation of Copyright Infringement in the Peer-to-Peer Age' (2005) 16 
Australian Intellectual Property Journal 5, at 7. Available at 
<http://frankellawyers.com.au/ media/ article/Unauthorised.pdf> accessed 19 July 2014. 

183 Michael Napthali, 'Unauthorised: Some Thoughts upon the Doctrine of Authorisation of 
Copyright Infringement in the Peer-to-Peer Age' (2005) 16 Australian Intellectual Property 
Journal 5, at 8. Available at <http:// frankellawyers.com.au/media/article/Unauthorised.pdf> 
accessed 19 July 2014. It was argued that 'created considerable uncertainty and, in the end, has 
proved to be a confusing interpretative guideline for future cases'; 'despite statutory changes 
which are said to codify Moorhouse, and it is an authority increasingly the subject of criticism'. 

184 Cases such as Dra111atico v British Skg, and EMJ v Sky. 
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other factors have been taken into consideration such as knowledge, intention, and 

financial interest. Australia embraces an expansive approach in constructing factors 

of authorisation liability. For example, in the United Kingdom mere indifference 

does not constitute authorisation, 185 while in Australia it is easier 'for inaction and 

omission to constitute authorisation'.186 In both Ames and Amstrad, the English 

courts refused to find authorisation as there was no real control post distribution. 

Therefore, control is an essential factor of finding authorisation liability in UK. 

However, in contrast, effective control is not a prerequisite to finding authorisation 

under Australian law. 187 The mental element has been under debate in United 

Kingdom and Australia, on whether knowledge or intent is a necessary component 

of authorisation infringement. No consensus has been reached yet. No matter 

which route is taken, to establish authorisation liability, the court cannot overlook 

any specific evidence, with acts or omissions of the alleged authorisation party.188 

The application of authorisation liability in the P2P file sharing cases faced more 

challenges. It was suggested that the concept and the principle of authorisation are 

'not readily suited to enforcing the rights of copyright owners in respect of 

widespread infringements occasioned by peer-to-peer file sharing, as occurs with 

185 See Ames, where court suggests that it may be difficult for any act of mere indifference to be 
regarded as authorisation. 

186 Jeffrey CJ Lee, 'Authorising Copyright Infringement and the Control Requirement: a Look at 
P2P File-Sharing and Distribution of New Technology in the UK, Australia, Canada, and 
Singapore' (2007) 6(2) Canadian Journal of Learning and Technology 83, 86. 

187 Section 36 (1A) &101 (1A) Australia Copyright Act 1968, as amended, provides 'the extent (if 
any) of the person's power to prevent the doing of the act concerned'. 'If any' means control 
is not essential to find liability. 

188 Michael Napthali, 'Unauthorised: Some Thoughts upon the Doctrine of Authorisation of 
Copyright Infringement in the Peer-to-Peer Age' (2005) 16 Australian Intellectual Property 
Journal 5, at 8. Available at <http://frankellawyers.corn.au/media/article/Unauthorised.pdf> 
accessed 19 July 2014. 
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the BitTorrent system'.189 

Since the United Kingdom has taken a relatively narrow interpretation of the 

concept, suggestions arise demanding a broader interpretation, especially with 

regard to the fact of whether the P2P provider actively taking steps to prevent 

users' infringing activity. 190 Bainbridge, a prestigious United Kingdom scholar, 

suggests that the concept of authorisation is supposed to be interpreted in two 

meanings embracing 'encourage' and 'turns a blind eye' but the latter needs to be 

defined properly: 

It is submitted that the correct approach to authorisation by making 
copying equipment available is that a person is liable for the infringing 
acts of others if that person actively encourages infringement or turns 
a blind eye to the fact that infringement is likely to take place where 
the circumstances are such that a reasonable person would be 

concerned that infringement might be taking place and would want to 
investigate and take any action appropriate to prevent it. 191 

In Australia, before the introduction of s 101(1A) into the Act, any discussion of 

the concept of authorisation began with Moorhouse.192 However, it was submitted 

that the precedent of Moorhouse needs to be considered carefully when applied in 

189 RoadshoJV, at [79] : 'The difficulties of enforcement which such infringements pose for 
copyright owners have been addressed elsewhere, in constitutional settings different from our 
own, by specially targeted legislative schemes, some of which incorporate co-operative industry 
protocols, some of which require judicial involvement in the termination of internet accounts, 
and some of which provide for the sharing of enforcement costs between ISPs and copyright 
owners.' 

190 What can be drawn from the Sharman decision is the importance of the peer-to-peer provider 
actively taking steps to prevent users' infringing activity. The extent to which this decision will 
be transferrable to the UK depends on how differently one sees the principles of authorisation 
as stated in CBS Songs v Amstrad from those stated in Moorhouse.' See Aplin Tanya Frances, 
Intellectual Property LaJ11: Text, Cases, and Materials (1st edn, Oxford University Press 2009) 746. 

191 David Bainbridge, Intellectual Property (8'hedn Longman 2010) 174. 

192 Cooper, at [136]. 
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P2P cases, like iiNet argued, that the facts in Moorhouse were 'distinguishable', 

because 'the university was responsible for the library, the books on its shelves and 

the photocopier, whereas iiN et is responsible for the provision of internet services 

but has no involvement in, or control over, the BitTorrent system'.193 

Several precise questions must be taken into account when applying of section 

101 (1A) of the Australian Copyright Act, according to Gummow J and Hayne J in 

RoadshoJ,JJ. These questions include but are not confined to, the matters identified in 

pars (a), (b) and (c): 

Was there any relationship that existed between the primary infringer 

and the (alleged) secondary infringer? If so, what was its nature (par 
(b))? Did the secondary infringer have power to prevent the primary 
infringement; if so, what was the extent of that power (par (a))? Other 
than the exercise of that power, did the secondary infringer take any 

reasonable steps to prevent the primary infringement, or to avoid the 
commission of that infringement (par (c))?194 

It is noted that section 101 (1A) does not prevent the consideration of other 

factors besides the above matters, according to Kenny J in Cooper. 195 As previous 

analysed, some other factors such as knowledge or intent, the inevitability of direct 

infringement, even the financial interest, are all invited to be considered. 

It is also noted that like the S01!)1 rule in America, section 112E of Australian 

Copyright Act 1968 has provided a similar rule, that the mere provision of facilities 

193 RoadshoJJJ, at [61]. 
194 Roadsho1v, at [135]. 

195 Cooper, at [135]: 'Section 101 (1A) requires that certain matters must be taken into account in 
determining whether a person has authorised the doing of an infringing act in Australia 
contrary to s 101 (1 ). Section 101 (1A) does not, however, prevent the Court fr om taking into 
account other relevant considerations. Whether one person has authorised another to commit 
an infringement ,vill depend on the circumstances of the case.' 
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is not enough to constitute authorisation.196 The reasoning was explained by the 

then Attorney-General, who gave his Second Reading Speech to the draft Bill, 

which included the provision that is nows 112E.197 However, Wilcox Jin Sharman 

then pointed out that 'section 112E does not preclude the possibility that a person 

who falls within the section may be held, for other reasons, to be an authoriser. 

Whether or not the person should be so held is to be determined, in the present 

context, by reference to s 101 of the Act.'198 

6.5 The United Kingdom Approach versus the United States' 

Approach 

Both the United States and the United Kingdom resort to indirect copyright 

liabili ty regime to curb increasing infringing activities owning to the development 

of technologies. However, there are substantial differences between the two 

liabili ty systems. Comparing this chapter and chapter 5, it can be seen the different 

approaches that the United States and the United K ingdom have adopted in the 

attribution of indirect copyright liability. It considers the interpretation of different 

forms of indirect copyright liability and constituting factors that were taken into 

196 Section 112E of A ustralia Copyright Act 1968: 'A person (including a carrier or carriage 
service provider) who provides facilities for making, or facilitating the making of, a 
communication is not taken to have authorised any infringement of copyright in an audio­
visual item merely because another person uses the facilities so provided to do something the 
right to do which is i ncluded in the copyright.' 

197 'Typically, the person responsible for determining the content of copyright material online 
would be a web site proprietor, not a carrier or Internet service provider. Under the 
amendments, therefore, carriers and Internet service providers will not be directly liable for 
communicating material to the public if they are not responsible for determining the content 
of the material. The reforms provide that a carrier or Internet service provider will not be 
taken to have autl1orised an infringement of copyright merely tl1rnugh tl1e provision of 
facilities on which the infringement occurs. Further, tl1e bill provides an inclusive list of factors 
to assist in determining whether the authorisation of an infringement has occurred.' Citing 
from Sharman, at [398]. 

198 Sharman, at [398]. 
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account by courts. 

First, in the United I<..ingdom, the statutory embodiment of 'authorisation' renders 

indirect copyright liability a primary infringement under the CDPA 1988. 199 

Authorising someone else to commit an infringing act is itself direct copyright 

infringement. 200 However, in United States copyright laws, indirect copyright 

liability embodies categories of contributory, vicarious and inducement 

infringement, which are secondary infringements. 201 It needs to be pointed out 

that unlike the United States, 'secondary infringement' in the UK is concerned with 

commercial dealings with infringing copies. Copyright liability arises from 

authorisation should be dealt with as an indirect liability, according to the wording 

in s 16 (1) of CDPA 1988, 'those acts are referred to in this Part as the 'acts 

restricted by the copyright". Primary infringement means someone conducts acts 

restricted by the copyright, which does not include authorisation. The reason of 

considering authorisation as direct infringement in United I<..ingdom copyright law 

could be a different understanding of s 16(2) of CDPA 1988, which prescribes 

that 'copyright in a work is infringed by a person who without the licence of the 

copyright owner does, or authorises another to do, any of the acts restricted by the 

copyright.' Although this section put 'does' and 'authorises' together it does not 

mean that they are all direct infringements of copyright. 

Second, the United States uses an expansive approach, borrowing from other area 

of laws for example patent law when in need. United I<..ingdom's copyright laws, 

199 Section 16 of the Copyright, Designs and Patent Act 1988. 

200 Lynda J Oswald, 'Secondary Liability for Intellectual Property Law Infringement in the 
International Arena: Framing the Dialogue' in Bird RC and Jain SC (ed), The Global Challenge of 
Intellectt,al Property Rights (Edward Elgar 2008) 47. 

201 Aplin Tanya Frances, Intellectual Property La1v: Text, Cases, and Maten·als (1" edn Oxford 
University Press 2009) 747. 
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on the other hand, adhere to a restrictive point of view. The United Kingdom 

CDPA 1988 codifies authorisation liability while indirect copyright liabilities in the 

United States remain in case laws. The early version interpretation of authorisation 

was viewed as analogous to the concept of vicarious liability in the United States 

law, because in early cases, it was held that unless a person who performed an 

infringing act did it as the agent of a defendant, the defendant was not liable. This 

was an 'agency incorporated' notion in the concept of authorisation. 202 

With development of technologies and decisions of relevant cases, it is submitted 

that in the United States 'the Commonwealth statutory doctrine of 'authorisation' 

is considered under two common law heads: contributory and vicarious liability'. 203 

While the Patent Act of 1952 expressly codified inducement and contributory 

liability, it is questionable why the copyright laws have not done the same. 204 

Instead, the copyright cases have been constantly borrowing from the established 

patent law doctrines. For example, the S Of!Y case, which referred to the contributory 

liability for manufacturing and selling the Betamax Video Tape Recorder (VTR), 

borrowed the staple article of commerce doctrine from the Patent Act and made it 

precedent for later cases, 205 allowing a defendant to defeat a claim of contributory 

copyright infringement if the defendant showed that the product was capable of 

substantial or commercially significant noninfringing uses. 206 The inducement 

202 Michael Napthali, 'Unauthorised: Some Thoughts upon the Doctrine of Authorisation of 
Copyright Infringement in the Peer-to-Peer Age' (2005) 16 Australian Intellectual Property 
Journal 5, at p7. Available at <http://frankellawyers.eom.au/media/article/Unauthorised.pdf> 
accessed 14 August 2014. 

203 Ibid, at p11. 

204 Aden Allen, 'What's in a Copyright? The Forgotten Right 'To Authorise" (2008) 9 The 
Columbia Science and Technology Law Review 87, 87. 

205 35 USC s271(c), that the distribution of a component of a patented device will not violate the 
patent if it is suitable for use in other ways. 

206 5 Of!)!. 
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liability in the copyright regime was also borrowed from the patent law,207 which 

requires that 'one who distributes a device with the object of promoting its use to 

infringe copyright, as shown by clear expression or other affirmative steps taken to 

foster infringement, is liable for the resulting acts of infringement by third 

parties.'208 The borrowing or external doctrines, has been criticised as separating 

the copyright law from its statutory grounding, which caused predictability and 

certainty being sacrificed. 209 English courts, on the contrary, were 'reluctant to 

extend patent or copyright infringement liability beyond the statutory language, 

even by using accepted common law tort principles.' 210 The English courts 

concerned that the expansion of copyright liability would unduly hamper the 

technological development and break the balance between the copyright holders 

and innovators,2n while the United States courts, persuaded by giant copyright 

industries, have been expanding indirect copyright liability in order to prevent the 

207 See Grokster, 545 U.S. 913, 915-16 (2005), adoption of 35 USC s 271(b) active inducement test; 
Also see Grokster, 545 U.S. 937: 'for the same reasons that So1!J took the staple-article doctrine 
of patent law as a model for its copyright safe-harbour rule, the inducement rule, too, is a 
sensible one for copyright.' 

208 Grokster, 545 U.S. 937. 

209 Aden Allen, 'What's in a Copyright? The Forgotten Right 'To Authorise" (2008) 9 The 
Columbia Science and Technology Law Review 87, 118. 

210 Ibid 105. 

21 1 Ibid, at 109: 'Outside of vicarious liability, the English courts have been reluctant to find 
indirect liability absent concerted action or privity. Furthermore, they have substantially limited 
liability for authorisation to those cases in which the defendant granted or purported to grant 
the authority to do an act exclusively reserved to the copyright owner. The unifying themes 
underlying these decisions seem to be a concern with expanding a right that is already an 
exception to the safeguarding of public good, and an unwillingness to impose liability on 
defendants for decisions made outside of their control. However, this regard for individual 
accountability for the final infringing act seems to ignore all accountability for the defendant's 
initial choice to create a dual use product without effective measures to prevent the infringing 
use. This last factor is the most salient difference between the English and Australian 
jurisprudence.' 
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increasing illegal file sharing infringements.212 

Third, the supporting theory behind the two doctrines of indirect copyright 

liability are different. The United Kingdom judiciary subscribes to the theory of 

authorising, as does the Australian courts. In Australia, 'parties can be liable for 

authorisation if they purport to grant the exclusive rights of another, or extend a 

specific or general invitation to use their products or services without taking 

reasonable measures to prevent infringement. The relevant provisions of the 

Australian statute provide guidance, and grant the courts discretion over the factors 

to consider'.213 As analysed in this chapter, in the United Kingdom and Australia, 

'to authorise' either means 'to sanction, to approve, to countenance' or 'grant or 

purport to grant', even an 'implied invitation'. The United States courts, on the 

other hand, tend to emphasise the culpability of a defendant. Mental elements, 

including 'knowledge' (know or should know) and 'inducement', coupled with acts 

such as contribution or encouragement of direct infringements, became deciding 

factors. Different ideologies behind liabilities could lead to different results, 

especially under the circumstances that unauthorised P2P distribution of 

copyrighted materials has become a world-wide crisis beyond the country 

boundaries. For instance, the 2005 Grokster case 214 in the United States that 

concerned the Grokster P2P file sharing system is decided only months earlier 

212 It was suggested that the American judiciary has minimized the danger of monopoly. See 
Aden Allen, 'What's in a Copyright? The Forgotten Right 'To Authorise" (2008) 9 The 
Columbia Science and Technology Law Review 87, 105: 'In contrast, recent developments in 
American law have minimized the presumption that patents create monopolies that are per se 
contrary to the public good. By analogy, if the same were said to be true of copyrights, the 
concern in Amstrad with extending monopoly rights beyond their statutory definition would 
seem to have been marginalized as merely theoretical by the American judiciary.' 

213 Aden Allen, 'What's in a Copyright? The Forgotten Right 'To Authorise" (2008) 9 The 
Columbia Science and Technology Law Review 87, 113. 

214 Grokster, 545 U.S. 913 (2005), 125 S Ct 2764 (Supreme Court 2005). 
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than the Australian S barman case21 5 that concerned the KaZaa file sharing system. 

The facts of the cases bear great resemblance to each other. They dealt with 

almost identical copyright issues. Both the United States and Australian courts have 

been trying to balance the interests between content industries and technological 

innovators, as well as public interests in accessing information. 216 

However, these issues are handled using different approaches. In Grokster, the 

Supreme Court held that Grokster was liable for actively inducing the end-users 

acts of infringement, wruch was based on three factors: advertising services, 

especially to a known copyright infringing community; failing to develop filtering 

tools or other mechanisms to reduce infringement; and designing a business based 

on massive infringement.217 A similar decision was reached in Sharman with respect 

to the KaZaa software that the KaZaa system was li able for authorizing copyright 

infringement by providing file-sharing system to users.218 However, it was argued 

that the Grokster and Sharman scenarios 'do not always result in liability for the 

215 Sharman [2005] FCA 1242. 

216 Jane C Ginsburg & Sam Ricketson, 'Inducers and Authorisers: a Comparison of the US 
Supreme Court's Grokster Decision and the Australian Federal Court's KaZaa Ruling' (2006) 11 
Media &Arts Law Review 1, 2: both decisions 'repay careful considerations of the way in 
which the respective courts have addressed the relationship between the protection of authors' 
rights and the advent of new technologies, particularly in relation to peer-to-peer networks'. 

217 Grokster, 938. 

218 Jane C Ginsburg & Sam Ricketson, 'Inducers and Authorisers: a Comparison of the US 
Supreme Court's Grokster D ecision and the Australian Federal Court's KaZaa Ruling' (2006) 11 
Media &Arts Law Review 1, 17: 'The KaZaa decision's resemblance to Grokster's three-point 
analysis is striking. Like the US Supreme Court, the Australian Federal Court addressed the 
defendant's promotion of the infringement-facilitating features of its service to a 'risky 
demographic' of likely infringers; defendant's deliberate failure to filter out infringing content; 
and its infringement-dependant business plan. The Federal Court also noted the colourable 
nature of such copyright-protective measures as KaZaa had taken (wink-and-nod website 
warnings not to commit infringement)'. 
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distributor in these different jurisdictions'219 if the liability tests in two cases were 

exchanged with each other. Under an authorisation test, the second factor alone 

could support a finding of authorisation without the need of showing the 

intention of subsequent infringement because the 'defendant's failure to filter 

results when they had the power to do so was tantamount to extending an 

unqualified invitation to infringe'.220 The different hypothetical results lies in the 

dissimilarities between the two underlying theories. For analysing liability of P2P 

system at the international level, the differences could have significant implications. 

Fourth, the United Kingdom approach requires two-step analysis. First, whether 

the defendant falls within the notion of authorisation, and second, whether the 

defendant fulfils the multiple factors. These factors include subjective elements 

such as knowledge, and objective elements such as relationship, control, means 

used to infringe, inevitability of infringement and due care. In the United States, 

on the other hand, courts adopt doctrine of contributory liability based on 

knowledge and material contribution, vicarious liability based on control and 

financial benefit, and inducement liability based on inducing activity of the 

defendant. The common factor for both courts is the culpable mental status of the 

defendant such as knowledge. 221 

The United States courts developed a Sony defence for dual use technology that has 

219 Jeffrey CJ Lee, 'Authorizing Copyright Infringement and the Control Requirement: a Look at 
P2P File-Sharing and Distribution of New Technology in the U.K., Australia, Canada, and 
Singapore' (2007) 6(2) Canadian Journal of Learning and Technology 83, 84. 

220 Aden Allen, 'What's in a Copyright? The Forgotten Right 'To Authorise" (2008) 9 The 
Columbia Science and Technology Law Review 87, 114. 

221 Jane C Ginsburg & Sam Ricketson, 'Inducers and Authorisers: a Comparison of the US 
Supreme Court's Grokster Decision and the Australian Federal Court's KaZaa Ruling' (2006) 11 
Media &Arts Law Review 1, 17: 'For both courts, however, the knowledge of the defendants as 
to the likelihood of infringements occurring - and the scale of these infringements - was clear: 
neither was an innovator 'innocently' developing a new technology which might inevitably 
spawn infringements in its wake.' 
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substantial noninfringing uses, while no such defence has ever been developed 

under United Kingdom laws. The purpose of the Sot!)! defence was to forbid 

imputing culpability of a defendant merely based on the infringing ability of a 

technology; however, this rule has been under constant debates. 222 The United 

Kingdom does not have this problem, because the multi-factors analysis takes a 

comprehensive view of the defendant's culpability. 223 In this sense, the United 

Kingdom's factor analysis approach serves better for imposition of indirect liability 

than the United States approach. 

Fifth, it is still a puzzle as to why the United States Congress codified indirect 

liability in patent law but not copyright law. It is also confusing as to why 

'authorisation' which codified in copyright law in United Kingdom and Australia, 

was interpreted and applied as a category of imposing third party liability but not 

in the United States? Some scholars argue that there is adequate support for an 

authorisation standard in American common law224 and propose that the United 

States should borrow the authorisation test from English and Australian copyright 

systems, which would hold a party liable for \1) failing to take reasonable and 

222 Ibid. 

223 Jane C Ginsburg & Sam Ricketson, 'Inducers and Authorisers: a Comparison of the US 
Supreme Court's Grokster Decision and the Australian Federal Court's KaZaa Ruling' (2006) 11 
Media &Arts Law Review 1, 17-18: None the less, despite the similarities between the two 
decisions, the prospects of finding liability for enabling infringement may be greater in 
Australia than in the US, principally because there is no precedent in Australia equivalent to 
Sot!) : where the UK and Australian courts have rejected 'authorisation liability' with respect to 
recording devices and media, this has been based on lack of control over the users' acts, not on 
the non-infringing uses to which the recorders could be put. On the other hand, it should be 
noted that a 'bad guy' inducement theory of liability, absent some degree of control and/ or 
lack of reasonable steps to prevent infringement, will not succeed in Australia on current 
theories of joint tortfeasor liability. Thus, the KaZaa court rejected out of hand an extravagant 
claim by the applicant against the defendant on the ground of civil conspiracy, and it is also 
likely that any lesser claim based on procuring and facilitating end user infringements would 
have failed on the basis of lack of common design between Sharman and end users. 

224 See Aden Allen, What's in a Copyright? The Forgotten Right 'To Authorise" (2008) 9 The 
Columbia Science and Technology Law Review 87, 102-104. 
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effective measures to curtail infringement while (2) not enabling copyright owners 

to monitor infringement themselves.ms This route, according to Aden Allen, was 

also proposed by Lemley, as 'Reasonable Alternative Design'.226 This design bears 

much virtue, for instance, the contested S otry rule under this test would be 

irrelevant. What is more, according to Aden Allen, 

This approach has much to recommend it. First, it would eliminate the 
requirement of finding actual or imputed intent, although intent could 
still help support a finding of liability. Secondly, this formulation 
would not extend copyright protection beyond that already provided 
by Congress in the Copyright Act. Thirdly, this standard would strike a 
balance between the costs to the innovator and those to the copyright 

owner, the innovator choosing to either take reasonable and effective 
measures to curtail infringement, thereby trading off some autonomy; 
or enabling the copyright owner to monitor infringement, a burden 
which many of the larger copyright holders already shoulder. Thus, 
innovators who attempt to avoid all costs should be found liable.227 

It was also suggested that if incorporation of the inducement doctrine into 

copyright law in the United States was unnecessary, 228 the Grokster Court could 

have 'based its decision on a right Congress had already provided in the Copyright 

Act, namely the owner's exclusive right 'to authorise".229 

However, this thesis argues that authorisation test should not be applied as a 

category of indirect liability in the copyright regime in the United States. For one 

225 Ibid 87. 

226 Ibid Footnote 169, 'Lemley argues that because infringement is tort-based liability could be 
found if there was a Reasonable Alternative Design as in products liability cases. See Mark A. 
Lemley, Inducing Patent Infringement, 39 U.C. Davis Law Review 225, 232 (2005)'. 

227 Aden Allen, 'What's in a Copyright? The Forgotten Right 'To Authorise" (2008) 9 The 
Columbia Science and Technology Law Review 87, 115. 

228 Ibid 89. 

229 Ibid 101. 
250 



thing, the concept of 'authorisation' has been under debate in United Kingdom 

and Australia for decades, with its meaning being stretched indefinitely, 

incorporating 'sanction, approve and countenance', 'grant of purported to grant', 

'expressly or implied' .... It is dangerous to borrow a yet undefined and confused 

concept at this point. Secondly, contributory liability in US copyright law has a long 

history and the acknowledgement of it has been worldwide in not only English law 

system but also civil law system. In the modern days when P2P illegal file sharing 

has become a global crisis, the adoption of a worldwide-accepted concept and 

liability is necessary and important. 

Thomas Hays noticed that a third approach for reconciling both the United States 

and the United Kingdom approaches have been adopted by courts, in the digital 

revolution: 

[T]his evolution shows a blending of the traditional categories of 
liability, combining elements of imputed knowledge, control, and 
benefit from both contributory and vicarious liability for form a third 
theory of secondary liability applicable to those who engage in 
electronic commerce. 230 

When a new approach is adopted, with consideration of liability elements such as 

knowledge, control, relationship and due care, the key to solve a case becomes the 

immediacy of relationship between the direct and indirect infringements, and the 

remoteness of the nexus from the primary to secondary infringements. 231 The 

closer the relationship is, the more likely the liability occurs. 

6.6 Conclusion 

230 Thomas Hays, 'The Evolution and Decentralisation of Secondary Liability for Infringements 
of Copyright-Protected Works: Part 1' (2006) 28(12) European Intellectual Property Review 
617,617. 

231 Ibid 620. 
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This chapter takes a comprehensive review of the authorisation liability doctrine in 

the United Kingdom and Australia. Through critical analysis of this doctrine in the 

development of case laws, this thesis finds that problems have been constantly 

arising with regard to interpretation and application of the authorisation doctrine. 

In the United Kingdom, the doctrine of authorisation has been developing with 

reference to not only UK laws but also Australian laws. Two opposing trends -

expansive and strict - have evolved within this doctrine. The debate on how far the 

notion of authorisation should be stretched has never stopped. 

Through comparison of the two approaches on aspects of category, form, 

underlying theory, constituting factors and codification of indirect copyright 

liabilities, this thesis finds that no approach is perfect. Each has virtues and defects. 

China, as a developing country, has gained some nutrition from the existing body 

of legislation in the United States. For instance, the China's 2006 Regulation was a 

result of learning from the United States' DMCA safe harbour provisions. 

However, the attribution of indirect liability in China has been ignored owning to 

the different legal system. The United States indirect copyright liability doctrines, 

developed out of case laws, have not been codified yet. There have been no 

establi shed rules on the attribution of indirect liability for China to borrow. Thus 

China stepped into a dilemma: on the one hand, the safe harbour rules has been 

playing important roles in both attribution and exemption of li abilities; on the 

other hand, the newly issued 2010 Tort Liability Law and 2013 Provision also seek 

to serve as liability attribution rules. As demonstrated in chapter two, these rules 

have not been systematically organised and interpreted. In this sense, a thorough 

reading of the Anglo-American doctrines is vital. 
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Since China has developed the aiding and abetting liabilities that correspond to the 

United States contributory and inducement liabilities, existing framework should 

maintain. The United States comprehension of factors such as knowledge and 

material control should also serve as a guide to China. However, like Reis 

proposed, 'what is needed is a transparent analytical framework that assures 

objective facts for an otherwise subjective judgment', 232 the United States factors 

analysis, comparing with the United Kingdom approach is not comprehensive. A 

single 'material contribution' factor is not as instructive as objective elements such 

as relationship, control and due care. A combined culpable conduct-based 

approach, which draws from both the United States and the United Kingdom, is 

suggested. It proposes two types of indirect copyright liability, aiding and abetting 

liability, can be attributed on intermediaries. For each type of liability, the 

subjective and objective elements need to be fulfilled. The subjective element 

requires fault, which means knowledge or intent of the indirect infringer. The 

objective element requires action or causation. 

232 Robert I Reis, 'The S01ry Legacy: Secondary Liability Perspectives' (2009) 3(183) Akron 
Intellectual Property Law Journal 205, 245. 
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Chapter 7 A Build-to-Suit Approach for Modifying Safe 

Harbours in China 

This chapter, taking the United States DMCA safe harbours as examples, discusses 

the exemption rules of indirect copyright liability. It provides detailed 

interpretation by employing relevant scholarly debates and court opinions in order 

to create more clarity in the application of the rules. Since the United Kingdom 

safe harbours are a result of implementing the European Union E-Commerce 

Directive, which was inspired by the DMCA safe harbours, this study only briefly 

compares the differences between the United Kingdom and the United States rules 

rather than elaborating on United Kingdom's rules. This chapter proposes to 

modify the Chinese safe harbour rules based on a deeper understanding of the 

United States safe harbour provisions, especially with regard to the knowledge 

standard and the control and benefit standard. 

7 .1 Introduction 

With the object of adapting to the new technologies at the turn of the century and 

satisfying America's commitment to WIPO Treaties, 1 the Digital Millennium 

Copyright Act was enacted by the United States Congress in 1998 to 'implement 

the World Intellectual Property Organization Copyright Treaty',2 and to 'update 

domestic copyright law for the digital age'.3 The DMCA is divided into five titles, 

1 According to Judge Posner, 'the DMCA is an attempt to deal with special problems created by 
the so-called digital revolution. One of these is the vulnerability of Internet service providers 
such as AOL to liability for copyright infringement as a result of file swapping among their 
subscribers.' Citing from In re Aimster, 334 F.3d 643 (7th Cir. 2003), at 655. 

2 Universal City Studios, Inc. v Corlry, 273 F. 3d 429, 440 (2d Cir. 2001), citing from Viacom v You Tube, 
676 F.3d 27 (2012). 

3 Ellison v Robertson, 357 F. 3d 1072, 1076 (9'h Cir. 2004), Quote from Viacom v YouTube, 676 F.3d 
27 (2012). 
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among which Title II provides 'Online Copyright Infringement Liability Limitation 

Act' (OCILLA) in adding a new§ 512 to the Copyright Act, which creates a series 

of safe harbours4 by placing limitations on liabilities for copyright infringement by 

Online Service Providers (OSPs) .5 

Designed as a balance between protecting the rights of copyright holders and 

promoting technology development, DMCA safe harbours have played a 

significant role in U.S. copyright law. 6 • For technology developers, efficiency of 

internet services is assured and the variety and quality of the services continues to 

improve.7 For copyright owners, an efficient remedy is provided without incurring 

substantial litigation fees.8 

There has been a significant amount of scholarly literature and judiciary opinions 

on the interpretation of the DMCA safe harbour rules, especially on the meaning 

4 17 U.S.C. § 512 is also referred to as 'DMCA safe harbours', which preclude imposing monetary 
liability on service providers who provide 'transitory digital network communications', 'system 
caching', 'information residing' and 'information locating' services for copyright infringement 
that occurs as a result of specified activities. 

5 For the differences between ISP and OSP, please refer to footnote 42 in Amir Hassanabadi, 
'Viacom v. YouTube - All eyes Blind: the Limits of the DMCA in a Web 2.0 World' (2011) 26 
Berkeley Technology Law Journal 405, 410. 

6 With the object of adapting to the new technologies at the turn of the century and satisfying 
America's commitment to WIPO, the Digital Millennium Copyright Act was enacted by the 
United States Congress in 1998 to 'implement the World Intellectual Property Organization 
Copyright Treaty', and to 'update domestic copyright law for the digital age'. The DMCA is 
divided into five titles, among which Title II provides 'Online Copyright Infringement Liability 
Limitation Act' (OCILLA) in adding a new§ 512 to the Copyright Act, which creates a series 
of safe harbours by placing limitations on liabilities for copyright infringement by Online 
Service Providers (OSPs) . 

7 S. Rep. No. 105-190 (1998) at 8: 'without clarification of their liability, service providers may 
hesitate to make the necessary investment in the expansion of the speed and capacity of the 
Internet.' 'By protecting service providers from monetary damages and limited injunctive relief, 
the DMCA ensures that the efficiency of the Internet will continue to improve and that the 
variety and quality of services on the Internet will continue to expand.' 

8 Amir Hassanabadi, 'Viacom v. YouTube -All Eyes Blind: the Limits of the DMCA in a Web 2.0 
World' (2011) 26 Berkeley Technology Law Journal 405,412. 
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of the knowledge and control requirements. 9 However, recent developments in 

American copyright litigation make it highly doubtful that the current 

interpretation is sufficiently clear. For one thing, Circuit Courts demonstrate split 

judiciary opinions on the content of knowledge, the specificity of the knowledge 

requirement, the qualifications of actual and red flag knowledge, the willful 

blindness doctrine, and the relationship between the knowledge requirement and 

the common law contributory infringement doctrine. 10 Similar questions arise 

when courts deal with the interpretation of the control requirement, e.g., whether 

item specific knowledge is required, whether the control requirement codifies 

vicarious liability, and what 'something more' means in the application. 

These uncertainties have caused major confusion in litigations, which threatened to 

undermine the purpose of the DMCA safe harbours. In practice, after years of 

their application in litigations, the safe harbours have been under severe criticism as 

'a confusing and illogical patchwork' which 'makes no sense;'11 as very old;12 and as 

baring deficiencies in vague and ambiguous language, which reflect the political 

9 See, e.g., Mark A Lemley, 'Rationalizing Internet Safe Harbours' (2007) 6 Journal on 
Telecommunications and High Technology Law 101; Edward Lee, 'Decoding the DMCA Safe 
Harbours' (2009) 32 Columbia Journal of Law & the Arts 233; Peter Leonard, 'Safe Harbours 
in Choppy Waters - Building a Sensible Approach to Liability of Internet Intermediaries in 
Australia' (2010-2011) 3 Journal of International Media & Entertainment Law 221; R Anthony 
Reese, 'The Relationship Between the ISP Safe Harbours and the Ordinary Rules of Copyright 
Liability' (2009) 32(4) Columbia Journal of Law & the Arts 426; Amir Hassanabadi, 
'Viacom v. YouTube - All Eyes Blind: the Limits of the DMCA in a Web 2.0 World' (2011) 26 
Berkeley Technology Law Journal 405. 

10 E.g., the Ninth Circuit in UMG and the Second Circuit in Viacom took different position in 
interpreting whether to import a specific knowledge requirement into the control and benefit 
provision. See UMG Recordings, Inc. v. Shelter Capital Partners ILC, 667 F.3d 1022, 1041 (9th Cir, 
2011); and Viacom International Inc. v YottTube, Inc., 676 F.3d 19, 25 (2d Cir. 2012). 

11 Mark A Lemley, 'Rationalizing Internet Safe Harbours' (2007) 6 Journal on 
Telecommunications and High Technology Law 101, 102. 

12 Edward Lee, 'Decoding the DMCA Safe Harbours' (2009) 32 Columbia Journal of Law & the 
Arts 233, 233. 
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compromise.13 It is crucial to clear up the uncertainties in order to encourage both 

the protection of copyright and the development of new technologies. 

In China, Articles 20 to 23 of the 2006 Regulation, perceived as 'safe harbour 

provisions', 14 were discussed in extensive literature. 15 They provide liability 

limitations for four types of network service providers (NSPs), who provide 

services of 'automatic access', 'automatic storage', 'network storage space' and 

'searching or linking service'. 16 Current copyright indirect liability provisions 

learned the concepts from the DMCA and tried to establish an ISP liability system 

similar to that of in the United States, but failed to accommodate with specific 

conditions of China. The next generation of the ISP liability system in China 

should correct this flaw and avoid repeating the same mistake. 

With the object to clear the cloud in the process of interpreting and applying the 

DMCA safe harbour rules, and to contribute to the interpretation of similar rules 

inspired by DMCA in other jurisdictions,17 this chapter adopts approaches such as 

13 'A safe harbour generally was the outcome of a political compromise effected after heavy 
lobbying between rights holders or others and the internet industry. Sometimes the drafting 
deficiency reflects a political compromise that is reflected in vague or open language.' Citing 
from Peter Leonard, 'Safe Harbours in Choppy Waters - Building a Sensible Approach to 
Liability of Internet Intermediaries in Australia' (2010-2011) 3 Journal of International Media 
& Entertainment Law 221,235. 

_14 Articles 14-17 and 24, rule on the 'notice and take-down' procedure, similarly to its US DMCA 
counterpart. However, safe harbour provisions in China is generally referred to as Articles 20-
23 of the 2006 Regulation. 

15 See Qian Wang, 'Effect of the Safe Harbour Provisions under the Communication Regulations' 
(2010) 6 Legal Science Monthly 128; Wei Xu, 'The Redefinition and Systematic Influence of 
Notice and Takedown Regime' (2013) 1 Modern Law Science 58; Seagull Haiyan Song, 'A 
Comparative Copyright Analysis of ISP Liability in China Versus the United States and Europe' 
(2010) 27 (7) The Computer & Internet Lawyer 1. 

16 See Articles 20-23 of the 2006 Regulation. 

17 For example, safe harbours in EU which take the forms of 'mere conduit', 'caching' and 
'hosting', are prescribed in Arti cles 12-15 of Directive 2000/31 on information society services, 
in particular electronic commerce, in the internal market. In Australia, four categories of 'mere 
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contextual, structure, legislative intent, economics and case analysis. It 

recommends strict interpretation for the balance between right holders and service 

providers, and for the efficient application of the safe harbour rules. It also 

demonstrates that after years of confusion since the implement of the safe 

harbour provisions, the Circuit Judges in the United States finally reached 

consensus on the recent decisions regarding the key elements. It also finds that the 

statutory safe harbours do not codify the common law principles, but complement 

them in subtle and important ways. At last, this chapter proposes to reinterpret 

China's safe harbour provisions, relying on the newly enacted 2013 Provision as a 

base of liability. Most of all, the Chinese safe harbour provisions need to be 

amended accordingly. 

7.2 The United States' Approach: Strict Interpretation 

7 .2.1 Guiding Principles of Interpretation, Threshold Criteria & Structure 

Existing literature has provided three guiding principles on the interpretation of 

safe harbour rules: integrity, clarity and uniformity. 

First, in practice, courts have adopted strict interpretation when applying the 

DMCA safe harbour provisions to avoid loophole and preserve integrity. It is 

preferably that the one that produces loophole be disfavoured and the reasonable 

alternative that protects the integrity of the safe harbour is adopted. Only in this 

way, the safe harbour can be truly safe. For instance, in Shelter, the Judge said, 

'Statutory interpretation begins with the language of the statute.' 

conduit', 'caching', 'storing' and 'information locating' are defined in its Copyright Act 1968. 
116AH of the Copyright Act 1968 sets out the conditions for each of the categories of 
activities defined in 116 AC-116AF. 
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When terms are not defined within a statute, they are accorded their 

plain and ordinary meaning, which can be deduced through reference 
sources such as general usage dictionaries. 'Statutory language must 

always be read in its proper context', and 'in determining the meaning 
of the statute, we look not only to the particular statutory language, 

but to the design of the statute as a whole and to its object and 
policy'. We must, if possible, interpret a statute such that all its 

language is given effect, and none of it is rendered superfluous.18 

Second, Edward Lee proposes a second principle that 'the DMCA safe harbours 

should be interpreted or clarified in a way to promote certainty and clarity for 

private planning',19 because 'an unclear "safe harbour" is self-defeating and of no 

practical use because it cannot guide people in how to avoid liability'. 2° Court 

should guide not only the Internet service providers on what steps to take to fall 

within the safe harbour, but also the ordinary people on how the take down 

unauthorised works to avoid their freedom of speech being violated. 

Third, Mark Lemley suggests current United States safe harbours should be 

replaced with a uniform safe harbour rule, with reference to the model of 

trademark immunity statute. 21 He indicates that the fact that DMCA safe harbour 

regime only applies to copyright law, is confusing and illogical. Moreover, the 

DMCA safe harbour has a digital hole that does not solve the vicarious liability 

puzzle; neither does it solve the later developed problem of peer-to-peer illegal file 

sharing. After considering the four different approaches, which include 'no safe 

18 [UMG II.1] UMG Recordings, Inc. v Shelter Capital Partner LLC 667 F.3d 1022 (9th Cir. 2011) 
withdrawn and superseded by UMG Recordings v Shelter Capital Partners LLC (9th Cir. 2013), No. 
10-55732, 2013 WL 1092793, at 41. 

19 Edward Lee, 'Decoding the DMCA Safe Harbours' (2009) 32 Columbia Journal of Law & the 
Arts 233, 262. 

20 Ibid. 

21 Mark A Lemley, 'Rationalizing Internet Safe Harbours' (2007) 6 Journal on 
Telecommunications and High Technology Law 101, 102. 
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harbour', 'absolute safe harbour', 'notice and takedown' and 'the trademark 

regime', to standardize the safe harbour regime, he proposes 'a single, rationally 

designed safe harbour based on a modified trademark model'.22 

Specifically speaking, to qualify for protection under any of the safe harbours, a 

party must meet a set of threshold criteria. 23 First, the party must in fact be a 

'service provider', defined in pertinent part, as 'a provider of online services or 

network access, or the operator of facilities therefore.' 24 Second, a party that 

qualifies as a service provider must satisfy certain 'conditions of eligibility' that 

include the 'repeat infringer policy' and the 'standard technical measures'.25 

The first condition requires the adoption and reasonable implementation of a 

'repeat infringer' policy that 'provides for the termination in appropriate 

circumstances of subscribers and account holders of the service provider's system 

or network.'26 For instance, In In re Aimster, Aimster who provided encrypted file 

sharing service did not qualify the DMCA safe harbours protection, because it not 

only failed to adopt the repeat infringer policy to prevent the use of its service in 

22 Ibid 119. 

23 Required as 'conditions for eligibility' under§ 512(i). 

24 As defined in subsection (k), the term 'service provider' has two definitions. Subsection 
(k)(l )(A) defines a narrower range of functions and applies to use of the term in subsection(a), 
which means an entity offering the transmission, routing, or providing of connections for 
digital online communications, between or among points specified by a user, of material of the 
user's choosing, without modification to the content of the material as sent or received. The 
broader meaning defined in subsection (k)(l)(B) means a provider of online services or 
network access, or the operator of facilities thereof, and includes an entity described in 
subparagraph (A). 

25 § 512(i)(1). 

26 § 512(i)(1)(A): ' [The limitations on liability established by this section shall apply to a service 
provider only if the service provider] - has adopted and reasonably implemented, and informs 
subscribers and account holders of the service provider's system or network of, a policy that 
provides for the termination in appropriate circumstances of subscribers and account holders 
of the service provider's system or network who are repeat infringers'. 
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exchanging mass infringing materials, but also encouraged the infringement. 27 

Though, the statute does not define 'reasonable implemented', case law suggests 

that a service provider 'implements' a policy if 'it has a working notification 

system, a procedure for dealing with DMCA-compliant notifications, and if it does 

not actively prevent copyright owners from collecting information needed to issue 

such notifications.'28 As for assessing the 'reasonableness' of the implementation 

of policy, CCBilf Court warned that neither a service provider need affirmatively 

polices its users for evidence of repeat infringement, nor the knowledge standard 

of section 512(c) to be undermined. 29 The second condition provides that a 

qualifying service provider must accommodate and not interfere with 'standard 

technical measures' that are used by copyright owners to identify or protect 

copyrighted works.30 

The DMCA safe harbours' structure was described in almost identical language in 

the House Report31 and the Senate Report32: 

27 In re Aimster, 334 F.3d 643 (7th Cir. 2003), at 655: 'The common element of its safe harbours is 
that the service provider must do what it can reasonably be asked to do to prevent the use of 
its service by 'repeat infringers.' 17 U.S.C.§ 512 (i)(1)(A). Far from doing anything to discourage 
repeat infringers of the plaintiffs' copyrights, Aimster invited them to do so, showed them how 
they could do so with ease using its system, and by teaching its users how to encrypt their 
unlawful distribution of copyrighted materials disabled itself from doing anything to prevent 
infringement.' 

28 Peifect 10, Inc. v CCBill ILC 488 F.3d 1102 (9th Cir. 2007), at 1109. Court summarised the 
previous cases regarding the implementing of the policy: 'Ellison, 357 F.3d at 1080 (working 
notification system required); Corbis Corp. v. A112azon.co1n1 Inc., 351 F.Supp.2d 1090, 1102-03 
(WD.Wash.2004) (must adopt procedure for dealing with notifi cations); In re Aimster Copyright 
Litzg., 252 F.Supp.2d 634, 659 (N.D.111.2002) (policy not implemented if service provider 
actively blocks collection of information).' 

29 Peifect 10, Inc. v CCBill LLC 488 F.3d 1102 (9th Cir. 2007) 1111. 

30 Section 512 (i)(l)(B) and (i)(2). 

31 The House Committee on Commerce Report, H.R. Rep. No. 105-551 (1998). 

32 The Senate Judiciary Committee Report, S. Rep. No. 105-190 (1998). 
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New section 512 contains limitations on service providers' liability for 
five general categories of activity set forth in subsections (a) through 
( d) and subsection (f) .. . Rather, the limitations of liability apply if the 

provider is found to be liable under existing principles of law .... To 
qualify for these protections, service providers must meet the 
conditions set forth in subsection (h), and service providers' activities 
at issue must involve a function described in subsection (a), (b), (c), (d) 

or (f), respectively.33 

According to the structure, a service provider must satisfy the requirements of a 

particular safe harbour. 'Service providers' base these requirements on four 

primary categories of conduct: transitory communications, system caching, storage 

or transmission of information at the direction of users and information location 

tools. The third 34 and the fourth 35 categories of services that share great 

resemblance to each other are of particular relevance to the major topic in this 

chapter. 

7.2.2 The Knowledge Requirement Under§ 512(c) and (d) of DMCA 

Section 512(c)(1)(A) and section 512(d)(1) of the DMCA are similar, both 

providing that a service provider who stores 'information residing on systems or 

networks at direction of users' or provides 'information location tools' shall not be 

liable for monetary relief, if the service provider 'does not have actual knowledge 

that the material or an activity using the material on the system or network is 

infringing'; and 'in the absence of such actual knowledge, is not aware of facts or 

circumstances from which infringing activity is apparent'; or 'upon obtaining such 

33 H.R. Rep. No. 105-551 (1998), at 50; S. Rep. No. 105-190 (1998), at 40-41. 

34 Section 512(c) provides safe harbour for 'information residing on systems or networks at 
direction of users'. 

35 Section 512(d) provides safe harbour for information location tools service providers. 
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knowledge or awareness, acts expeditiously to remove, or disable access to, the 

material that is claimed to be infringing or to be the subject of infringing activity'.36 

7.2.2.1 The Content of Knowledge: Occurrence of the Activity or the 

Infringing Nature of the Activity? 

'Knowledge' may refer either to knowledge of the activity itself or knowledge that 

the activity constitutes infringement. The latter argument is supported by an 

analysis of the statutory language, legislative history and case interpretation. 37 First, 

from the plain reading of the legislative language, it is evident that relevant 

provisions clearly require that the provider knows not only of the existence of the 

infringing material or activity, but also that it is infringing.38 Second, with regard to 

the red flag test,39 the committee reports reflecting legislative history made clear 

that 'the red flag must signal to the provider not just that the activity is occurring, 

but that the activity is infringing'.40 In other words, knowledge depends on whether 

the facts and circumstances make apparent the infringing nature of the user's 

36 See Section 512( c) (1) (A) and section 512( cl) (1). 

37 R Anthony Reese,' The Relationship Between the ISP Safe Harbours and the Ordinary Rules 
of Copyright Liability' (2009) 32( 4) Columbia Journal of Law & the Arts 426, 433-436. 

38 Section 512(c)(1)(A)(i) prescribes that a service provider 'does not have actual knowledge that 
the material or an activity using the material on the system or network is infringing', so does 
section 512(d)(1)(A). 

39 S. Rep. No. 105-190, at 44 (1998): 'Subsection (c)(l)(A)(ii) can best be described as a "red flag" 
test.' 

40 H.R. Rep. No. 105-551, pt. 2, at 57-58 (1998): 'Absent such 'red flags' ... , a directory provider 
would not be ... aware merely because it saw one or more well known photographs of a 
celebrity at a site devoted to that person. The provider could not be expected, during the 
course of its brief cataloguing visit, to determine whether the photograph was still protected 
by copyright or was in the public domain; if the photograph was still protected by copyright, 
whether the use was licensed; and if the use was not licensed, whether it was permitted under 
the fair use doctrine.' It can be deduced from this passage that mere knowledge of the activity's 
existence is not enough, the infringing nature of the activity must be known to the service 
provider. 
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activity.41 Case law has strengthened the above arguments. For instance, the Ninth 

Circuit in Peifect 10) Inc. v. CCBill ILC rejected the copyright owner's allegation that 

the defendants must have been aware of apparent infringing activity because of 

the obvious nature of the domain names such as 'illegal.net' and 

'stolencelebritypics.com'.42 According to the court, the infringing nature could not 

be certain because the burden of determining whether photographs were illegal 

could not be placed on the service provider.43 Thus, the relevant question was not 

'whether the defendants knew about the photographs, but whether they knew of 

the photos' infringing nature'.44 Another example is Corbis Corp. v. Amazon.com,45 in 

which the court concluded that although Corbis sent Amazon notices, they did not 

constitute red flags, because Corbis was silent regarding the content of the 

complained listings, which meant Amazon had no clue of the infringing nature of 

those sales. 46 In this light, the court thus articulated the statutory 'awareness' 

standard as more demanding than the common law 'should have known' 

standard.47 

41 R Anthony Reese, 'The Relationship between the ISP Safe Harbours and the Ordinary Rules 
of Copyright Liability' (2009) 32(4) Columbia Journal of Law & the Arts 426, 434. 

42 488 F.3d 1102 (9th Cir. 2007). 

43 488 F.3d 1102, 1114. 

44 R Anthony Reese, 'The Relationship between the ISP Safe Harbours and the Ordinary Rules 
of Copyright Liability ' (2009) 32( 4) Columbia Journal of Law & the Arts 426, 435. 

45 351 F. Supp. 2d 1090 (WD. Wash. 2004). 

46 Corbis Corp. v. Amazon.com, 351 F. Supp. 2d at 1108: 'In determining whether a service provider 
is 'aware of facts or circumstances from which infringing activity was apparent,' . . . the 
question is not 'what a reasonable person would have deduced given all of the 
circumstances.' . .. Instead, the question is 'whether the service provider deliberately proceeded 
in the face of blatant factors of which it was aware.' .. . As articulated by Congress, apparent 
knowledge requires evidence that a service provider 'turned a blind eye to red flags of obvious 
infringement.' ' 

47 R Anthony Reese, 'The Relationship between the ISP Safe Harbours and the Ordinary Rules 
of Copyright Liability' (2009) 32(4) Columbia Journal of Law & the Arts 426, 436. 
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7 .2.2.2 General Knowledge or Specific Knowledge? 

YouTube, owned by Google, is a video-sharing website that allows users to upload 

videos free of charge. In 2008, Viacom, a copyright holder of many video files that 

had been uploaded to YouTube, sued YouTube for both direct and indirect 

copyright infringement, alleging that YouTube had actual knowledge of ongoing 

infringement and had received a financial benefit from the infringement in the 

form of advertising revenue from the resulting web traffic. 48 Viacom also alleged 

that YouTube's infringing activity was outside the scope of safe harbour provision 

of DMCA.49 

One major question, dealt with in the length litigation of Viacom v YouTube case 

was whether the statutory phrases 'actual knowledge that the material or an activity 

using the material on the system or network is infringing,' and 'facts or 

circumstances from which infringing activity is apparent' in § 512 (c)(1)(A)(i) and 

(ii) mean a general awareness that there are infringements, or rather mean actual or 

constructive knowledge of specific and identifiable infringements of individual 

items?50 

The United States District Court for the Southern District of New York (S.D.N.Y) 

grant summary judgement in favour of the defendants on all claims of direct and 

contributory copyright infringement, 51 finding that YouTube's general awareness 

of infringing video clips did not deny it the protection of the safe harbour 

provision of the DMCA. 

48 [Viacom 1] 718 F. Supp. 2d 514 (S.D.N.Y. 2010). 

49 Ibid. 

so [Viacom 11] 718 F.Supp.2d 514 (S.D.N.Y. 2010), at 519. 

51 Ibid, at 529. 
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However, the Court of Appeals for the Second Circuit vacated the order granting 

summary judgment, because 'a reasonable jury could find that YouTube had actual 

knowledge or awareness of specific infringing activity on its website', and the case 

was remanded for the District Court to determine whether YouTube had 

knowledge or awareness of any specific instances of infringement corresponding 

to the clips-in-suit. 52 Furthermore, it was held that the District Court erred by 

interpreting the 'right and ability to control' infringing activity to require 'item­

specific' knowledge.53 Though the appellant court deemed that the district court's 

summary judgement for the defendants was premature, it considered the district 

court correctly interpreted § 512 (c)(l)(A), that the safe harbour requires 

knowledge or awareness of specific infringing activity. 54 

The court reached its finding from contextual analysis, structural analysis, 

legislative intent analysis, and case law analysis. 

First, the court read from the context of the statute. 55 In practice, service providers 

must expeditiously remove or disable access to the infringing material only if they 

can locate the material, which requires specific knowledge of the infringement. 56 

Second, the structure and operation of the statute require the 'specific knowledge' 

construction of the safe harbours. As pointed out by Judge Fisher in UMG 

52 [Viacom Ill] 676 F.3d 19 (2d Cir. 2012), at 26. 

53 Ibid. 

54 Ibid, at 32. 

55 Viacom III, 676 F.3d 19 (2d Cir. 2012), at 30. 

56 Viacom I, at 523, the court stated that 'under§512 (c)(1)(A), knowledge or awareness alone does 
not disqualify the service provider; rather, the provider that gains knowledge or awareness of 
infringing activity retains safe-harbour protection if it 'acts expeditiously to remove, or disable 
access to, the material. 17 U.S.C. §512 (c)(1)(A)(iii).' 
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Recordings, I nc. v. Shelter Capital Partners, LLC,57 considerations of requiring specific 

knowledge of particular infringing activity were reflected in Congress' decision to 

enact a notice and takedown protocol, and in the 'exclusionary rule' that prohibited 

consideration of substantially deficient §512 (c)(3)(A) notices which encourage the 

copyright holders to clearly identify specific infringing material, 58 rather than 

putting the monitoring obligation on service providers. This leads to the second 

consideration: the requirement of general knowledge would impose an obligation 

of policing infringement on service providers, which contradicts §512 (m) of 

DMCA. 59 The view that requiring expeditious removal in the absence of specific 

knowledge or awareness would be 'to mandate an amorphous obligation' and 

cannot be reconciled with the language of the statute. 60 Third, the legislative intent 

reflected in the Committee Reports also requires specificity of the knowledge. 

Both the Senate and House Reports noted that the Online Copyright Infringement 

Liability Limitation Act (OCILLA) was intended to provide 'strong incentives for 

service providers and copyright owners to cooperate to detect and deal with 

copyright infringements.'61 Copyright holders are better able to efficiently identify 

infringing copies than service providers 'who cannot readily ascertain what material 

is copyrighted and what is not'. 62 The Reports also cleared the cloud in the 

construction of the actual and red flag knowledge by indicating that their 

difference is not between specific and general knowledge, but between a subjective 

57 718 F.3d 1022 (9th Cir. 2011) withdrawn and superseded by UMG Recordings v. Shelter Capital 
Partners LLC, No. 10-55732, 2013 WL 1092793 (9th Cir. 2013) [hereinafter UMG III]. 

58 UMG III, at 32. 

59 17 U.S.C.§512(m): 'nothing in this section shall be construed to condition the applicability of 
subsections (a) through (d) on ... a service provider monitoring its service or affir matively 
seeking facts indicating infringing activity.' 

60 Viacom III, at 31. 

61 See S. Rep. No. 105-190, at 20; H.R. Rep. No. 105-551, pt. 2, at 49. 

62 UMG III, at 31. 
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and objective standard. 63 Case law also comports with the specific knowledge 

requirement. For instance, In UMG Recordings, Inc. v. Veoh Networks, Inc., 64 the 

district court concluded that 'CCBill teaches that if investigation of 'facts and 

circumstances' is required to identify material as infringing, then those facts and 

circumstances are not 'red flags'.' 65 The Court of Appeals reached the same 

conclusion by noting that 'we do not place the burden of determining whether 

materials are actually illegal on a service provider.'66 Although the 2011 UMG 

decision has been withdrawn and superseded with a new opinion in 2013, 67 the 

position regarding the specificity of knowledge stays the same: general knowledge 

is insufficient to meet both the actual and red flag knowledge requirement under 

§512 (c)(l)(A). 68 

7 .2.2.3 Determining the Actual Knowledge: a Notice Centred Approach 

Section 512(c)(3) establishes a notice and take down regime which constitutes the 

most important type of knowledge.69 This procedure triggers the service provider's 

duty to respond 'expeditiously to remove, or disable access to, the material that is 

claimed to be infringing or to be the subject of infringing activity'.70 However, 

notice is not the only source of actual knowledge, and there is dispute regarding 

63 Ibid. '[T]he actual knowledge provision turns on whether the provider actually or 'subjectively' 
knew of specific infringement, while the red flag provision turns on whether the provider was 
subjectively aware of facts that would have made the specific infringement 'obviously' obvious 
to a reasonable person.' 

64 665 F. Supp. 2d 1099 (C.D. Cal. 2009) [hereinafter UMG II]. 

65 Ibid, at 1108. 

66 UMG, 667 F.3d 1022 (9th Cir. 2011) at 1038. 

67 UMG III. 

68 Ibid, at 33. 

69 The two types of knowledge are actual knowledge and red flag knowledge, according to § 512 
(c)(1)(A), and notice is considered the major source of actual knowledge. 

70 Section 512 (c)(1)(C). 
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the burden of proof of such actual knowledge. Concerns arise as to the status of 

noncompliance notice, or the status of the knowledge to other copies of some 

work, when receiving compliance notice of a particular work. 

First, with regard to whether notice is the only or the major source of actual 

knowledge, it was argued that only the notice that fulfils the 'substantial 

compliance' standard and being provided in an efficient manner could be 

considered as valid actual knowledge.71 Compliance is not 'substantial' if the notice 

provided complies with only some of the requirements of § 512 (c)(3)(A), 

according to Ninth Circuit in CCBill, the statute signals that 'substantial 

compliance means substantial compliance with all of § 512 (c)(3)'s clauses, not just 

some of them [emphasis added]'.72 In order to encourage the copyright holders to 

use the notice and take down procedure wisely and efficiently, Congress made it 

clear that 'neither actual knowledge nor awareness of a red flag may be imputed to 

a service provider' if information signifying such knowledge does not comply with 

the notice provision of subsection 512(c)(3). 73 Court in UMG took the same 

position in treating a noncompliance notice. For instance, UMG provided evidence 

of informal emails sent to Veoh that specified particular infringing material, 

however these cannot be considered as valid notice as they were not complied with 

the notification requirement. 

Second, as to the noncompliance notice sent from the third party, Court in UMG 

pointed out that 'if this notification had come from a third party, such as a Veoh 

71 For the cliscussion of the standard and manner of a valid notice, please see Methaya Sirichit, 
'Catching the Conscience: an Analysis of the Knowledge Theory under s512(c)'s Safe Harbour 
& the Role of Willful Blindness in the Finding of Red Flags' (2013) 23(1) Albany Law Journal 
of Science & Technology 85, 129-130. 

72 Peifect 10, Inc. v CCBill LLC, 488 F.3d 1102 (2007). 

73 S. Rep. No. 105-190, at 45. 
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user, rather than from a copyright holder, it might meet the red flag test because it 

specified particular infringing material'. 74 Therefore, according to both the 

legislative intent and court's opinion, it is 'highly improbable for a plaintiff to 

prove actual knowledge or even awareness of infringement if he chooses to forego 

the notice in the first place'. 75 In addition, it needs to be noted that sending a 

compliance notice is 'only a claim of infringement, and is not necessarily sufficient 

by itself to establish actual or 'red flag' knowledge'. The design of a removing 

obligation upon receiving a compliance notice in DMCA has provided for means 

of ascertaining an infringing material.76 

Third, imagining a situation when compliance notice of a particular work is 

received, then what is the knowledge status towards other copies of the same 

work? UMG argued that Veoh should have taken the initiative to use search and 

indexing tools to locate and remove from its website any other content by the 

artists identified in the notices.77 The court disagreed and addressed that this would 

conflict with non-monitoring policy in DMCA and impose an investigative duty, 

which resulted in removal of noninfringing content. 78 Therefore, Professor Bruce 

Boyden noticed that the panel in Shelter appeared to be attempting to head off an 

argument that 'complaint notices of infringement of a particular copyrighted work 

necessari/y gives rise to knowledge or awareness that other copies of that work on 

74 UMG III, at 37-38. 

75 Methaya Sirichit, 'Catching the Conscience: an Analysis of the Knowledge Theory under 
s512(c)'s Safe Harbour & the Role of Willful Blindness in the Finding of Red Flags' (2013) 
23(1) Albany Law Journal of Science & Technology 85, 130. 

76 UMG III, at Fn 12. 'Instead, proper DMCA notice gives rise independently to an obligation to 
remove the allegedly infringing material as well as to procedures for ascertaining whether the 
material is indeed infringing.' 

77 Ibid, at 35. 

78 Ibid, at 36. 
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the system are infringing'.79 

Under current circumstances, the actual knowledge is notice centralised. Courts 

discourage the practice of forgoing notice by the copyright owners, which leads to 

the stripping of evidence. It is difficult to accept the evidence as 'actual knowledge' 

beyond the compliance notice. Courts are even more cautious towards the reliance 

of a compliance notice to find infringement of other copies other than the 

particular work referred to in the notice. As Professor Nimmer suggested, 'the 

structure of OCILLA effectively prevents an owner from 'lying in the weeds' by 

failing to provide notice, and then belatedly claiming that vast damages have 

accrued in the interim.' 80 Only in this way the stability and foreseeability of the 

application of safe harbour provisions can be guaranteed. 

7 .2.2.4 Determining the Apparent (Red Flag) Knowledge: Seeking the 

Balance Point 

According to §512 (c)(l)(A) & (C) and§ 512 (d)(1) & (3), two knowledge standards 

trigger the obligation to expeditiously remove, or disable access to, the infringing 

material. First, actual knowledge that the material or activity is infringing. 81 The 

second knowledge standard that refers to the awareness of facts or circumstances, 

79 See <http://madisonian.net/2013/03/22/ninth-circuit-revises-umg-recordings-v-shelter-
capital-opinion/> accessed 27 August 2014. 

80 Melville B Nimmer & David Nimmer, Nimmer on Copyright (.Matthew Bender & Co., Inc. ed., 
2012) at§ 12B.04 [A][2][c][3] n.43, citing from Methaya Sirichit, 'Catching the Conscience: an 
Analysis of the Knowledge Theory under s512(c)'s Safe Harbour & the Role of Willful 
Blindness in the Finding of Red Flags' (2013) 23(1) Albany Law Journal of Science & 
Technology 85, 131. 

81 H.R. Rep. No. 105-551, pt.2, at 53 (1998). The term 'activity', according to the House 
Committee, refers to wrongful activity using the material on the system or network, 'occurring 
at the site on the provider's system or network at which the material resides, regardless of 
whether copyright infringement is technically deemed to occur at the site or at the location 
where the material is received.' 
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from which infringing activity is apparent,82 is best understood as a 'red flag' test by 

Congress in the Senate Report: 83 

Subsection (c)(1)(A)(ii) can best be described as a 'red flag' test. As 
stated in subsection (1 ), a service provider need not monitor its 
service or affirmatively seek facts indicating infringing activi ty ( except 
to the extent consistent with a standard technical measure complying 
with subsection (h)), in order to claim this limitation on liability (or, 
indeed any other limitation provided by the legislation). However, if 
the service provider becomes aware of a 'red flag' from which 
infringing activity is apparent, it will lose the limitation of liability if it 

takes no action. 84 

As discussed in the previous section, Congress made it clear that 'neither actual 

knowledge nor awareness of a red flag may be imputed to a service provider' if 

information signifying such knowledge does not comply with the notice provision 

of subsection 512(c)(3).85 Therefore, notice that fails to substantially comply with§ 

512 (c)(3) 'cannot be deemed to impart such awareness. § 512 (c)(3)(b)(i) & (ii).' 86 

Take Shelter as an example. Fisher, the 9th Circuit Judge found that the evidence of 

emails sent to Veoh by copyright holders were not compliant with the requirement 

with notice and take down procedure, however, if they had come from a third 

party, such as a Veoh user, rather than from a copyright holder, 'it might meet the 

red flag test because it specified particular infringing material'.87 To this end, Veoh 

was saved by the safe harbours because UMG nowhere alleges that the offending 

82 The same when a service provider provides information location tools, as prescribed in s 
512(d)(l)(B). 

83 See H.R. Rep. No. 105-551, pt.2, at 53 (1998), 'New subsection (c)(1)(A)(ii) can best be 
described as a "red flag" test.' 

84 S. Rep. No. 105-190, at 44 (1998). 

85 S. Rep. No. 105-190, at 45. 

86 CCBill, 488 F.3d 1102 (9th Cir. 2007), at 1114. 

87 UMG III, at 37-38. 
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material was not immediately removed, which is ignorance by the copyright holders 

technically. 88 

There is conflict between legislative reports and case laws regarding whether 

certain knowledge like sophisticated 'pirate' directories can be deemed as 'red flag'. 

In the case of information location service that provide search function as well as 

on-line directories, if the directory provider viewed the pirate site using words such 

as 'pirate', 'bootleg', or slang terms in their URL and header information to make 

their illegal purpose obvious, because of the apparent infringing nature, 

establishing a link to it would be inappropriate.89 Congress' legislative intent was 

demonstrated in the Senate Report in a 'common sense' approach by suggesting 

various examples, which addresses that: 

The important intended objective of this standard is to exclude 
sophisticated 'pirate' directories - which refer Internet users to other 

selected Internet sites where pirate software, books, movies, and music 
can be downloaded or transmitted - from the safe harbour. Such 

pirate directories refer Internet users to sites that are obviously 
infringing because they typically use words such as 'pirate,' 'bootleg,' 

or slang terms in their uniform resource locator (URL) and header 
information to make their illegal purpose obvious to the pirate 

directories and other Internet users. Because the infringing nature of 
such sites would be apparent from even a brief and casual viewing, 

safe harbour status for a provider that views such a site and then 

establishes a link to it would not be appropriate. Pirate directories do 
not follow the routine business practices of legitimate service 

providers preparing directories, and thus evidence that they have 

sa Citing from Footnote 11 of UMG: 'we not that, to be coherent, the statute must be read to 
have an implicit 'and' between § 512 (c)(1)(A)(i) and (ii). We thus treat the provisions as stating 
that to qualify for the safe harbour, a service provider must either (1) have actual knowledge 
and no 'aware[ness]' of facts or circumstances from which infringing activity is apparent or (2) 
expeditiously remove or disable access to infringing material of which it knows or is aware.' 

89 H.R. Rep. No. 105-551, pt.2, at 57-58 (1998). 
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viewed the infringing site may be all that is available for copyright 
owners to rebut their claim to a safe harbour.90 

However, the Ninth Circuit had consistent opinions in both CCBill and Shelter, 

which contradicts the Senate Report. The court held, 

Perfect 10 alleges that CCBill and CWIE were aware of a number of 
'red flags' that signalled apparent infringement. Because CWIE and 
CCBill provided services to 'illegal.net' and 'stolencelebritypics.com,' 
Perfect 10 argues that they must have been aware of apparent 
infringing activity. We disagree. When a website traffics in pictures that 
are titillating by nature, describing photographs as 'illegal' or 'stolen' 
may be an attempt to increase their salacious appeal, rather than an 
admission that the photographs are actually illegal or stolen. We do 
not place the burden of determining whether photographs are actually 
illegal on a service provider. 91 

CWIE also hosted some password-hacking websites, which although might not 

directly infringe on anyone's copyright, might indirectly infringe copyright by 

enabling users to illegally access websites with copyrighted content. Perfect 10 

argued that these websites were qualified as 'red flags', which leads to CWIE's 

apparent knowledge to infringement. However, court disagreed because 'in order 

for a website to qualify as a 'red flag' of infringement, it would need to be apparent 

that the website instructed or enabled users to infringe another's copyright'. The 

burden of determining whether passwords on a website enabled infringement is 

not on the service provider. 'There is simply no way for a service provider to 

conclude that the passwords enabled infringement without trying the passwords, 

and verifying that they enabled illegal access to copyrighted material', thus these 

90 S. Rep. No. 105-190, at 48 (1998). 

91 CCBili, at 1114. 
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password-hacking websites are not per se 'red flags' of infringement.92 The Shelter 

Court confirmed the above opinion, holding that Veoh's general knowledge that it 

hosted copyrightable material and that its services could be used for infringement 

was insufficient to constitute a red flag. 93 

Methaya Sirichit discussed this general judicial disregard of legislative 

recommendation. The Ninth Circuit was not alone, according to author, because 

the New York District Court likewise 'refused to construe terms such as 'free,' 

'mp3,' or 'file-sharing' as tantamount to indications of red flag awareness.' 94 

Likewise, the District Court of Central District of California in Arista Records, ILC 

v lv[yxer Inc. took the same stand towards categorised available songs on the website 

by indicating that 'performers may waive copyright in the hope that it will 

encourage the playing of their music and create a following that they can convert 

to customers of their subsequent works.'95 Sirichit concluded that the courts logic 

was that 'apparent knowledge of infringing circumstance must be based on the 

manifested infringing nature of a particular work and not just a derived conclusion 

based on the place in which the work is available, or the name by which it is 

described'. 96 This means the court has been insisted on a higher standard of 

92 Ibid. 

93 UMG III, at 33-34. 

94 Methaya Sirichit, 'Catching the Conscience: an Analysis of the Knowledge Theory under 
s512(c)'s Safe Harbour & the Role of Willful Blindness in the Finding of Red Flags' (2013) 
23(1) Albany Law Journal of Science & Technology 85, 137, discussed Capitol Records, 821 F 
Supp. 2d 627 (S.D.N.Y 2011). 

95 Myxer Inc., 2011 U.S. Dist. LEXIS 109668, at *85 (C.D. Cal. Apr. 1, 2011), citing from Methaya 
Sirichit, 'Catching the Conscience: an Analysis of the Knowledge Theory under s512(c)'s Safe 
Harbour & the Role of Willful Blindness in the Finding of Red Flags' (2013) 23(1) Albany Law 
Journal of Science & Technology 85, 138-139. 

96 From Methaya Sirichit, 'Catching the Conscience: an Analysis of the Knowledge Theory under 
s512(c)'s Safe Harbour & the Role of Willful Blindness in the Finding of Red Flags' (2013) 
23(1) A lbany Law Journal of Science & Technology 85, 139. 
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apparent knowledge based on an evident evidence. 

However, the courts' construction was considered as 'hardly acceptable' by 

scholars, since it 'renders a statutory element dormant', and it might 'encourage 

irresponsible practices by OSPs, who are more than willing to feign blindness 

despite overwhelming evidence of third-party infringement'.97 

If reviewing the function of the 'apparent knowledge', it is noticeable that the 'red 

flag' test actually serves double roles: to guarantee the effectiveness of DMCA 

through notice and take-down mechanism, and to screen out irresponsible and 

cynical online services. This procedure, according to the House Committee, is a 

'formalisation and refinement of a cooperative process that has been employed to 

deal efficiently with network-based copyright infringement'. 98 However, reading 

this test should be cautious, because a strict reading could invite abuses from ill­

intending online services, and a loose reading could hamper technology innovation 

by service providers.99 As far as § 512 (c) & (d) exist, seeking the balance point of 

interpretation is an eternal challenge. 

7 .2.2.5 Willful Blindness Doctrine 

The DMCA does not mention the common law principle of willful blindness, nor 

does it abrogate this doctrine. 100 Since 'the principle that willful blindness is 

97 Ibid 141. 

98 H.R. Rep. No. 105-551, pt.2, at 54 (1998). 

99 from Methaya Sirichit, 'Catching the Conscience: an Analysis of the Knowledge Theory under 
s512(c)'s Safe Harbour & the Role of Willful Blindness in the Finding of Red Flags' (2013) 
23(1) Albany Law Journal of Science & Technology 85, 143. 

100 V iacom III, 676 F.3d 35, at 35. 
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tantamount to knowledge is hardly novel', 101 this doctrine 'may be applied, in 

appropriate circumstances, to demonstrate knowledge or awareness of specific 

instances of infringement under the DMCA'.102 The wilful blindness criterion or 

'blind eye' theory was raised by the Committees as a possible aspect of the 'red 

flag' test. Its role was described as 'an important indicator for establishing apparent 

knowledge in OSPs'.103 The formulation of this theory in the report is: 

Under this standard, a service provider would have no obligation to 
seek out copyright infringement, but it would not qualify for the safe 
harbour if it had turned a blind rye to 'red flags' of obvious 

infringement.[emphasis added]104 

Judge Posner in Seventh Circuit also provided the construction of willful blindness 

in In re Aimster. 

Willful blindness is knowledge, in copyright law (where indeed it may 

be enough that the defendant should have known of the direct 
infringement, as it is in the law generally). One who, knowing or 

strongly suspecting that he is involved in shady dealings, takes steps to 
make sure that he does not acquire full or exact knowledge of the 
nature and extent of those dealings is held to have a criminal intent, 

because a deliberate effort to avoid guzlry knowledge is all that the law 

101 Ti.ffaf!JI (NJ) Inc. v eBqyJ Inc., 600 F.3d 93, 110 n. 16 (2d Cir.2010), citing from Viacom, 676 F.3d 
34, at 35. 

102 See analysis in Viacon1, 676 F.3d 35, at 35. The plaintiffs argue that YouTube was 'wilfully blind' 
to specific infringing activity. Although the DMCA does not mention wilful blindness, the 
Court of Appeals does not regard this doctrine being excluded from the DMCA context. The 
case was then remanded to District Court to consider whether the defendant wilfully blinded 
itself from the knowledge of infringement. 

103 from Methaya Sirichit, 'Catching the Conscience: an Analysis of the Knowledge Theory under 
s512(c)'s Safe Harbour & the Role of Willful Blindness in the Finding of Red Flags' (2013) 
23(1) Albany Law Journal of Science & Technology 85, 145. 

104 S. Rep. No. 105-190, at 48 (1998). 
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requires to establish a guilty state of mind.105 

Aimster provided an encrypted instant-messaging service, which shielded Aimster 

from knowing the information delivered through its system. By adopting the 

willful blindness doctrine, the Court found that 'a service provider that would 

otherwise be a contributory infringer does not obtain immunity by using 

encryption to shield itself from actual knowledge of the unlawful purposes for 

which the service is being used'.106 Even if Aimster adopted the 'repeat infringers' 

policy,107 from this point it is highly unlikely that Aimster would benefit from the 

safe harbours. 

In United States v Aina-Marshall, a person is 'wilfully blind' or engages in 'conscious 

avoidance' amounting to knowledge where the person 'was aware of a high 

probability of the fact in dispute and consciously avoided confirming the fact.'108 

In Viacom, the district court on remand followed the guidance given by the Court 

of Appeals to decide whether the defendant wilfully blinded itself from knowing 

the infringement.109 By stressing that when applying this doctrine, willful blindness 

is not the same as an affirmative duty to monitor, its scope requires attention: 

In imputing knowledge of the wilfully disregarded fact, one must not 
impute more knowledge than the fact conveyed. Under appropriate 
circumstances the imputed knowledge of the wilfully -avoided fact 
may impose a duty to make further inquiries that a reasonable person 
would make - but that depends on the law governing the factual 

105 In re Aimster, 334 F.3d 643 (7th Cir. 2003) at 650. 

106 Aimster, at 650-651. 

107 As analysed previously in the 'threshold criteria' section, Aimster failed to stop repeat 
infringers, thus was not shielded from liability. 

108 United States v Aina-Marshall, 335 F.3d 167, 170 (2d Cir.2003), citing from Viacom III, at 35. 

109 Viacom IV, 07 Civ. 2103 (S.D.N.Y 2013) at 8. 
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situation. As shown by the Court of Appeals' discussion of 'red flags,' 
under the DMCA, what disqualifies the service provider from the 
DMCA's protection is blindness to 'specific and identifiable instances 
of infringement.'110 

After reviewing the evidence provided by the plaintiff, the specific locations of 

infringements were not supplied, and further investigation to finding the infringing 

clip was required. This contradicts§ 512 (m) requirement to refrain YouTube from 

'affirmatively seeking facts indicating infringing activity', in this sense, the scope of 

the willful blindness doctrine was not fulfilled. Since the willful blindness doctrine 

has been established throughout case laws, it can be seen for its future application 

regarding DMCA cases with ease, such as in the recently revised Shelter opinion, 

which acknowledged that 'of course, a service provider cannot wilfully bury its 

head in the sand to avoid obtaining such specific knowledge'.111 

As previously described, the test of willful blindness is stringent; the standard of 

proof is close to that of actual knowledge. Two factors are required to establish 

the willful blindness of a defendant, based on the above analysis. First, high 

probability facts of specific and identifiable instances of infringement are present. 

Second, the defendant takes deliberate action to avoid learning of such facts. 

Inspired by the tort law theory, a 'but-for' test is suggested for this doctrine: 'a 

defendant would have been in the possession of a 'requisite knowledge,' had he or 

she not taken a deliberate action to enclose herself from existing facts.'112 In other 

words, the standard is based on 'a clear causal link' between the defendants' 

110 Ibid. 

111 UMG III, 2013 WL 1092793, at 34. 

112 from Methaya Sirichit, 'Catching the Conscience: an Analysis of the Knowledge Theory under 
s512(c)'s Safe Harbour & the Role of Willful Blindness in the Finding of Red Flags' (2013) 
23(1) Albany Law Journal of Science & Technology 85, 148. 
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ignorance and his deliberate action.113 

Just as a feature in indirect liability, culpability or guilty mind plays an important 

role in the establishment of willful blindness. The defendant demonstrates its 

unlawful objective or attitude through its business model or design of product, it is 

highly likely that the willful blindness can be found, together with other evidence. 

For instance, YouTube was described as a copyright villain or copyright miscreant 

before 2008, because it was a rogue enterprise. However, courts began to be 

reluctant to find its liability since it transformed into 'a legitimate player that 

everyone enjoys dealing with'.114 The courts applied willful blindness doctrine with 

caution in case to hurt goodwill business and to hamper the innovation. 

7 .2.2.6 The Parallel/ Co-extensive Approach or the Independent Approach 

There have been two different approaches in interpreting the DMCA knowledge 

standard. One is the parallel or co-extensive approach that codifies the 

contributory infringement knowledge standard; the other is the independent 

approach that is different from, and more stringent than, the contributory 

infringement knowledge requirement. The copyright holder in litigation usually 

argues for the first approach, which sets up a lower standard of DMCA 

knowledge, under which the service provider will probably lose the benefits of the 

DMCA safe harbours. The service provider, on the contrary, argues for the latter 

approach, because a higher standard helps it become immune from contributory 

liability. In order to decide which approach should be applied, extensive 

consideration, including structural analysis of the legislation, the purpose of the 

legislators, and economic analysis is recommended, if possible. 

I 13 Ibid 150. 

114 lbid 153. 
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It was argued that the safe harbours and the common law contributory liability 

principle differ in their treatment of knowledge that comes by way of notice from 

a copyright owner. Contributory infringement recognizes notice as necessary 

knowledge for imposing secondary liability. However, safe harbour provisions 

provide a notice-and-takedown system that imposes more stringent requirements 

and differ from contributory infringement in operational detail. The form of 

notice decides whether the obligation of removmg is triggered; thus, a 

noncompliant notice cannot create actual knowledge, according to the 

requirements of section 512. However, the common law contributory liability 

principle recognizes a noncompliant notice as suf£cient to meet the knowledge 

requirement.115 

Regarding the 'red flags' theory of liability, beyond the actual knowledge such as 

notice received from the copyright holder, under what circumstances must an ISP 

remove potentially infringing material in order to invoke the DMCA safe harbour? 

Under contributory liability, a defendant could be liable if he 'knew or had reason 

to know of another's direct infringement and materially contributed to it.' 116 

However, under the DMCA safe harbour, possession of the knowledge will attract 

liability only if the ISP did not act 'expeditiously to remove, or disable access to, 

the material.'117 Is the level of knowledge between 'should know' in contributory 

liability and 'awareness' under the safe harbour equivalent? In order to determine 

115 Please see relevant analysis in R Anthony Reese, 'The Relationship between the ISP Safe 
Harbours and the Ordinary Rules of Copyright Llability' (2009) 32(4) Columbia Journal of 
Law & the Arts 426, 437-438. 

116 Edward Lee, 'Decoding the DMCA Safe Harbours' (2009) 32 Columbia Journal of Law & the 
Arts 233, 252. 

117 Section 512 (c)(l)(C) and section 512(d)(3). 
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the answer, Edward Lee conducted an analysis of DMCA text, structure, legislative 

history and case law. 118 

First, from the plain language of the legislation, infringing activity must be 

'apparent', which means it is 'plain, clear, or obvious.'119 This is a high standard of 

knowledge. Second, the structure of the DMCA safe harbours also supports 

adopting a high standard of awareness of 'obvious' or 'blatant' infringement, 

because a low standard would invite constant litigation against Internet companies 

and turn ISPs into censors, which Congress has expressly avoided. 120 Third, 

legislative history shows in the explanation by the Committee Report that the red 

flags are apparent from even a brief and casual viewing, with an important policy 

reason that the Congress 'did not want to saddle ISPs with the impossible burden 

of determining what online content infringes copyright.' 12·1 Fourth, all cases 

concerning the ISP safe harbours have applied a high standard of particularized 

knowledge, consistent with the above interpretation.122 

From the analysis above, section 512(c) and (d) of DMCA do not codify the 

common law principle of contributory liability for copyright infringement, because 

first, the knowledge requirement is different between statutory and common law 

principle in that the former requires not only knowledge itself but also knowledge 

of the infringing nature of the activity. Second, the common law and the statute 

treat notice differently in that the latter requires compliance in form. Third, the 

level of knowledge requirement is different between the common law contributory 

118 Edward Lee, 'Decoding the DMCA Safe Harbours' (2009) 32 Columbia Journal of Law & the 
Arts 233, 252, 252-258. 

119 Ibid 253. 

120 Ibid 253. 

121 Ibid 256. 

122 Ibid. 
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liability and the statute's safe harbour provisions. Therefore, in interpreting the 

knowledge requirement in the DMCA safe harbours, an independent and narrow 

approach, rather than a paralleled and broad approach, is adopted. 

7.2.3 'Control' and 'Benefit' under§ 512(c) and (d) of DMCA 

The § 512 safe harbour provides that an eligible service provider must 'not receive 

a financial benefit directly attributable to the infringing activity, in a case in which 

the service provider has the right and ability to control such activity.'123 What does 

'right and ability to control' exactly mean? Three questions arise as to the concept 

of control under the safe harbour provisions. First, is 'item-specific' knowledge of 

infringement required in its interpretation of the 'right and ability to control' 

infringing activity under 17 U.S.C. § 512(c)(1)(B)? Second, does the control element 

in safe harbours codify the common law vicarious liability? Third, if not, what 

more does control exactly mean? 

7.2.3.1 Is Item-Specific Knowledge Required in the 'Right and Ability to 

Control'? 

As to the first question, in Viacom, the district court concluded that 'the 'right and 

ability to control' the activity requires knowledge of it, which must be item­

specific.'124 In any event, the provider must know of the particular case before he 

can control it. If infringing material with sufficient particularity is identified as 'red 

flags', it must be taken down.'125 However, on appeal, the court held that two 

123 17 U.S.C. § 512 (c)(1)(B). 

124 Viacom II, at 527. 

125 lbid. 
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competing constructions of the 'right and ability to control' infringing activity were 

both fatally flawed.126 

The first construction that 'the provider must know of the particular case before 

he can control it ' was adopted by the district court in favour of the defendants.127 

The Ninth Circuit in UMG took a similar position that 'until the service provider 

becomes aware of specific unauthorized material, it cannot exercise its 'power or 

authority' over the specific infringing item'.128 But the Second Circuit in Viacom 

held that the district court 'erred by importing a specific knowledge requirement 

into the control and benefit provision,' and the case was remanded for further fact 

finding.129 They disagreed on the aspect of literal interpretation of the statute and 

concluded that 'importing a specific knowledge requirement into §512(c)(1)(B) 

renders the control provision duplicative of § 512(c)(1)(A).' BO According to 

§512(c)(1)(A), a service provider that has specific knowledge of infringing material 

and fails to effect expeditious removal would be excluded from the safe harbour 

protection, and therefore the existence of §512(c)(1)(B) would be superfluous. 

7 .2.3.2 Does Safe Harbour Control Element Codify Vicarious Liability? 

The second construction of the 'right and ability to control' was that it codifies the 

common law doctrine of vicarious copyright liability, evidenced with the House 

Report relating to a preliminary version of the D MCA: 

126 Viacom III, 36. 

127 Ibid, 30. 

128 UMG Recordings, Inc. v. Shelter Capital Partners LLC, 667 F.3d 1022, 1041 (9t11 Cir. 2011), citing 
from Viacom III, at 25. 

129 Viacom III, at 36. 

130 Ibid. 
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The 'right and ability to control' language ... codifies the second 

element of vicarious liability ... Subparagraph (B) is intended to 
preserve existing case law that examines all relevant aspects of the 

relationship between the primary and secondary infringer.131 

However, this codification reference was omitted from the committee reports 

describing the final legislation. Before the district court on remand gave its 

decision in Viacom v. YouTube, the Ninth Circuit issued a decision on the same issue 

in UMG III, following the Viacom opinion by the Second Circuit, holding that there 

were several reasons for a stricter interpretation of the 'right and ability to control' 

than vicarious liability, in light of the DMCA's language, structure, purpose and 

legislative history. First, the term 'vicarious liability' is mentioned nowhere in 

§512(c), and the language used in common law standard 'is loose and has varied'.132 

Second, considering the structure of §512(c), if the ability to control is being read 

as the ability to remove or block access, 'the prerequisite to §512(c) protection 

under§512(c)(1)(A)(iii) and (C), would at the same time be a disqualifier 

under§S 12( c) (1) (B) where the 'financial benefit' condition is met', which means 

that a catch-22 is created by Congress.133 Applying this interpretation would 'defeat 

the purpose of the DMCA and render the statute internally inconsistent.'134 Third, 

according to the legislative history, though it was not suggested to codify the 

element of control as vicarious infringement, this suggestion was omitted from 

later reports.135 Fourth, Congress explicitly stated that 'the DMCA was intended to 

protect qualifying service providers from liability for all monetary relief for direct, 

131 H.R. Rep. No. 105-551 (I), at 26 (1998), citing from Viacom III, at 26. 

132 UMG III, at 42. 

133 Ibid, at 43. 

134 Ibid, at footnote 17. 

135 Ibid, at 44. 

285 



vzcarzous and contributory infringement.' 136 In addition, it was clear that 'the 

Committee decided to leave current law in its evolving state and, instead, to create 

a series of 'safe harbours,' for certain common activities of service providers.'137 

Furthermore, if Congress had intended the control element be coextensive with 

vicarious liability law, 'the statute could have accomplished that result in a more 

direct manner.'138 

A ccording to above analysis, the 'right and ability to control' infringing activity 

under §512(c)(1)(B) 'requires something more than the ability to remove or block 

access to materials posted on a service providers [website].'139 Courts tended to 

interpret the phrase 'right and ability to control' as 'exerting substantial influence 

on the activities of users, without necessarily-or even frequently-acquiring 

knowledge of specific infringing activity.'140 Therefore, the case was remanded to 

the district court to consider whether YouTube had the right and ability to control 

the infringing activity and received a financial benefit directly attributable to that 

activity.141 

Before the district court on remand gave its decision on Viacom v YouTube, the 

Ninth Circuit issued a decision on the same issue in Shelter, following the Viacom 

opinion by the Second Circuit, holding that there were several reasons for a stricter 

interpretation of the 'right and ability to control' than vicarious liability, in light of 

the DMCA's language, structure, purpose and legislative history. 

136 H.R. Rep. No. 105-551, pt. 2, at 54; S. Rep. No. 105-190, at 44-45. 

137 S. Rep. No. 105-190, at 19. 

138 UMG III, at 46. 

139 Viacom III, at 38. 

140 Ibid. 

141 Ibid. 
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First, the term 'vicarious liability' is mentioned nowhere in § 512 (c), and the 

language used in common law standard 'is loose and has varied' .142 

Second, considering the structure of § 512 (c), if the ability to control is being 

read as the ability to remove or block access, 'the prerequisite to § 512 ( c) 

protection under § 512 (c)(l)(A)(iii) and (C), would at the same time be a 

disqualifier under § 512 (c)(l)(B) where the 'financial benefit' condition is met', 

which means that a Catch-22 is created by the Congress. 143 Applying this 

interpretation would 'defeat the purpose of the DMCA and render the statute 

internally inconsistent'.144 

Third, according to the legislative history, though it was not suggested to codify the 

element of control as vicarious infringement, this suggestion was omitted from 

later reports.145 

Fourth, Congress explicitly stated that 'the DMCA was intended to protect 

qualifying service providers from liability for all monetary relief for direct, vicarious 

and contributory infringement'. 146 In addition, it was clear that 'the Committee 

decided to leave current law in its evolving state and, instead, to create a series of 

'safe harbours,' for certain common activities of service providers.'147 Furthermore, 

if Congress had intended the control element be coextensive with vicarious liability 

142 UMG III, at 42. 

143 Ibid, at 43. 

144 Ibid, at footnote 17. 

145 Ibid, at 44. 

146 H.R. Rep. No. 105-551, pt. 2, at 54; S. Rep. No. 105-190, at 44-45. 

147 S. Rep. No. 105-190, at 19. 
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law, 'the statute could have accomplished that result in a more direct manner'.148 

As analysed above, it has been resolved by the Ninth Circuit that 'the right and 

ability of control' does not codify the common law vicarious liability, and requires 

'something more' than 'just ordinary power over what appears on the provider's 

website',149 then what constitutes 'something more'? In UMG, the Court addressed 

'high levels of control' and 'purposeful conduct' as two standards: 

We agree with the Second Circuit and hold that, in order to have the 

'right and ability to control,' the service provider must 'exert 
substantial influence on the activities of users.' 'Substantial influence' 

may include, as the Second Circuit suggested, high levels of control 

over activities of users, as in (ybernet. Or it may include purposeful 

conduct, as in Grokster.150 

In this case, the evidence presented was not enough to create the issue equivalent 

to the activities found to constitute substantial influence, accordingly, the element 

of 'right and ability to control' was not applied to Veoh, which met all the § 512 

(c) requirements. 

7 .2.3.3 What is 'Something More'? 

Back to the Viacom IV decision, the District Court on remand stressed that 

knowledge itself was not enough for the service provider to forfeit the safe 

harbour protection, for the establishment of the 'right and ability to control', 

'something more' was needed, such as the influence or participation by the 

148 UMG III, at 46. 

149 Viacom IV, at 11. 

150 UMG III, at 49. 
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defendant in the infringement.151 The plaintiffs claimed that 'something more' was 

established by both YouTube's willingness and ultimate editorial judgement and 

control over infringing content. This was shown by YouTube's decisions 'to remove 

some but not all infringing material, by its efforts to organise and facilitate search 

of the videos appearing on the site, and by its enforcement of rules prohibiting, 

e.g., pornographic content.' 152 Judge Stanton, therefore, did a thorough 

examination of the evidence presented to court.153 

The first evidence concerning the YouTube's decisions to remove some but not all 

infringing material was shown by internal emails within the company. The result of 

the communication in the emails led to a scaling back of monitoring efforts by 

YouTube, leaving with application of content verification program and digital 

fingerprint software, which put the burden of searching infringing activity on 

copyright owners. The court refused to forfeit YouTube's right to enjoy the safe 

harbour protection, even it restricted its monitoring efforts to infringing 

activities.154 

The second evidence was shown by YouTube's efforts to orgaruse and facilitate 

access to infringing material, by suggesting search terms and by presenting links to 

'related' video clips. The Court reasoned that since these search technologies are an 

'automatic system' without YouTube's participation, even in the case that YouTube 

employees regularly selected or highlighted clips on its homepage, it was hardly for 

a reasonable jury to find that YouTube exercised its editorial control over the 

151 Viacom W, at 13. 

152 Ibid, at 14. 

153 See ibid, at 14-20. 

154 See ibid, at 14-18. 

289 



site.155 

The Court took a very strict interpretation towards the evidence claiming 

YouTube's influence or participation in the infringing activity that occurred on its 

site. Thus 'something more' required by the 'right and ability to control' needs to 

be fulfilled only when the defendant exercises substantial participation or ultimate 

editorial judgment over the infringing activity. 156 As the court stated, 

Thus, during the period relevant to this litigation, the record 
establishes that YouTube influenced its users by exercising its right not 
to monitor its service for infringements, by enforcing basic rules 
regarding content (such as limitations on violent, sexual or hate 

material), by facilitating access to all user-stored material regardless 
(and without actual or constructive knowledge) of whether it was 
infringing, and by monitoring its site for some infringing material and 
assisting some content owners in their efforts to do the same. There is 
no evidence that YouTube induced its users to submit infringing 
videos, provided users with detailed instructions about what content 
to upload or edited their content, prescreened submissions for quality, 

steered users to infringing videos, or otherwise interacted with 
infringing users to a point where it might be said to have participated 
in their infringing activity .. 157 

Evidence provided by the plaintiffs demonstrated neither participation m, nor 

coercion of, user infringement activity. Therefore, YouTube did not have the right 

and ability to control infringing activity within the context of §512(c)(1)(B). 

7 .2.3.4 Financial Benefit 

The House Committee specifically explained the financial benefit criterion as 

155 See ibid, at 18-19. 

156 See Ibid, at 19-20. 

157 See ibid, at 19-20. 
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follows, 

In determining whether the financial benefit criterion 1s satisfied, 
courts should take a common-sense, fact-based approach, not a 
formalistic one. In general, a service provider conducting a legitimate 

business would not be considered to receive a 'financial benefit 
directly attributable to tl1e infringing activity' where the infringer 

makes the same kind of payment as non-infringing users of the 

provider's service. Thus, receiving a one-time set-up fee and flat, 
periodic payments for service from a person engaging in infringing 
activities would not constitute receiving a 'financial benefit directly 
attributable to the infringing activity.' Now is subsection (c)(l)(B) 

intended to cover fees based on the length of the message (e.g., per 
number of bytes) or by connect time. It would however, include any 

such fees where the value of the service lies in providing access to 

infringing material.158 

The Ninth Circuit in Peifect 10 v CCBil! adopted the above historical explanation 

towards 'financial benefit', stating that the CWIE 'hosts websites for a fee', which 

did not constitute a 'draw' for subscribers, therefore, CWIE does not receive a 

direct financial benefit and meets the requirements of § 512(c).159 

It can be concluded that a closer causal connection between the financial benefit 

received by the ISP and the infringing activity is required under DMCA. 'Receiving 

a financial benefit' is different from 'having a financial interest' not only in 

language, but also in its meaning. The financial benefit must be actually obtained by 

the ISP rather than potentially demonstrated from infringement activity.160 

158 H.R. Rep. No. 105-551, pt.2, at 54 (1998). 

159 Peifect 10, Inc. v CCBi!! LLC 488 F.3d 1102 (9th Cir. 2007), at 1118. 

160 Wenqi Liu, 'A Critical Review of China's Approach to Limitation of the Internet Service 
Provider's Liability: a Comparative Perspective' (2011) 16 Journal of Intellectual Property 
Rights 235, 242. 
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7 .2.3.5 Interpreting Safe Harbour: Common Law Vicarious Liability 

Approach or Independent Approach? 

As discussed, the question arises in Viacom v YouTube, as to whether the safe 

harbour provision in DMCA codifies the common law principle of vicarious 

liability for copyright infringement. The judge's answer was no, and some 

commentators agree.161 

The common law principle of vicarious liability says 'one may be vicariously liable 

if he has the right and ability to supervise the infringing activity and also has a 

direct financial interest in such activities.'162 The safe harbours provide that the 

service provider will be immune from liability if it 'does not receive a financial 

benefit directly attributable to the infringing activity, in a case in which the service 

provider has the right and ability to control such activity'.163 The resemblance of 

factors such as 'right and ability to control' and 'direct financial interest/benefit' 

between vicarious liability and safe harbours leads to a loophole theory that the 

DMCA safe harbours provide no immunity from vicarious liability at all, because 

safe harbours and vicarious liability share the exact same standard.164 Mark Lemley 

indicates that the language of DMCA safe harbours suggests that it provides a safe 

harbour under section 512(c) only against claims of direct and contributory 

161 Please see discussions in Edward Lee, 'Decoding the DMCA Safe Harbours' (2009) 32 
Columbia Journal of Law & the Arts 233; and R Anthony Reese, 'The Relationship Between 
the ISP Safe Harbours and the Ordinary Rules of Copyright Liability' (2009) 32(4) Columbia 
Journal of Law & the Arts 426. 

162 Gershivin 443 F.2d 1159, 1162 (2d Cir. 1971). 

163 § 512(c)(1)(B) & (d)(2). 

164 The district court in Costar stating that 'basically, the DMCA provides no safe harbour for 
vicarious infringement because it codifies both elements of vicarious liabili ty.' Costar Group Inc., 
v. Loop Net, Inc., 164 F. Supp. 2d 688, 704 (D. Md. 2001), aff'd, 373 F.3d 544 (4th Cir. 2004). 
Citing from Edward Lee, 'Decoding the DMCA Safe Harbours' (2009) 32 Columbia Journal of 
Law& Arts 233, 238. 
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infringement, rather than v1car1ous liability. However, the legislative history 

suggests the opposite. Thus, a digital hole is created.165 

The control element in section 512 and vicarious liability does not have the exact 

same interpretation. In order to qualify for the safe harbour protection under 

section 512 (c)(l)(C) and section 512 (d)(1)(3), an ISP must be able to remove or 

disable access to the infringing material. This ability does not equal to 'the right 

and ability to control' under section 512 (c)(l)(B) and section 512(d)(2). As Reese 

stated, 'that interpretation of the requisite 'right and ability to control' under 

section 512 certainly differs from how courts determine whether a defendant has 

the requisite 'right and ability to supervise the infringing activity' to be held 

vicariously liable under the common law test'.166 If not being explained this way, 

the 'right and ability' test would 'essentially swallow those safe harbours, as every 

relevant OSP would meet the test and be disqualified from the safe harbour.'167 

Second element regarding certain level of financial benefit raises the question of 

whether 'a financial benefit is directly attributable to the infringing activity' under 

the safe harbour provision requires the same level of financial benefit in if the ISP 

'has a direct financial interest in such activities' under the requirement of vicarious 

liability. In short, what financial interest is required under the different test, and 

how direct that would that be? 

In Fonovzsa, the court read the financial interest requirement of vicarious liability 

quite loosely that the test was met when a third party's infringing activities 'enhance 

165 Please see footnote 23 of Mark A Lemley, 'Rationalizing Internet Safe Harbours' (2007) 6 
Journal of Telecommunications and High Technology Law 101, 104. 

166 R Anthony Reese, 'The Relationship between the ISP Safe Harbours and the Ordinary Rules 
of Copyright Liability' (2009) 32( 4) Colwnbia Journal of Law & the Arts 426, 439. 

161 Ibid. 
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the attractiveness of the venue to potential customers.'168 However, in Ellison v 

Robertson, the Ninth Circuit narrowed the reading, explaining that 'a causal 

relationship between the infringing activity and any financial benefit a defendant 

reaps' was an essential aspect to be considered when imposing vicarious liability. 169 

According to Reese, the latter reading seemed to be more consistent with that 

statutory language of safe harbour provisions. 170 After reviewing the previous 

cases, the consideration of the control factor has eliminated the need of 

considering the financial requirement. Accordingly, one can only conclude that the 

financial benefit under section 512 is substantially stricter interpreted than the 

financial interest requirement in vicarious liability. 

Despite reading from the structure of the statutory provision and the opinions 

from cases, Edward Lee has done a thorough research on exploring why the 

'loophole' theory that argues the equality of safe harbour and vicarious liability is 

wrong. He provided four reasons. First, the text of the DMCA is not exactly the 

same as traditional vicarious liability standards. Second, congress knew how to 

expressly exclude vicarious liability in the DMCA, but chose not to in the DMCA 

safe harbours. Third, the DMCA's purpose and legislative history refuse the 

loophole theory. Fourth, the 'loophole' interpretation shifts the burden of proving 

vicarious liability to the defendant.171 He then provided the proper interpretation 

that the DMCA safe harbours provide partial immunity from some, but not all 

vicarious infringement claims. He explained that 'the term 'receive a financial 

benefit directly attributable to the infringing activity' requires a closer causal 

168 Fonovisa, I nc. v Cherry Auction, Inc., 76 F.3d 259, 263 (9th Cir. 1996). 

169 Ellison v Robertson, 357 F. 3d 1072, 1079 (9th Cir. 2004) 

170 R Anthony Reese, 'The Relationship between the ISP Safe Harbours and the Ordinary Rules 
of Copyright Liability' (2009) 32(4) Columbia Journal of Law & the Arts 426, 441. 

171 Edward Lee, 'Decoding the DMCA Safe Harbours' (2009) 32 Columbia Journal of Law & the 
Arts 233. 
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connection between the infringing activity and the ISP's actual receipt of a 

financial benefit. It must be 'directly attributable' to the infringing activity, which is 

a higher level of proof and causation than required under the common law'.172 

7 .2.4 Safe Harbours and Inducement Liability 

One more problem needs to be settled besides the relationship between the safe 

harbour rules and tl1e common law contributory and vicarious liability is 'how do 

statutory liability limitations apply to the developing cause of action for inducing 

copyright infringement?'173 The Fung court suggested the s 512 safe harbours do 

not apply to limit inducement infringement because they 'are inherently 

contradictory' because 'inducement liability is based on active bad faith conduct 

aimed at promoting infringement; the statutory safe harbours are based on passive 

good faitl1 conduct aimed at operating a legitimate internet business'.174 However, 

Professor Reese disagreed with this 'categorical exclusion' of safe harbours, 

arguing that 'it is too early in the evolution of the law of inducement to 

categorically deny the possibility that the statute might limit liability for at least 

some claims of inducement'.175 He provided following reasons: 

First, the inducement liability is still involving. Inducement infringement was first 

recognised as a basis for contributory liability in Gershwin, 176 it then gained 

attention to be an independent cause of action as a secondary infringement in 

172 Ibid, at 15. 

173 R Anthony Reese, 'The Relationship between the ISP Safe Harbours and Liability for 
Inducement' (2011) 8 Stanford Technology Law Review 1, 1. 

174 Columbia Pictures Indus., Inc. v Feng, No. CV 06-5578 SVWOCx), 2009 WL 6355911 (C.D. Cal. 
Dec. 21, 2009), at * 18. Citing from R Anthony Reese, 'The Relationship Between the ISP Safe 
Harbours and Liability for Inducement' (2011) 8 Stanford Technology Law Review 1, 3. 

175 Ibid 1. 

176 443 F.2d 1159 (2d Cir. 1971). 
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Grokster.177 

Second, inducement liability is not necessarily based on the defendant's 'active bad 

faith conduct' because like contributory infringement, it has been shown that some 

encouragement acts were considered as inducement when the actor 'knowingly 

takes steps that are substantially certain to result in such direct infringement' .178 

Third, and the most significant, 'a service provider who actively encourages users 

to infringe will likely at least be 'aware of facts or circumstances from which 

infringing activity is apparent". If this 'red flag' test is highly likely to be met, it is 

suggested not to rule out the safe harbour limits too early, at least 'not until a more 

robust understanding has developed of what constitutes actionable inducement of 

copyright infringement' .179 

7 .3 The United Kingdom's Broad Interpretation on 'Actual 

Knowledge' 

Section 97 A of the CDPA 1988, 180 which implements Article 8(3) of the InfoSoc 

177 545 U.S. 913 (2005). 

178 Perfect 10) Inc. v Google Inc., 508 F.3d 1146 (9th Cir. 2007). 

179 R Anthony Reese, 'The Relationship between the ISP Safe Harbours and Liability for 
Inducement' (2011) 8 Stanford Technology Law Review 1, 8. 

180 UK COPA s 97 A Injunctions against service providers. 

(1) The High Court (in Scotland, the Court of Session) shall have power to grant an 
injunction against a service provider, where tl1at service provider has actual knowledge of 
another person using their service to infringe copyright. 

(2) In determining whether a service provider has actual knowledge for the purpose of this 
section, a court shall take into account all matters which appear to it in the particular 
circumstances to be relevant and, amongst other things, shall have regard to-

(a) whetl1er a service provider has received a notice through a means of contact made available 
in accordance witl1 regulation 6(1)(c) of the Electronic Commerce (EC Directive) 
Regulations 2002 (SI 2002/2013); and 
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Directive, 181 empowers the High Court to grant an injunction against an ISP, where 

the ISP actually knows that another person is using its service to infringe copyright. 

In determining whether an ISP has such actual knowledge, the court can take into 

account all relevant circumstances, including whether the ISP has received a notice 

of infringement from a right-owner.182 As described by Mr. Justice Kitchin in 20C 

Fox v N ewzbin, 'the adoption of this provision reflects a recognition that the 

services of intermediaries are increasingly being used by third parties for infringing 

activities and that, in many cases, the intermediaries are in the best position to 

bring such infringing activities to the end, as explained in Recital (59)'183 

In the United Kingdom, four issues need to be considered when determining 

whether the court has jurisdiction to grant the relief sought under s 97 A of the 

1988 Act, namely (i) whether the defendants were service providers, (ii) whether 

the users and/ or the operators of the websites complained of infringed copyright, 

(iii) whether users and/ or the operators of the websites used the defendants' 

services to do that, and (iv) whether the defendants had actual knowledge of this. 

(b) the extent to which any notice includes-

(i) the full name and address of the sender of the notice; 

(ii ) details of the infringement in question. 

(3) In this section 'service provider' has the meaning given to it by regulation 2 of the Electronic 
Commerce (EC Directive) Regulations 2002.] 

181 Directive 2001 / 29 /EC of the European Parliament and of the Council of 22 May 2001 on 
the harmonization of certain aspects of copyright and related rights in the Information Society 
[2001] OJL 167 /10. 

182 Paddy Gardiner & Gilli e A bbotts, 'Case Comment: Sky's the Limit for ISP Blocking Orders' 
(2013) 24(6) Entertainment Law Review 217, 217. 

183 Twentieth Centtrry Fox Film Corp & ors v Newzbin Ltd [2010] EWHC 608 (Ch), at [132]. 
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In Newzbin II, 184 where the Applicants ('the Studios') sought an injunction against 

the Respondent ('BT') pursuant to section 97 A of the CDPA 1988, Justice Arnold 

said that 'in essence it is intended to block or at least impede access by BT's 

subscribers to a website currently located at www.newzbin.com.'185 As the question 

of 'whether the users and/ or the operators of the websites complained of 

infringed copyright' had been answered in Newzbin I,186 the major remaining issues 

to be determined were whether users and/ or the operators of the websites used 

the BT's service to infringe copyright, and whether BT had actual knowledge of 

this. 

As to the first question concerning whether the BT's service was used by 

subscribers to infringe copyright, Justice Arnold viewed BT's argwnent that tl1e 

subscribers is not using its service but the service provided by Newzbin 2 to 

infringe copyright, as a false dichotomy, because the subscriber may be using both 

service to infringe. In his reasoning, it is important to consider the nature of the 

infringing act and its relationship with the service in question. In the present case, 

'the infringing acts by the users consist of making digital copies of the Studios' 

film and television programmes on their computers. Each of those digital copies is 

made by assembling thousands of packets received via BT's service'.187 Moreover, 

by citing the guidance provided by the judgment of the Court of Justice in Case C-

557 /07 LSG-GesellschaftzurWahrnehmung von Leistungsschutzrechten GmbH v Tele2 

Telecommunication GmbH [2009] ECR I -1227, where the Court of Justice decided 

that the term 'intermediary' was to be construed to include the Internet access 

provider who merely provides a user with access to the network, Arnold J 

184 Tiventieth Century Fox Film v British Telecommunications Pie (2011] EWHC 1981 (Ch). 

185 Ibid, at (1]. 

186 [201 0] EWHC 608 (Ch). 

187 [2011] EWHC 1981 (Ch), at [103]. 
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concluded that the users did use BT's service to infringe the Studios' copyrights. 188 

As to the question of whether the operators of the N ewzbin2 website were using 

BT's service to infringe copyright, Arnold J disregarded the submissions of 

Counsel for BT, and pointed out that while operators of the Newzbin2 website 

infringed the Studios' copyright in three ways, the first two ways (authorise and 

joint liable) were different forms of accessory liability for acts committed by the 

users, since it was concluded that the users were using BT's service to infringe 

copyright, then it followed that the operators were too; the third way that the 

operators made the works available in such a way that users could access them over 

BT's network, it was sufficient to constitute user of BT's service to infringe.189 

The second question was whether BT had actual knowledge of the infringement. 

BT disputed that it did not fulfil the condition of 'actual knowledge' that was 

imposed in section 97 A of CDPA 1988. Therefore, Justice Arnold raised three 

questions of interpretation: 'First, what must the service provider have 'actual 

knowledge' of? Secondly, in what manner may a service provider be given 'actual 

knowledge' of something that it did not know before? Thirdly, if some actual 

knowledge is proved, what is the scope of the injunction that may be granted?'190 

As to the first question, the Studios contended that general knowledge of use of 

service for infringing activity was sufficient while BT contended that actual 

knowledge of use of its service to commit a particular infringement of a particular 

copyright work by a particular identified or identifiable individual was essential. 

The Studios advanced three arguments and BT relied on six arguments, involving 

variety provisions in different legislation and case laws. After considering these 

188 Ibid, at [104]-[108]. 

189 Ibid, at [113]. 

190 Ibid, at [115]. 
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arguments one by one, Justice Arnold suggested that 'what 1s decisive is the 

context, purpose and wording of section 97 A(1)'. 191 He advised that the 

requirement for actual knowledge should not be interpreted too restrictively based 

on three reasons. First, against the background that the two Directives 192 were 

promulgated at the same time, 'it is significant that service providers lose the 

protection against liability conferred by Articles 13 and 14 of the E-Commerce 

Directive once they have actual knowledge of the matters specified in those articles. 

By contrast, a service provider does not lose the protection of Article 12(1) of the 

E-Commerce Directive even if it has actual knowledge of another person using its 

service to infringing copyright.' 193 Second, the recital (59) of the Information 

Society Directive indicates 'the purpose of Article 8(3), and hence section 97 (A), is 

to enable an injunction to be granted against a service provider which 'carries' an 

infringement because service providers are best placed to bring 'infringing activities' 

to an end.'194 Third, according to the wording of section 97(A), which is much 

more general and open-ended, does not require that the other person be identified 

or even identifiable. 'One can know that someone is infringing copyright without 

knowing who that person is or even being able to find out who that person is.'195 In 

sum, Justice Arnold said, 'it is not essential to prove actual knowledge of a specific 

infringement of a specific copyright work by a specific individual.'196 

With regard to the second question of in what manner may a service provider be 

given 'actual knowledge', section 97A(2) has provided a clear answer that the 

191 Ibid, at [145]. 

192 InfoSoc Directive and E-Commerce Directive. 

193 [2011] EWHC 1981 (Ch), at [145]. 

194 Ibid, at [146]. 

195 Ibid, at [147]. 

196 Ibid, at [148]. 
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receipt of a sufficiently detailed notice is relevant. What is more, according to 

Arnold J, 'a reasonable opportunity to investigate the position' is within 

consideration.197 

The third question of the scope of the injunction was a complex one. The Studios 

proposed a broad injunction against a service provider once it had actual 

knowledge that its service was being use to infringe copyright. However, BT 

submitted that the scope of the injunction was limited to the particular 

infringements of which the service provider had actual knowledge. The Court 

turned to 20C Fox v Newzbin and pointed out that Kitchin J declined to grant a 

broad injunction because he had little or no evidence, no jurisdiction and the rights 

were wholly undefined. 198However the Court did not stop here and then turned to 

L'Oreaf v eBqy, 199 indicating that, 

In my judgement the Court's reasorung demonstrates that the 

jurisdiction is not confined to the prevention of the continuation, or 
even repetition, of infringements of which the service provider has 
actual knowledge. On the contrary, an injunction may be granted 

requiring the service provider 'to take measures which contribute 
to ... preventing further infringements of that kind'. Although such 

measures may consist of an order suspending the subscriber's account 
or an order for disclosure of the subscriber's identity, the Court of 

Justice makes it clear at [143] that these examples are not exhaustive, 

and that other kinds of measures may also be ordered.200 

197 Ibid, at [149]. 

198 [2010] EWHC 608 (Ch), at [135]. 

199 L'Orea/ SA v eBqy JntrAG (2009] EWHC 1094 (Ch), [2009] RPC 21. 

200 [2011] EWHC 1981 (Ch), at [156]. 
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In conclusion, the Court ruled out the possibility of granting an injunction against 

BT pursuant to section 97 A.201 

In Dramatico (No.2), 202 the Claimants which were record comparues sued the 

Defendants which were six ISPs, requiring the Defendant to take measures to 

block or at least impede access by their customers to a peer-to-peer file-sharing 

website called The Pirate Bay ('TPB') based on the previous judgment (Dramatico 

(No.1)203) that both users and the operators of TPB infringed the copyright of the 

Claimants in the United Kingdom. Accordingly, the remaining matters that should 

be considered were as follows, 'first, the Defendants are 'service providers' within 

the meaning of section 97 A. Secondly, that users and/ or the operators of TPB use 

the Defendants' service to infringe copyright. Thirdly, that the Defendants have 

actual knowledge of this.'204 Mr Justice Arnold was 'in no doubt' with first question 

and 'satisfied' with the second one, therefore this left the third question, which was 

worth discussing. He agreed with the Claimants that the Defendants had acquired 

actual knowledge in three ways: the notifications provided to the Defendants, the 

awareness of the contents of the Claimants' evidence and the awareness of the 

findings in the First Judgement. Therefore, the Defendants clearly had actual 

knowledge that the user and operator of TPB used their service to infringe 

copyright. 

In EMJ v Sjg,205 various record companies on behalf of other members of BPI 

and PPL sought injunctive relief to block or impede access to certain well-known 

201 Ibid, at [15 8]. 

202 Dra111atico Entertainment Ltd v British S,ry Broadcasting Ltd (No.2) [2012] EWHC 1152 (Ch). 

203 Ibid. 

204 [2012] EWHC 1152 (Ch), at [4]. 

205 EMI Records Ud v British S,ry Broadcasting Ud [2013] EWHC 379 (Ch). 
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BitTorrent tracking websites (KAT, H33T and Fenopy) under section 97A of 

CDPA 1988. Like the previous lawsuits, the defendants' actual knowledge that the 

users and operators of websites used the defendants' service to infringe needed to 

be proved. Arnold J took the same approach as he did in the previous cases such as 

NewzbinII and Dramatico. 

First, he was in no doubt that the defendants were service providers within the 

meaning of section 97 A of the 1988 Act and no defendants suggested otherwise. 

Second, the users of Websites infringed copyrights by ways of copying and 

communicating to the public. Third, the operators of the Websites infringed the 

claimants' copyright in the following three ways: the operators of the Websites 

communicated the recordings to the public by active intervening, in full knowledge 

of the consequences of their actions, to give others access to the claimants' 

copyright works, and benefited financially from their activities;206 Moreover, after 

applying the analysis including 'the nature of the relationship', 'the means used to 

infringe', 'inevitability of infringement', 'degree of control' and 'steps to prevent 

infringement', Arnold J concluded that the operators authorised their users' 

infringing acts beyond merely enabling or assisting, but including 'sanction, 

approve and countenance' and 'purport to grant';207 At last, Arnold J applied the 

analysis by Kitchin J in Newzbin with regard to joint tortfeasance, founding that the 

operators and the users acted pursuant to a common design to infringe, thus they 

were joint tortfeasors. 208 Fourth, Arnold J is satisfied that both users and the 

operators of the Websites use the defendants' services to infringe the claimants' 

copyrights.209 Fifth, evidence clearly indicated that the defendants were aware of 

206 Ibid, at [43]-[51]. 

207 Ibid, at [52]-[70] . 

208 Ibid, at [71] - [75]. 

209 Ibid, at [76]-[88]. 
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the infringing activities by receiving the notices, thus they had actual knowledge.210 

At last, proportionality and discretion were also being considered and Arnold J was 

satisfied that the orders sought, which were narrow and targeted once, are 

proportionate, necessary and appropriate. 211 Therefore, he issued orders as 

requested by the claimants. 

The evolving case law suggest that it is essential to take into account the four 

questions in determining whether to grant an injunction against an ISP pursuant to 

section 97 A of CDPA 1988. These questions are: first, are the defendant's service 

providers under section 97 A? Second, do the users and/ or operators of the 

websites infringe? Third, do the users and/ or operators use the defendants' service 

to infringe? Fourth, do the defendants have actual knowledge? Generally, the court 

would decide the third question by involving the doctrine of authorisation in the 

first proceedings, such as 20C 1-'ox v BT and Dramatico v Bnlzsh S'9'.212 Then the 

court would consider the rest of the questions, especially the last question 

regarding the actual knowledge of the defendant. From the above cases discussed, 

Mr Justice Arnold, who has been adjudicating most of the relevant cases, preferred 

a broad view of what actual knowledge really means by involving extensive 

discussion of both sides and case laws, and concluded that it is not essential to 

prove actual knowledge of a specific infringement of a specific copyright work by 

a specific individual, and that the receipting of a sufficiently detailed notice and a 

reasonable opportunity to investigate the position means a service provider has 

been given actual knowledge, and that the scope of the injunction should not be 

confined within the present specific case but be grant to prevent further 

infringements of that kind. 

21 0 Ibid, at [89] . 

211 Ibid, at [90]-[107]. 

212 See Dramatico E ntertainment Ltd v British S~ Broadcasting Ltd [2012] EWHC 268 (Ch). 
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7.4 Differences between the United States and the EU 

The DMCA safe harbours have extensive influence over other jurisdictions, which 

were either inspired, or under the pressure of treaties. 213 This explains why the safe 

harbour provisions in the United Kingdom share much similarity with that of the 

United States. As a member of the European Union, the United Kingdom 

implemented the Directive 2000/31/EC214 and passed the Electronic Commerce 

(E-Commerce Directive) Regulations 2002,215 in which defences (safe harbours) 

were established under both civil and criminal law, for the benefit of certain types 

of online intermediary, according to Articles 13 and 14 of E-Commerce Directive. 

Such safe harbours are available for those online intermediaries involved in 'mere 

conduit' (this covers access providers), or in 'caching' or 'hosting', which were 

obviously inspired by those set forth in the DMCA. 216 Although, the these 

provisions seem to be adopted from the basic idea of section 512 of DMCA, and 

'indeed closely tracked the language of the DMCA in places - particularly with 

regard to the descriptions of those activities and the conditions for limiting 

213 'Sometimes the provisions were drafted (or amended in the course of passage) in a hurry or 
with excessive reference to foreign precedents developed in respect of comparable but 
materially different foreign statutes, in order to give effect to a treaty or under other pressure 
of time. For example, the Australian Copyright Act safe harbours were a rushed 
implementation pursuant to obligations accepted by Australia as a condition to implementation 
of the Australia United States Free Trade Agreement.' Peter Leonard, 'Safe Harbours in 
Choppy Waters - Building a Sensible Approach to Liability of Internet Intermediaries in 
Australia' (2010-2011) 3 Journal of International Media & Entertainment Law 221,236. 

214 European Union Council Directive 2000/31, On Certain Legal Aspects of Information 
Society Services, in Particular Electronic Commerce, in the Internal Market ('Directive on 
Electronic Commerce'), 2000 OJ. (L 178) 1 (hereinafter E-Commerce Directive). 

215 It came into force on 21 sr August 2002. 

216 Miquel Peguera, 'The DMCA Safe Harbours and Their European Counterparts: a 
Comparative Analysis of Some Common Problems' (2009) 32(4) Columbia Journal of Law & 
the Arts 481,482. 
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liability', yet there are a number of substantial differences between the statutes. 217 

Since the United Kingdom implemented the European Union Directive, the 

United Kingdom approach is, in essence identical to the European Union model, 

and this part discusses the differences between the European Union and the 

United States safe harbours. 

First, the United States and the European Union have different scope of safe 

harbour protection. The DMCA safe harbours apply to copyright liabilities, but the 

European Union safe harbours cover intermediaries' liability 'for any kind of 

unlawful content provided by their users, whether it constituted copyright 

infringement, trademark infringement, defamation, unfair competition, hate speech 

or any other type of illicit material'.218 The EU adopts a 'horizontal' approach,219 

because it is logical to establish a single set of rules covering all fields if the 

intermediaries engage in the same activity, playing the same neutral and passive 

role. This also explains why the safe harbours are provided in the E-Commerce 

Directive instead of the Copyright Directive. Further, the DMCA safe harbours 

were a result of compromise of negotiations between stakeholders, 220 which 

explains the complexity in them. 

Second, The United States and the European Union have constructed different 

categories. The European Union's measure 'lacks an express safe harbour for 

search engines (although some Member States included one when implementing 

217 Ibid 482. 

218 Ibid. 

219 Trevor Cook, 'Online Intermediary Llability in the European Union' (2012) 17 Journal of 
Intellectual Property Rights 157, 158. 

220 Miquel Peguera, 'The DMCA Safe Harbours and Their European Counterparts: a 
Comparative Analysis of Some Common Problems' (2009) 32(4) Columbia Journal of Law & 
the Arts 481, 484. 
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Directive 2000/31/EC)'. 221 The main reason for not containing safe harbour 

provision for information location service could be the role that the service plays is 

transmitting instead of hosting. However, there is an increasing number of ISPs 

providing information location services that 'also conduct selection, organisation 

or classification of located information'. To this light, the European Union began 

to consider the addition of a new article to deal with this issue. 222 

Third, the interpretation of constituting factors under the safe harbour provisions 

between the United States and the European Union are remarkably similar.223 For 

example, the knowledge requirements are almost exactly the same in terms such as 

'actual knowledge' and 'aware of facts and circumstances', even the subsequent 

'acts expeditiously to remove or to disable access to'. However, there is one subtle 

difference: 'as regards claims for damages', which disqualifies ISP from safe 

221 Trevor Cook, 'Online Intermediary Liability in the European Union' (2012) 17 Journal of 
Intellectual Property Rights 157, 158. 

222 Wenqi Liu, 'A Critical Review of China's Approach to Limitation of the Internet Service 
Provider's Liability: a Comparative Perspective' (2011) 16 Journal of Intellectual Property 
Rights 235, 243. 

223 Section 512(c)(1)(A) of DMCA requires that the service providers (same rules under section 
512(d)(1 )): 

does not have actual knowledge that the material or an activity using the material on the system 
or network is infringing; 

in the absence of such actual knowledge, is not aware of facts or circumstances from which 
infringing activity is apparent; or 

upon obtaining such knowledge or awareness, acts expeditiously to remove, or disable access to, 
the material. 

Article 14.1 of the E-Commerce Directive provides the liability limitation for the information 
stored, on condition that: 

the provider does not have actual knowledge of illegal activity or information and, as regards 
claims for damages, is not aware of facts or circumstances from which the illegal activity or 
information is apparent; or 

the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove or to 
disable access to the information. 
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harbour protection from criminal liability if it possess actual knowledge. The 

DMCA however does not differentiate criminal liability from civil liability with 

regard to safe harbour protection. 

Fourth, unlike the DMCA safe harbours, the EU safe harbours lack the 

complicated notice and takedown procedure, under which, the notice fails to 

comply with formality requirement will not be considered in determining the 

knowledge of an ISP.224 In this respect, the EU service providers 'might be more 

acutely aware of the uncertainty they face'.225 According to an analysis by Professor 

Miquel Peguera, the E-Commerce Directive sought to encourage voluntary 

agreements between parties, and Member States, some of which has reached 

agreements, should be encouraged this approach, and others have enacted 

legislation implementing a notification procedure.226 

Fifth, it has become a common view that no general obligation of monitoring 

should be imposed on intermediaries. While this statement was made clear under 

Article 15 of the E-Commerce Directive, this rule was not expressly stated in 

DMCA but in the House Report.227 

At last, the DMCA safe harbours immune monetary liability of hosting or linking 

224 Section 512(c)(3)(B)(i) of DMCA 1998: 'subject to clause(ii), a notification from a copyright 
owner or from a person authorized to act on behalf of the copyright owner that fails to 
comply substantially with the provisions of subparagraph (A) shall not be considered under 
paragraph (l)(A) in determining whether a service provider has actual knowledge or is aware 
of facts or circumstances from which infringing activity is apparent.' 

225 Miquel Peguera, 'The DMCA Safe Harbours and Their European Counterparts: a 
Comparative Analysis of Some Common Problems' (2009) 32(4) Columbia Journal of Law & 
the Arts 481, 489. 

226 Ibid 490. 

227 H.R. Rep. No. 105-551, pt. 2, at 53 (1998): 'a service provider need not monitor its service or 
affirmatively seek facts indicating infringing activity (except to the extent consistent with a 
standard technical measure complying with new subsection (h)), in order to claim this 
limitation on liability (or, indeed any other limitation provided by the legislation).' 
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service provider if it 'does not receive a financial benefit directly attributable to the 

infringing activity, in a case in which the service provider has the right and ability to 

control such activity' .228 However interestingly, the E-Commerce Directive did not 

mention any requirement regarding elements of right and ability to control and 

direct financial benefit. Take the United Kingdom that implemented the E­

Commerce Directive as an example. Unlike the United States secondary copyright 

liability that includes contributory infringement and vicarious liability, which links 

to the safe harbour provisions to certain extent, the UK adopts a different 

approach of imposing an authorisation liability on intermediaries. This must 

affects its safe harbour provisions. As EU Directives provides a guide to both 

common and civil law countries, it is reasonable that it only establishes threshold 

criterion and leaves the details to its Member States. 

The statutory safe harbour rules under the US DMCA 1998 and the EU E­

Commerce Directive have more dissimilarities than similarities. They are 

substantially different in the scope, category, the procedure, and application of safe 

harbours. The analysis above shows that, the reason that the EU safe harbours has 

not reached harmonisation and specification is the fact that the European 

Directives must be implemented into the national law of each Member State. The 

comparison between the two legal regimes shows that there is still a long way to go 

along the path of harmonisation of safe harbour rules. 

7 .5 Conclusion: Which Approach Should China Adopt? 

This chapter discussed the exemption of indirect liability for digital copyright 

infringement: safe harbour provisions. The DMCA safe harbours immune 

innocent ISPs from liabilities to provide stability and predictability for technology 

228 Section 512(c)(1)(B) and (d)(2) of DMCA 1998. 
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innovators. This chapter conducts a detailed analysis with regard to safe harbours 

provided for two types of ISPs under section 512 (c) and (d). The key questions 

this thesis tries to solve is which approach should be adopted, the parallel/ co­

extensive approach or an independent approach, to interpret the knowledge 

standard and control and benefit standard in safe harbour provisions. Should the 

above two standards be considered as codification of the common law 

contributory and vicarious liability principles? 

As discussed in chapter two, China transplanted the United States safe harbour 

provisions, which have been serving as both attribution and exemption of 

liabiliti es, owning to the misunderstanding of the questions raised above. This 

thesis suggests a strict interpretation, which denied considering safe harbours as 

codification of common law principles, based on analysis of legislative history, 

legislators' intent and context reading. The aim of the analysis is to achieve the 

integrity, clarity and uniformity in application of safe harbour provisions. 

By investigating into the nature, role and true meaning of the DMCA safe 

harbours, this chapter resolved the confusion that exists in China's legislation such 

as the nature of safe harbour provisions, contradictable knowledge standards and 

contested control and benefit requirements. It is therefore proposed that a revision 

of current China safe harbour provisions should be made. 

First, current legal framework for indirect copyright infringement consists of the 

Copyright Act, the 2010 Tort Liability Law and the 2013 Provision as liability 

attribution, and the 2006 Regulation as liability limitation. 

Second, it is proposed that the second paragraph of article 23 to be removed for 
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two reasons.229 One reason is that it is an expression of liability attribution rather 

than liability limitation. If the 2006 Regulation serves as safe harbours for NSPs in 

China while new law on liability attribution has been passed, there is no need for 

that paragraph to exist. The other reason is that it has been proved that NSPs bear 

a form of independent liability based on the overlapping tort theory rather than 

joint liability. This existence of this article will create confusion in future 

application of law. 

Third, article 22( 4) should be removed, because the vicarious liability lacks root in 

Chinese copyright law system, and that the stipulation on financial benefit as one 

limitation to the liability renders a higher copyright liability for NSPs than in the 

US. This is disproportionate for NSPs in China. 

Fourth, concern has been raised towards the culpability of the NSPs, especially the 

inconsistency of the knowledge standard. It is vital for both courts and scholars to 

reach the consensus as to the interpretation and application of the knowledge 

requirement such as 'know', 'should have known' and 'have reasonable ground to 

know'. Great achievement has been made in the United States on the theory of 

knowledge, such as the content of knowledge, the generality of knowledge and the 

meaning of 'red flag' knowledge. It is believed that China will benefit from 

learning the US experience. 

229 Paragraph 2 of article 23 of the 2006 Regulation states that: 'Where it knows or should have 
known that the linked works, performances, sound recordings or video recordings infringe 
another person's right, it shall be jointly liable for the infringement.' 
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Chapter 8 Conclusion 

This thesis conducts a comparative research with regard to relevant discussions 

and analysis of the Anglo-American copyright laws. Major issues raised within the 

framework of the discussion include the foundation, the attribution and the 

exemption of the indirect copyright liability. Only with this comparative approach, 

could the problem be clearly identified and summarised. 

This chapter consists of three sections. The fir st section takes a brief overview of 

the research, indicating the importance of the study and the gaps that exist in 

current literature. By examining alternative approaches to the issues of attribution 

and exemption of indirect copyright liability in the digital world, the thesis reaches 

three major findings on the Anglo-American experience, which are demonstrated 

in the second section. These findings evaluate the pros and cons of each available 

approach, and point out that the solution to the problems lies in the understanding 

of not only laws of other jurisdictions, but more importantly, the specific 

circumstances in China. With an understanding of the multifaceted perspectives, 

including torts, history and economics, which affected the operation of the indirect 

copyright liability system in China, the thesis provides recommendations in the last 

section. 

8.1 Overview of Study 

Ever-improving technological advances, especially the development of the Internet 

and digital technology, have provided impetuses as well as challenges for the 

application of traditional copyright law principles, which have been tested within 

the digital environment to see whether the balance between copyright and 

commerce has been interrupted and whether changes are needed. The indirect 

copyright li abili ty regime becomes the crux of the contradiction between copyright 
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law and technology by imposing liability on intermediaries who do not commit 

copyright infringement directly but are held liable for infringement committed by 

others, based on efficiency and moral grounds. Within the digital environment, 

ISPs are facing potential liability for the acts of subscribers who are using their 

services to access, upload or download information. However, a lack of certainty 

of ISP liability in current digital legislation will inevitably decrease ISPs' incentives 

for utilizing new technology and participating in e-commerce. Consequently, this 

may have a negative impact on the progress of science and on economic 

development in China. 

In China, the situation is more stringent due to the severe digital piracy and the 

incompleteness of indirect copyright liability system. The major contentions on 

this topic in China can be summarised into three debates: the theoretical bases for 

NSP copyright liability, the NSP's knowledge standard, and the nature of the safe 

harbour provisions. The confusion creates obstacles, not only in the adjudication 

of cases in China, but also in the technological operations of the NSPs. 

China has been importing the United States' safe harbour models into its own 

legislation, which, however, has caused confusion from two aspects. First, China 

and the United States have different legal systems, which make the transplant 

inapplicable in many ways. Second, unlike the United States' safe harbour rules that 

supplement the attribution of indirect liability principles including contributory 

and vicarious infringements developed in case law, China has not developed its 

own attribution of liability principles. A blind transplant of US laws into China is 

just like water without a source and a tree without roots. Therefore, a thorough 

analysis of tl1e United States' doctrines of indirect copyright liabilities is essential 

for the study. The Commonwealth countries' authorisation liability, on the other 

hand, provides a second model. With the longest history of copyright laws in the 
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United Kingdom and its advanced legislative techniques, it is believed that China 

could learn a valuable lesson. 

In order to establish an efficient, well-balanced and predictable indirect copyright 

liability system for digital copyright infringement in China, this thesis proposes 

three hypotheses. First, the Chinese indirect copyright liability system should be 

independent-tort-oriented. Second, the establishment of Chinese indirect 

copyright liability principles should be based on culpable conduct of the 

defendant, instead of knowledge. Third, revised, build-to-suit safe harbour 

provisions will work more efficiently than the current borrow-to-use safe harbours 

in China. 

These hypotheses have been tested 1n the following chapters by a method of 

comparing doctrines. A comparative study in various jurisdictions, especially in 

different legal systems, requires a common ground. It is imperative that the 

rationale behind the indirect copyright liability is appreciated. This thesis, in 

chapter 3, tested the first hypothesis through examining the foundational theory of 

indirect copyright liability from multifaceted perspectives of history and 

econom1cs. It is submitted that history and economics analysis provide a solid 

foundation for the justification of the principle of indirect copyright liability. 

These principles include technology neutral, balance and efficiency. 

Both the United Kingdom and the United States developed indirect copyright 

liability within the context of their own intellectual property law, without referring 

to the general tort law principles. However, in China, tort law has been serving as 

guiding principles for imposing copyright liabilities. In Chapter 4, by reviewing the 

key principles in the United States general tort theory and their possible 

applications to indirect copyright infringement, suggests that the indirect copyright 

liability should be governed by general tort principles. The major contribution that 
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the general tort principles provide is that they solved difficult core questions in the 

P2P cases by recruiting the 'knowledge to substantial certainty test'. This suggests 

that when evidence of the intent of the P2P service provider is hard to find, and 

no knowledge of direct infringement can be established, if a service provider has 

knowledge to a substantial certainty that the product facilitates the infringement of 

a particular copyright holder's work, a clear element of wrongfulness is shown. 

This test fills the gap between the existing inducement and contributory 

infringement on the culpability requirement of the defendant. 

The second hypothesis was tested in chapter 5 and 6, through exploring the 

attribution of indirect copyright liability rules in jurisdictions of the United States 

and the Commonwealth Countries. The United States developed a fault-based 

indirect liability regime through case laws, in the forms of contributory, vicarious 

and inducement liability. Fierce debates existed in defence of liability, especially the 

So'!)' rule. Unresolved questions include whether the So'!)' rule is still applicable in 

the digital world, whether the knowledge requirement of contributory 

infringement includes constructive knowledge, and whether vicarious liability 

requires a knowledge element. The United Kingdom's and Australian authorisation 

liability approach requires conceptual analysis of authorisation and factor analysis 

including the nature of the relationship, the degree of control, the means to 

infringe, the steps to prevent infringement and the inevitability of infringement. 

Intertwined with the Australian case laws, the United Kingdom's approach has a 

century-long history and numerous case laws that have provided thorough 

explanation of the doctrine. However, this approach has been contested in 

different courts, which have produced strict or expansive analysis with different 

inclinations. 

The United States' fault based approach inspired the attribution category of 

315 



indirect copyright liabili ty in China, which consists of abetting and assisting 

infringement. China has made a large and profound step towards the building of 

the indirect copyright liability framework through the promulgation of the 2013 

Provision. The Chinese approach focuses on the knowledge requirement including 

'know' and 'should know,' rather than the United States' equal emphasis on both 

knowledge and intent. In addition, the China's approach overlooked the objective 

factors that should be taken into account. This thesis proposes a combination of 

the Anglo-American approaches, indicating that maintaining the US attribution 

category, China should complete the indirect copyright liability framework with 

elements of attribution adopted in the UK and Australia, including both subjective 

and objective factors. 

The third hypothesis, regarding building applicable safe harbour prov1s1ons m 

China, has been tested in chapter 7. China has borrowed the United States' safe 

harbours and incorporated them into its 2006 Regulation, which has worked in 

contradiction on the aspect of knowledge requirement with other legislation such 

as the subsequent 2010 Tort Liability Law. In addition, competing opinion exists 

on whether the safe harbours were attribution of liability or exemption of liability, 

because the legislative language was formulated in both ways. The study, therefore, 

conducts a critical analysis on the United States' safe harbours in an attempt to 

provide a solution to solve the ambiguity in China's laws. This thesis suggests that 

China will benefit a lot from the interpretation of the knowledge requirement and 

the control and benefit requirement in the United States' cases, since cases that 

applied the Chinese safe harbours have been very limited, and the United States' 

experience has had a significant impact on the application of Chinese safe 

harbours. However, it is notable that China has a different legal system and 

tradition from that of the United States. Given that, the safe harbours work in a 

different legal context. This thesis, by examining the confusion in Chinese 
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legislation, seeks to modify current rules to accommodate the reality in China. 

8.2 Major Findings: Five Principles 

The following findings can be drawn through critical analysis of the Anglo­

American experience. 

First, the doctrine of indirect copyright liability has proved to be the most efficient 

and balanced model for copyright infringement committed by third parties, 

especially under the circumstances of globalisation and digitalisation, based on 

justification from the multifaceted perspectives of history and economics. A 

common ground for transplant of laws in the regime of indirect copyright liability 

is that the principle of technology neutral is to be followed to reach the common 

value of balance and efficiency. 

Second, through a survey of tort law in Chapter 4, the study contends that the 

long ignored general tort law should serve as guidance for the establishment and 

interpretation of indirect copyright liability rules. 

Third, the United Kingdom and the United States have various indirect copyright 

liability principles in accordance with their own legal traditions. Each approach has 

its pros and cons. The balance between the copyright holders, the general public 

and the intermediaries has been carefully adjusted through evolving case laws. This 

thesis finds that the United States provides an easier and more understandable 

category of indirect copyright liability built on the culpability of the defendant, 

namely contributory infringement in terms of knowledge and inducement 

infringement in terms of intention. This classification and designation of indirect 

copyright liability avoids the difficulties in interpretation of terms in the United 

Kingdom's conceptual approach that focuses on the meaning of authorisation. A 
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fault-based approach is adopted in the United States, which also considers culpable 

conduct of the defendant. 

Fourth, this thesis discovers that the multi-factors analysis approach in the United 

Kingdom's and Australian authorisation liability, compared with the United States' 

approach that is focused on 'knowledge' and 'material contribution' in contributory 

infringement and 'inducement' element in inducement infringement, is more 

comprehensive. The authorisation approach considers all relevant factors including 

the relationship, control, means, knowledge, due care and inevitability. This 

consideration allows for a wide spectrum of evaluation that works in a correlative 

pattern. 

Fifth, this thesis finds that the United States' DMCA safe harbour rules have been 

running efficiently during the past decade with a predictable operation process for 

the ISPs. The study argues for integrity, clarity and uniformity as guiding principles 

in the interpretation of safe harbours. For instance, it reveals that the content of 

the knowledge is not only the infringing activity but also the infringing nature of 

the activity; knowledge of specific instances of actual infringement rather than 

general knowledge, is required; the red flag knowledge does not include the non­

compliance notice from the copyright holder, neither does it include knowledge 

that requires further investigation; 'item-specific' knowledge is not required in the 

determining of the control and benefit test; and the control and benefit test does 

not codify the common law vicarious liability. The United Kingdom's safe harbour 

rules have more differences than similarities in terms of scope, category, procedure 

and application. However, their superiority has not been brought into full play yet. 

Their advantages need to be further exploited. 

8.3 A Reformed Framework for China 
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This study, through exam1rung the Anglo-American expenence on indirect 

copyright liability doctrines, proposes a reconciled approach in reforming current 

China's laws to build an efficient, well-balanced and predictable indirect copyright 

liability system. The recommendations can be summarised as follows. 

First, from the perspective of economics, four prerequisites can be summed up to 

help to identify cases where indirect liability might be attractive: direct infringers 

are beyond the reach of law; transaction costs make reallocation by contract 

implausible; the potential liable party is in a position to control; and significant 

negative externality can be internalised by applying the indirect liability rules. These 

conditions, once met, are of significant importance for the application of a 

balanced and efficient indirect copyright liability regime. 

Second, online intermediaries should be divided into two types to assume different 

liabilities according to the services they provide. The first type is ISPs that provide 

only accessing services. For this kind of service providers, once direct infringement 

occurs, they shall be liable for not fulfilling the statutory obligation. In other words, 

they should only bear direct liability instead of an indirect liability. Intent or 

subjective faults do not apply under this circumstance. For the second type of 

service providers that provide services such as information locating, hosting or 

P2P file sharing, the indirect copyright liability principles apply. The reason to 

divide the intermediaries into two types is the legal bases of the two types of 

liabilities are different. The first kind of service is liable for the legal obligation 

they violated, and the second is based on contributory and inducement liability, in 

which the factor of 'intent' is essential. 

Third, current Chinese tort law has a logic gap that had existed long before the 

promulgation of the 2010 Tort Liability Law. Unfortunately, the new legislation has 

not yet recognized the concept of indirect liability, nor has it developed an 
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independent basis for indirect infringement. Therefore, the tort law needs to be 

amended, adding an 'overlapping tort' as one of the liability forms and theoretical 

bases for indirect liability. 

Fourth, constructing indirect liability forms and standards for online copyright 

infringement involves three steps. The first step is to establish a general rule for 

indirect copyright liabili ty. This rule requires three key components: direct 

infringement as a prerequisite, because indirect infringement does not exist without 

direct infringement; a subjective fault including intent or knowledge; and 

enablement, that the indirect infringer provides means for direct infringement. The 

second step constructs two types of indirect liability. Contributory liability is 

mainly designed for ISPs that provide services such as hosting and information 

locating, while inducement liabili ty can solve many problems with the issue of P2P 

infringement, especially for ISPs that provide decentralized software. The third 

step requires strict interpretation and application of safe harbour provisions. These 

liability limitation rules should not unduly impede legitimate digital 

communications, nor should they unreasonably influence the Internet, which has 

been an effective communications platform, commercial channel and educational 

tool. 

Fifth, specifically speaking, it is proposed that China's legal framework for indirect 

copyright infringement consists of relevant articles in the 2010 Copyright Law, the 

2010 Tort Liability Law and the 2013 Provision as liability attribution, and related 

rules in the 2006 Regulation work as copyright liability limitation. However, 

considering the ambiguities 1n current laws, I make the following 

recommendations. 

To begin with, the 2010 Copyright Law shall explicitl y recognize indirect copyright 

liability. Unlike the United States that has developed indirect copyright liability in 
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case laws, judicial decisions in China do not have binding effects. In this light, it is 

essential for legislators to codify this theory and put it into the statute, as long as 

the theory matures in tort law as well. 

Next, China has transplanted the United States safe harbour provisions, which 

have served as both attribution and exemption of liabilities, owning to the 

misunderstanding of safe harbour provisions. This article suggests a strict 

interpretation of safe harbours, rather than considering safe harbours as a 

codification of common law principles, based on analysis of legislative history, 

legislators' intent and context reading. Investigating into the nature, role and true 

meaning of the DMCA safe harbours resolves the confusion tl1at exists in China's 

legislation, such as the nature of safe harbour provisions, contradictable knowledge 

standards, and contested control and benefit requirements. I therefore propose a 

revision of current Chinese safe harbour provisions. The second paragraph of 

article 23 should be removed for two reasons: first, it is an expression of liability 

attribution rather than liability limitation. Since the 2006 Regulation shall serve as a 

safe harbour for NSPs, there is no need for the paragraph to exist. Second, it has 

been proved that NSPs assume independent liability based on the overlapping tort 

theory rather than joint liability. The existence of this article will create confusion 

in the future application of law. The other proposition for the modification of the 

2006 Regulation is that the article 22( 4) should be removed. As demonstrated 

previously, vicarious liability lacks root in Chinese copyright law system, and the 

stipulation on financial benefit as one limitation to the liability renders a higher 

copyright liability for NSPs than that in the United States. This is disproportionate 

for NSPs in China. 

Lastly, concern has been raised towards the culpability of NSPs, especially the 

inconsistency of the knowledge standard. It is vital for both courts and scholars to 
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reach the consensus as to the interpretation and application of the knowledge 

requirement such as 'know', 'should have known' and 'have reasonable ground to 

know.' Great achievement has been made in United States on the theory of 

knowledge, such as the content of knowledge, the generality of knowledge and the 

meaning of 'red flag' knowledge. China can benefit from the United States 

experience. In addition, China's laws have been partially emphasizing the mental 

element of the defendant, but have overlooked the objective aspects such as 

culpable conduct. In this sense, the United Kingdom has offered a good example 

in its factor analysing approach. 

In conclusion, this thesis, inspired by the Anglo-American experience, proposes to 

establish a tort law-oriented, culpable conduct-based indirect copyright liability 

system, with modified safe harbour provisions, in China. In this way, a justified and 

compatible indirect liability system can be optimised with equilibrium among 

relevant parties. 
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Appendices 

Appendix 1 List of Abbreviations 

ECJ: European Court of Justice 

EU: European Union 

IP: Intellectual Property 

ISP: Internet Service Provider 

NSP: Network Service Provider 

P2P: Peer to Peer 

UK: United Kingdom 

US: United States of America 

\"WIPO: World Intellectual Property Organization 

WTO: World Trade Organization 
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Appendix 2 The 2013 Provision 

Engli sh Translation from database@chinalawinfo.com 

[ Title ] Provisions of the Supreme People's Court on Several Issues concerrung the 

Application of Law in Hearing Civil Dispute Cases Involving Infringement of the Right of 

Dissemination on Information Networks [Effective] 
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r'oJ B s<J J;~ YE [f~ fr 1f 5<:,q 

Date issued: 12-17-2012 

Effective date: 01-01-2013 

Issuing authority: Supreme People's Court 

Area of law: Civil Litigation, Economic Trial 

Announcement of the Supreme People's Court 

'jj_ ;fff 'M r'l : 

2012-12-17 

2013-01-01 

The Provisions of the Supreme People's Court on Several Issues concerning the Application of 
Law in Hearing Civil Dispute Cases Involving Infringement of the Right of Dissemination on 
Information Networks, as adopted at the 1561st Session of the Judicial Committee of the 
Supreme People's Court on November 26, 2012, are hereby issued and shall come into force on 
January 1, 2013. 

Supreme People's Court 

December 17, 2012 

«ftaA~~~~r- ~~Wffi~~~~-~~-~~~#~ffl~-*~~Bs<J 
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Provisions of the Supreme People's Court on Several Issues concerning the Application of Law 
in Hearing Civil Dispute Cases Involving Infringement of the Right of Dissemination on 
Information Neworks 

(Interpretation No. 20 (2012]) 

Otff (2012) 201%) 

In order to correctly hear civil dispute cases involving infringement of the right of dissemination 
on information neworks, protect the right of dissemination on information networks, promote 
the sound development of tl1e information network industry, and maintain the public interest, 
these Provisions are formulated in accordance with the General Principles of the Civil Law of 
the People's Republic of China, the Tort Law of the People's Republic of China, the Copyright 
Law of the People's Republic of China, the Civil Procedure Law of the People's Republic of 
China, and other relevant laws and regulations and in consideration of trial practice. 
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~::!¾;l:D ~ 1f tlw{fft )), « 9:i i~A �~�~�;�¥ %¡� OO;fft=tU!)), « r:j=t$A~~to �~� ~-if-Fi!~¥!)) 
�~�~� *¥!1f1Jll1E, ~-g-Ej31Ll ~ ~i, *Ll5E7.$:1Jll1Eo 

Article 1 The people's courts shall take into account the interests of right holders, network 
service providers and the public when exercising their discretionary power in accordance with 
law during the hearing of civil dispute cases involving infringement of the right of dissemination 
on information networks. 

• - ~ A~~~-~~wm~~~~•tt~•mfil~#. a*~~~••tt~. 
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Article 2 For the purposes of these Provisions, 'information networks' means the Internet, radio 
and television broadcasting networks, fixed communication networks and mobile communication 
networks, with computers, TV sets, fixed telephones, mobile phones and other electronic devices 
as receiving terminals, as well as local area networks open to the public. 

ffl = & *~5EM~m~~~. ~~~tt•m, ~~m- ~5E~ffim,uM~~ 
�m�~ �~�~�~�4�~�~�~�~�t�t "�m �~�~ �~�-�r "�~�~�~�- ~JE~~~-8MJ-ffi~~•m~ 
~ML ~,&rt:J0Affn!x:B~ml~~~o 

Article 3 Where a network user or network service provider provides, on an information network, 
any work, performance, or audio or video recording which a right holder enjoys the right to 
disseminate on information networks without the permission of the copyright holder, the 
people's court shall determine that the network user or network service provider has infringed 
upon the right of dissemination on information neworks, except as otherwise provided for by 
laws and administrative regulations. 
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If the work, performance, audio or video recording is placed on an information network by 
means such as uploading to a network server, file sharing settings or using file sharing software, 
allowing the general public to download, browse or otherwise obtain the work, performance, 
audio or video recording at the time and place chosen individually, the people's court shall 
determine that the network user or network service provider has committed the act of provision 
as mentioned in the preceding paragraph. 
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Article 4 Where there is evidence to prove that a network service provider has provided any 
work, performance, or audio or video recording jointly with others by means such as 
cooperation, constituting a joint infringement, the people's court shall hold the network service 
provider jointly and severally liable. If the network service provider is able to provide evidence 
that it only provides automatic connection, automatic transmission, information storage space, 
search, link, fi le sharing technology and other network services so that it does not contribute to 
the infringement, the people's court shall support such a claim of the network service provider. 
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Article 5 Where a network service provider provides the alleged work for the public by means 
such as Web cache or thumbnail, substantively in place of another network service provider, the 
people's court shall determine that the network service provider has committed the act of 
prov1s1on. 

If the act of provision as mentioned in the preceding paragraph neither affects the normal use 
of the alleged work nor unreasonably damages the right holder's lawful rights and interests in the 
work, the people's court shall support a claim of the network service provider that it has not 
infringed upon the right of dissemination on information networks. 

ME~ �~�~�m�4 "�~�*�~�-�~�~�M�~�~�-�-�~�O�O �~�~�~�~�m " �~�~�~�~�~�-�4� 
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Article 6 Where the plaintiff has provided preliminary evidence that a network service provider 
has provided the alleged work, performance, audio or video recording but the network service 
provider is able to prove that it only provides network services and is not at fault, the people's 
court shall not determine that the network service provider has committed an infringement. 

ffiA~ ~~~mWfilffifil~~~m*•~*•~7ffi~~~-*~-~fi~• 
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Article 7 Where a network service provider abets or aids any network user in infringing upon the 
right of dissemination on information networks when providing network services, the people's 
court shall hold the network service provider liable for the infringement. 

Where a network service provider induces or encourages any network user to infringe upon the 
right of dissemination on information networks by means such as language, technical support 
promotion or bonus points, the people's court shall determine that the network service provider 
has abetted the infringement. 

Where a network service provider which knows or should have known that a network user is 
using its network services to infringe upon the right of network dissemination of information 
fails to take necessary measures such as deletion, screening and breaking the link or provides aid 
such as technical support for the user, the people's court shall determine that the network service 
provider has aided in the infringement. 
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Article 8 The people's court shall determine whether a network service provider is liable for 
infringement as an abettor or aider according to the fault of the network service provider. The 
fault of a network service provider means whether the network service provide knows or should 
have known a network user's infringement of the right of dissemination on information 
networks. 

Where a network service provider fails to conduct proactive examination regarding a network 
user's infringement of the right of dissemination on information networks, the people's court 
shall not determine on this basis that the network service provider is at fault. 

Where a network service provider is able to prove that it has taken reasonable and effective 
technical measures but it is still difficult for it to discover a network user's infringement of the 
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right of dissemination on information networks, the court shall determine that the network 
service provider is not at fault. 
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Article 9 The people's court shall determine whether a network service provider should have 
known an infringement based on a clear fact that a network user has infringed upon the right of 
dissemination on information networks and by taking into account the following factors: 

(1) The network service provider's capability of information management, as required according 
to the nature of services provided, manners of provision of services, and possibility of 
infringement attributable thereto. 

(2) The type and popularity of the disseminated work, performance, or audio or video recording 
and the visibility of the infringing information. 

(3) Whether the network service provider has, on its own initiative, chosen, edited, modifi ed, 
recommended or otherwise dealt with the work, performance, or audio or video recording. 

(4) Whether the network service provider has proactively taken reasonable measures to prevent 
infringement. 

(5) Whether the network service provider has set up any convenient programs to receive notice 
of infringement and make reasonable response to the notice of infringement in a timely manner. 

(6) Whether the network service provider has taken reasonable measures against a user's repeated 
infringements. 

(7) Other relevant factors. 
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Article 10 Where a network service provider recommends popular movies and TV plays by 
means such as ranking, catalogue, index, descriptive paragraphs or brief introductions when 
providing network services, allowing the public to access such works directly by means such as 
downloading from or browsing the network service provider's Web pages, the people's court may 
determine that the provider should have known a network user's infringement of the right of 
dissemination on information networks. 
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Article 11 Where a network service provider directly gains economic benefits from the work, 
performance, or audio or video recording provided by a network user, the people's court shall 
determine that the network service provider has a higher duty of care for the network user's 
infringement of the right of dissemination on information networks. 

If a network service provider gains benefits from inserting advertisements into a specific work, 
performance, or audio or video recording or gains economic benefits otherwise related to the 
disseminated work, performance, or audio or video recording, it shall be determined that the 
network service provider directly gains economic benefits as mentioned in the preceding 
paragraph, however, excluding the general advertising and service charges, among otl1ers, 
collected by a network service provider for providing network services. 
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Article 12 Under any of the following circumstances, the people's court may determine that a 
network service provider providing the information storage space service should have known a 
network user's infringement of the right of dissemination on information networks, according to 
the specific facts of the case: 

(1) Placing a popular movie or TV play in a position where it is easily appreciable to a network 
service provider, such as a homepage or any other primary page. 

(2) Choosing, editing, organizing, or recommending the themes or contents of popular movies 
and TV plays or establishing a dedicated ranking for them on its own initiative. 

(3) Otherwise failing to take reasonable measures, although the provision of the alleged work, 
performance, or audio or video recording without permission is easily appreciable. 
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Article 13 Where a network service provider fails to take necessary measures such as deletion, 
screening and breaking the link in a timely manner after receipt of a notice submitted by the 
right holder by letter, fax, email or any other means, the people's court shall determine that the 
network service provider knows the alleged infringement of the right of dissemination on 
information networks. 
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Article 14 Regarding the timeliness of a network service provider's taking necessary measures 
such as deletion, screening and breaking the link, the people's court shall make a determination 
after comprehensively considering the form of the notice submitted by the right holder, the 
accuracy of the notice, the difficulty in taking the measures, the nature of network services, the 
type, popularity and quantity of the involved works, performances, and audio and video 
recordings, and other factors. 
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Article 15 A civil dispute case involving infringement of the right of dissemination on 
information networks shall be under the jurisdiction of the people's court at the place of 
infringement or the place of domicile of the defendant. The place of infringement includes the 
place where the network server, computer terminal or any other equipment used for committing 
the alleged infringement is located. Where it is difficult to determine both the place of 
infringement and the place of domicile of the defendant or both of them are located outside 
China, the place where the computer terminal or any other equipment on which the plaintiff 
discovers the infringing content is located may be deemed the place of infringement. 
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Article 16 Upon the entry into force of these Provisions, the Interpretation of the Supreme 
People's Court on Several Issues concerning the Application of Law in the Trial of Cases 
Involving Copyright Disputes on Computer Networks (Interpretation No. 11 [2006] of the 
Supreme People's Court) shall be repealed concurrently. 

Civil dispute cases involving infringement of the right of dissemination on information 
networks for which a final judgment has not been entered after tl1ese Provisions come into force 
shall be governed by these Provisions. Those for which a final judgment has been entered before 
these Provisions come into force but a party files a retrial petition or it is decided to conduct a 
retrial under the trial supervision procedure shall not be governed by these Provisions. 
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Appendix 3 The 2006 Regulation 1 

Decree of the State Council of the People's Republic of China N o.468 

Regulations for the Protection of the Right of Communication through 

Information Network, adopted at the 135th Executive Meeting of the State 

Council on May 10, 2006, are hereby promulgated and shall be effective as of July 

1, 2006. 

Premier, Wen Jiabao 

May 18, 2006 

1 Article 18 & 19 of the 2006 Regulation have been revised by the State Council of China on 
March 1, 2013. However, the revision does not affect any content in this thesis. English 
translation available at 'Statutes & Rules: Regulations for the Protection of the Right of 
Communication Through Information Network' (2006) 3 China Patents & Trademarks 90. 
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90 J STATUTES & RULES j CHINA PATENTS & TRADEMARKS N0 .3, 2006 

Regulations for the Protection of the 
Right of Communication through 

Information Network 

Article 1 These Regulations have been formulated un­

der the Copyright Law of the People's Republic of China 

(hereinafter referred to as the Copyright Law) with a view to 

protecting the right of communication through information 

network enjoyed by copyr ight owners, performers and pro­

ducers of sound record ings and video recordings (here­

inafter collectively referred to as the right owners) and to en­

couraging creation and communication of works conducive 

to the building of a socialist society that is advanced ethically 

and materially. 

Article 2 The right of communication through information 

network enjoyed by a right owner shal l be protected under 

the Copyright Law and these Regulations. Any organization 

or person that makes any other person's works, perfor­

mances, sound recordings or video recordings available to 

the public through information network shall obtain permis­

sion from, and pay remuneration to, the right owner unless 

otherwise provided for in the laws or administrative regu la­

t ions. 

Article 3 Works, performances, sound record ings or 

video record ings the provis ion of wh ich is prohibited under 

the law shall not be protected under these Regulations. 

In exercising the right of communication through infor­

mation network, a copyright owner shall not contravene the 

Constituti on, laws and administrative regu lations, nor cause 

prejudice to the publ ic interests. 

Article 4 A right owner may adopt technological mea­

sures to protect his right of communication through informa­

tion network. 

Any organization or person shall not intentionally cir­

cumvent or sabotage technological measures; nor shal l it or 

he intentionally manufacture, import or offer to the public any 

device or part used primarily for circumventing or sabotag­

ing technolog ical measures; nor shall it or he intent ional ly 

provide others with any technical service designed for cir­

cumventing or sabotaging technological measures, except 

the circumvention permissible under the laws and adminis-

trative regulations. 

Article 5 Without the permission from the right owner, no 

organization or person shall do the following : 

(1) intentionally removing or altering the electronic rights 

management information of works, performances, sound 

recordings or video recordings made available to the publ ic 

through information network, except removal or alteration un­

avoidable for technical reasons; or 

(2) making available to the public, through information 

network, works, performances, sound recordings or video 

recordings of which one knows or has reasonable grounds to 

know the rights management information has been removed 

or altered without the permission from the right owners. 

Article 6 In the following circumstances, another per­

son's work may be made available through information net­

work without the permission from, and without payment of the 

remuneration to, the copyright owners: 

(1) appropriate quotation from a published work in 

works made available to the public for the purpose of pre­

senting or commenting on the work, or exp laining a point ; 

(2) unavoidable representation of, or quotation from, a 

published work in works made available to the public for the 

purpose of reporting the current events ; 

(3) making available to a small number of teachers or 

scientific researchers a small number of published works for 

the purpose of classroom teach ing or scientific research ; 

(4) making avai lab le to the publ ic published works by a 

State organ within a justifiable scope for the purpose of per­

forming its official duties; 

(5) making availab le to an ethnic community within the 

territory of China of the translati on of a published work of a 

Chinese citizen, legal entity or other organisation from Han 

language into the ethnic language; 

(6) making available to the blind published works in a 

form perceivable to them for non-profit purposes; 

(7) making available to the publ ic arti cles published via 

the information network on current political or economic top-
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ics; and 

(8) making avai lable to the public speeches delivered at 

public gatherings; 

Art icle 7 A library, archive, memorial hal l, museum and 

art gallery may make availab le to their service recipients, 

through information network, on its premises a legitimately 

published digital work in the ir col lection and any work repro­

duced according to law in a digital form tor the purpose of 

display or preservation of the edition of the work, without the 

permission from, and without payment of the remuneration 

to, the copyright owner. These institutions shall not seek any 

direct or indirect financial benefits from such activity, unless 

the parties concerned have agreed otherwise. 

The works reproduced in a digital form for the purpose 

of display or preservation of the edition thereof as provided 

for in the preceding paragraph shall be the works that have 

been damaged, are on the verge of damage, lost or stolen, 

or works the existing storage format of which has become 

obsolete, and works that are not available in the market or 

are avai lable at a price markedly higher than the labeled 

price. 

Article 8 For the purpose of implementing the nine-year 

compulsory educational program or the national educational 

plan through information network, extracts of published 

works, short literary works, musical works, single works of 

fine art, or photographic works may be used for preparing 

courseware or a distant educational establishment that has 

prepared or legitimately obtained the courseware may make 

them accessible to the registered students through informa­

tion network, without the permission from the copyright own­

ers , provided that the copyright owners are paid the remu­

neration. 

Article 9 In order to alleviate poverty, a published work 

of a Chinese citizen, legal ent ity or any other organization on 

such topics as planting and breeding , disease prevention 

and elimination, disaster prevention and reduct ion and any 

work that meets the cultural needs may be made available 

free of charge to people in the rural areas through informa­

tion network. The network service provider shall, before 

making available of these works, make public the works to 

be made available and the authors thereof and the standard 

of remuneration to be paid . The network service provider 

shall not make a work available if the copyright owner refuses 

to provide it with in thirty days from the date of the publica­

tion; where the copyright owner has no object ion after thirty 

days from the date of the publ ication, the network service 

provider may make the work avai lable, and pays the remu­

neration to the copyright owner according to the publicised 

standard . Where the copyright owner refuses to have his 

work made available after the network service provider has 

already made the work avai lable, the the network service 

provider shall promptly remove the work of the copyright 

owner, and pays the copyright owner the remuneration for 

the period when the work was made available on the network 

according to the publicized standard of remuneration. 

Anyone who makes a work available in accordance with 

the preceding paragraph shall not seek any financial benefit 

directly or indirectly therefrom. 

Article 1 O Where works are made available to the public 

through information network without the permission from the 

copyright owners under these Regulations, the fol lowing 

provisions shal l also be complied with: 

(1) works which the author declares in advance that the 

making available thereof is not permitted shall not be made 

available except in the circumstances as provided for in Arti­

cles 6(1) to (6) and 7; 

(2) the t itle of the work and the name of the author shall 

be indicated; 

(3) remuneration shal l be paid under these Regu lations; 

(4) technological measures shall be adopted to prevent 

a copyr ight owner's work from being made available to any­

one other than the subscriber as provided for in Articles 7, 8 

and 9 of these Regulations, and to prevent any reproduc ing 

act of the subscriber as provided for in Article 7 of these 

Regulations from substantial ly impairing the interests of 

copyright owner; and 

(5) the other rights enjoyed by the copyright owner un­

der the law shall not be infringed. 

Article 11 Making available through information network 

others' performances, sound recordings or video record ings 

shall be in compliance with the provis ions of Articles 6 to 10 

of these Regu lations. 

Article 12 Under any of the following circumstances, 

technolog ical measures may be circumvented, provided that 

the technologies, devices, or parts used for circumventing 

the technological measures shall not be made availab le to 

any other person, and the circumvention shal l not cause prej­

udice to the other rights enjoyed by the right owners under 

the law: 

(1) making available through information network a 

published work, performance, sound or video recording to a 

smal l number of teachers or scientific researchers for the 
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purpose of classroom teach ing or scientific research , provid­

ed that such work, performance, sound recording or video 

recording is accessible only on information network; 

(2) making available to the blind through information 

network a published literary work, for non-profit purposes, in 

a particular form perceivable to them, provided that such 

work is access ible on ly on information network. 

(3) a State organ's performing its official duty according 

to the administrative or judicial procedures; or 

(4) testing for the security of a computer and a computer 

system or network on information network. 

Article 13 In order to investigate and handle an act in­

fringing the right of making avai lable through information net­

work, the copyright admin istrative department may requi re 

the network service provider to provide such information as 

the name or appellation, means of contact , network address 

of the subscriber suspected of infringement. 

Article 14 Where a right owner bel ieves that a work, 

performance, sound recording or video recording involved in 

the service provided by a network service provider of infor­

mation storage space, searching or linking services has in­

fringed his right of communication through information net­

work. or that his electronic right management information on 

such work has been removed or altered , he may notify the 

network service provider in writing , requesting it to remove, 

or disconnect the link to, the work, performance, sound 

recording or video recording . The notification shall include 

the following: 

(1) the name (appel lation), means of contact and ad­

dress of the right owner; 

(2) the title and network address of the infringing work, 

performance, sound recording or video record ing wh ich is 

requested to be removed or to which the link is requested to 

be disconnected ; and 

(3) the primary proof of the infringement. 

The right owner shall be accountable for the authenticity 

of the notification 

Article 15 The network service provider shall, upon re­

ceipt of the notification from a right owner, promptly re­

moves, or disconnects the link to, the work, performance, 

sound recording or video record ing suspected of infringe­

ment, and at the same time communicates the notification to 

the subscriber who provides the work, performance, sound 

record ing or video record ing ; where the notification is impos­

sible to be communicated due to the unclear network ad­

dress, the network service provider shall also make known 

the content of the notification on the information network. 

Article 16 The subscriber may, upon receipt of the notifi­

cation from the network service provider, explain the case to 

the network service provider in writing, requesting it to re­

place, or restore the link to, the removed work, performance, 

sound recording or video recording if he considers that the 

work, performance, sound recording or video recording pro­

vided by him is non-infringing. Such written explanation shall 

include the fol lowing: 

(1) the name (appel lation), means of contact and ad­

dress of the subscriber; 

(2) the title and network address of the work, perfor­

mance, sound recording or video recording the replacement 

of which has been requested ; and 

(3) the primary proof of non- infringement. 

The subscriber shall be accountable for the authenticity 

of the explanation . 

Article 17 The network service provider shall, upon re­

ceipt of the written explanation from the subscriber, promptly 

replace , or may restore the link to, the removed work, perfor­

mance, sound record ing or video recording, and also com­

municate to the right owner a copy of the written explanation 

made by the subscriber. The right owner shall not notify the 

network service provider again to remove, or to disconnect 

the link to, the work, performance, sound recording or video 

record ing . 

Article 18 Any organization or person which contra­

venes the provisions of these Regulations by committ ing any 

of the fo llowing acts of infringement shall , depending on the 

circumstances, be civilly liable for ceasing the infringement, 

eliminating the adverse effects, making apology, or paying 

for the damages; where prejudice is caused to the public in­

terests, the copyright administrative department may order 

the person to cease the infringement, confiscate illegal in­

come, and may also impose a fine of no more than 

RMB100,000 yuan; where the circumstances are serious, the 

said department may, in addition, confiscate the equipment, 

such as computers used mainly to provide the network ser­

vices; and where a crime is constituted, the criminal liabilities 

shall be imposed under the law: 

( 1) making available, without the permission from the 

right owners, to the public through information network their 

works, performances, sound record ings or video recordings; 

(2) intentionally circumventing or sabotag ing techno­

logical measures; 

(3) intentionally removing or altering , without the permis-
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sion from the right owners, the electronic rights management 

information of their works, performances, sound recordings 

or video recordings made available to the publ ic through in­

formation network; or making available to the public through 

information network work, performances, sound record ings 

or video recordings the electronic rights management infor­

mat ion of which one knows, or has the reasonable grounds 

to know, has been removed or altered without the permission 

from the right owners; 

(4) exceeding the prescribed scope when making avai l­

able to the rural areas through information network works, 

performances, sound recordings or video recordings for the 

purpose of alleviating poverty, or failing to pay the remuner­

ation according to the publ icised standards, or failing to 

promptly remove the works, performances, sound record­

ings or video record ings when the right owners object to 

such use; or 

(5) making available to the public through information 

network another person's works, performances, sound 

recordings or video recordings without indicating the titles of 

these works, performances, sound recordings or video 

recordings, or the name (appel lation) of the author, per­

former or producer of the sound recordings or video record­

ings; or without paying the remunerat ion, or without adopting 

technological measures, according to these Regulat ions, to 

prevent those other than the subscribers from obtaining the 

works, performances, sound recordings or video recordings, 

or without preventing any reproducing acts of the subscriber 

from substantially impairing the rights owner' interests . 

Article 19 Where an organization or person that contra­

venes the provisions of these Regulations by committing any 

of the following acts of infringement, the copyright adminis­

trative department may give a warning, confiscate the illegal 

income and devices or parts used mainly for circumventing 

or sabotaging the technological measures; where the cir­

cumstances are serious, the said department may confiscate 

the equipment, such as computers used mainly to provide 

the network service, and may also impose a fine of no more 

than RMB 100,000 yuan; and where a crime is constituted, 

criminal liabilities shal l be imposed under the law: 

(1) intentionally manufacturing, importing , or offering to 

the public devices or parts used mainly for circumventing or 

sabotaging technolog ical measures; intentionally providing 

others with the technological services designed for circum­

venting or sabotaging the technolog ical measures; 

(2) seeking financial benefits from making others' works, 

performances, sound record ings or video record ings avail­

able to the publ ic through information network; or 

(3) fa iling to make known to the public the tit les of the 

works, performances, sound recordings or video recordings, 

the names (appellations) of the authors, the performers and 

failing to the producers of sound recordings or video record­

ings, and to publish the remuneration standard before mak­

ing avai lable to the rural areas through information network 

these works, performances, sound recordings or video 

recordings for the purpose of alleviating poverty. 

Article 20 A network service provider that provides net­

work automatic access service at the direction of its sub­

scribers, or provides service for automatic transmission of 

works, performances, sound recordings or video recordings 

provided by its subscribers, and meets the following condi­

tions shal l not be liab le for damages: 

( 1) the network service provider neither chooses nor al­

ters the transmitted works, performances, sound record ings 

or video recordings; and 

(2) the network service provider makes the works, per­

formances, sound record ings or video record ings available 

to the designated recipients, and prevents those other than 

the designated recipients from receiving them. 

Article 21 A network service provider that provides the 

service of automatic storage for works, performances, sound 

recordings or video recordings obtained from another net­

work service provider in order to improve the efficiency of 

network transmission, and automatically provides them to its 

subscr ibers according to the technological arrangement, 

and meets the following conditions shall not be liable for 

damages: 

(1) it does not alter the automatically stored works, per­

formances, sound recordings or video recordings; 

(2) such storage does not affect the access of the initial 

network service provider that provides the works, perfor­

mances, sound record ings or video recordings to the infor­

mation about the subscribers' access to the works, perfor­

mances, sound recordings or video recordings; 

(3) it alters, removes, or disables the access to, the 

works, performances, sound recordings and video record­

ings according to the technolog ical arrangement when the 

initial network service provider alters, removes, or disables 

the access to them. 

Article 22 A network service provider that provides its 

subscribers with network storage space for them to make 

works, performances, sound record ings or video recordings 
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available to the public, and meets the fo llowing conditions 

shall not be liable for damages: 

(1) it c learly ind icates that the network storage space is 

provided to its subscribers and discloses the name, person 

to contact, and network address of the network service 

provider; 

(2) it does not alter the works, performances, sound 

recordings or video recordings provided by its subscribers; 

(3) it does not know or has no reasonable grounds to 

know that the works, performances, sound recordings or 

video recordings provided by its subscribers infringe any 

other persons' rights; 

(4) it does not seek financial benefits directly from the 

works, performances, sound record ings or video recordings 

provided by its subscribers; 

(5) it promptly removes, accord ing to these Regu lations, 

the works, performances, sound recordings or video record­

ings alleged of infringement by the right owner upon receipt 

of notification. 

Article 23 Where a network service provider that pro­

vides searching or linking service to its subscribers, discon­

nects the link to the infr inging works, performances, sound 

record ings or video record ings upon receipt of the right 

owner's notification according to these Regulations, it shall 

not be liable for damages; where it knows or has reasonable 

grounds to know that the linked works, performances, sound 

recordings or video record ings infringe another person's 

right, it shall be jointly liab le for the infringement. 

Article 24 Where a network service provider, by mis­

take, removes, or disconnect the link to, works, perfor­

mances, sound recordings or video recordings due to notifi­

cation from the right owner and thus causes injury to its sub­

scribers, the right owner shall be liable for the damages. 

Art icle 25 Where a network service provider, without jus-

1ifiable reasons, refuses to provide or delays providing, infor­

mation, such as the name (appellation), means of contact or 

network address of a subscriber suspected of infringement, 

the copyright administrative department may give a warning ; 

where the circumstances are serious, the said department 

may confiscate the equipment , such as computers used 

mainly for providing the network services. 

Article 26 For the purpose of these Regulations, the fo l­

lowing expressions sha ll have the meanings hereunder as­

signed to them: 

The "right of commun ication through information net­

work" means a right of communicating a work, performance, 

sound recording or video record ing to the public, by wire or 

by wireless means in such a way that members of the publ ic 

may access to these works from a place and at a time indi­

vidually chosen by them. 

The "technological measures· means the technologies, 

devices or parts that effectively prevent or restrict the activi­

ties of browsing and read ing works, watching performances, 

enjoying sound recordings or video record ings, or making 

available to the public works, performances, sound record­

ings or video record ings through information network without 

the permission from the right owners. 

The "electronic rights management information" means 

information which identifies works and authors of the works, 

performances and the performers, sound recordings or 

video recordings and the producers, or information about the 

ownership, terms and conditions for use of the works, perfor­

mances, sound record ings or video recordings, and the 

numbers or codes that represent such information. 

Article 27 These Regu lations shall enter into force on 1 

July 2006. % � 
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